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Mé dau

MO DAU
Gido trinh “Mang may tinh va qudn tri mang” cung cap céc kién thic nén tang cua
hé théng mang may tinh. Gido trinh hudng dan chi tiét cac budc thuc hanh dé tao ky
ning, k§ xao cho ngudi mai bt dau thiét 1ap va quan tri mét hé théng mang. Giéo trinh
goém 2 phan chinh.

Phan 1 - Mang may tinh

Phan nay cha yéu 1 ly thuyét. Trinh bay nhitng khai niém co ban nhat vé mang may
tinh. Phan tich cac mo hinh OSI va TCP/IP dé biét hé thdng mang duoc thiét ké va hoat
dong nhu thé ndo. Trinh bay cac thiét bi mang, kién trlic mang va céc chuan mang hién
nay trén thé gidi. Quan trong nhat 1a kién thuc vé IP va chia mang con trong hé thong
mang TCP/IP.

Phan 2 - Quan tri mang

Phan nay cha yéu la thuc hanh. Trinh bay cach thiét 1ap va bao mat trong hai hé
théng quan ly mang hién nay la Workgoup (mang ngang hang) va Domain
(Client/Server). Di tir co ban nhat tir cai dat hé diéu hanh dén quan ly va bao mat user, tai
nguyén mang. Trinh bay chi tiét qua trinh thiét 1ap mot dich vu mang DHCP (cap IP
dong).

Gi4o trinh dugc bién soan theo sat d& cuwong chi tiét cia mén “Mang may tinh va
quan tri mang” Truong CD KT Ly Tu Trong TP.HCM. Giéo trinh dugc luu hanh ndi bo
va st dung cho sinh vién hé cao dang Truong CB KT Ly Ty Trong TP.HCM.

Gi4o trinh nay dugc duc két tir kinh nghiém giang day tai Truong CP KT Ly Ty
Trong TP.HCM. Két hop nhiéu phuong phép, tai liéu tham khao ldy y kién cua céac
chuyén gia va ¢6ng nhiép. Gido trinh nay danh cho sinh vién hé cao dang cia khoa Cong
nghé thong tin Truong CB KT Ly Ty Trong TP.HCM hoc tap, tham khao va nghién ctu.

Noi dung gido trinh duoc trinh bay tir co ban nhat. Sinh vién nén doc tir dau dén
cubi dé nam bat cac van dé rd rang. Trén cac hinh v& mo ta thi tu cac thao tac va chic
nang, khi doc nén khao sat hinh vé mét cach ky luong.

Gi4o trinh duoc viét 1an dau tién nén khong thé tranh khoi nhitng thiéu sét, rit mong
su dong gop tir cac ban sinh vién va ban doc dé cd thé hoan thién ndi dung giéo trinh tét
hon.
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Muc luc

MUC LUC
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Danh muc cac chir viét tat

DANH MUC CAC TU VIET TAT

STT| Viéttat Tiéng Anh Tiéng Viét

1 ACL Access Control List Danh sach diéu khién truy cap

2 AD Active Directory Co so dir liéu trong md hinh

domain

3 ARP Address Resolution Protocol | Giao thurc phén giai dia chi

4 ARPA Advanced Research Projects | K§ thuat truyén théng trén
Agence Internet

5 ARPANET | Advanced Research Projects | Mang may tinh cua Bo quéc
Agence Network phong My

6 BOOTP Bootstrap Protocol Giao thirc cau hinh IP dong cho

client

7 Bps Bits per second Bit trén giay

8 COM Common Object Model Cong giao tiép ngoai vi ndi tiép

9 CSMA/CD | Carrier Sense Multiple Cam song da truy chap nhan dung
Access do
with Collision Domain

10 DC Domain Controler May chi quan ly mién

11 DHCP Dynamic Host Configuration | Giao thirc cap dia chi IP dong
Protocol

12 | DSAP Destination Service Access | Diém truy cap dich
Point

13 |DTE Data Terminal Equipment Thiét bi dau cudi dix liéu

14 DTP Data Transfer Process Truyén dir liéu trong FTP

15 | EMI Electromagnetic interference | Nhiéu dién tir

16 FAT File Allocation Table Bang phan phdi file

17 FDDI Fiber Distributed Data Mang cap quang 2 vong nguoc
Interface nhau

18 | FTP File Transfer Protocol Giao thuc truyen file

19 Gbps Gigabits per second Giga bit trén giay
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Danh muc cac chir viét tat

20 GPO Group Policy Object Chinh sach nhém trong Active
Directory
21 | GUI Graphical User Interface Giao dién nguoi dung dd hoa
22 HTTP Hypertext Transfer Protocol | Giao thirc truyén Web
23 | IANA Internet Assigned Numbers | T6 chuc cap phat s6 hiéu Internet
Authority
24 IE Internet Explorer Trinh duyét web cua Microsoft
25 IEEE Electrical and Electronics Vién cac ky su dién va dién tur
Engineers
26 IETF Internet Engineering Task T chuc quan ly ki thuat Internet
Force
27 IGRP Interior Gateway Routing Giao thire dinh tuyén dya vao
Protocol cong bién
28 IP Internet Protocol Giao thirc mang Internet
29 |ISO International Organization Té chirc tiéu chuan hda qudc té
for Standardization
30 ISPs Internet Service Providers Nha cung cap dich vu Internet
31 |ITU International Lién minh vién thong qudc té
Telecommunication Union
32 Kbps Kilobits per second Kilobit trén giay
33 LAN Local Area Network Mang cuc bo
34 |LLC Logical Link Control Lép diéu khién lién két luan Iy
35 | MAC Media Access Control Lép didu khién truy cap duong
truyén
36 MAN Metropolitan Area Network | Mang d6 thi
37 Mbps Megabits per second Megabit trén gidy
38 NAS Network-attached Storage Dich vu luu trir dir liéu tap trung
qua mang
39 | NAT Network Address Translation | Ky thuat chuyén d6i dia chi
40 |NIC Network Interface Card Card giao tiép mang
41 | NTFS NT File System Dinh dang hé thong file cua
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Danh muc cac chir viét tat

Microsoft
42 | 0S Operation System Hé diéu hanh
43 | oSl Open Systems M6 hinh hé thdng két ndi mo
Interconnection
44 | OU Organization Unit Pon vi t6 chuc trong Active
Directory
45 | PC Personal Computer May tinh ca nhan
46 | PCI Peripheral Component Khe giao tiép thiét bi ngoai vi
Interconnect
47 PDU Protocol Data Unit Pon vi dit liéu giao tiép
48 Pl Protocol Interperter Bién dich Iénh trong FTP
49 POP Post Office Protocol Giao thirc truyén mail
50 | RFCs Request for Comments Nhitng cong bé mé ta cac khai
niém
51 RIP Router Information Protocol | Giao thire dinh tuyén dong
52 SAM Security Accounts Manager | File luu trir théng tin account
trong Workgroup
53 |SID Security Identifyer Chi danh bao mat (cho mdi di
tuong)
54 | SMTP Simple Mail Transfer Giao thtrc truyén mail giira cac
Protocol server
55 SSAP Source Service Access Point | Biém truy cap nguon
56 | SSID Service Set Identifier Tén cia mot diém két ndi khong
day
57 | Thps Terabits per second Tetrabit trén giay
58 |TCP Transmission Control Giao thuc truyén tin cay
Protocol
50 | TTL Time to live Thoi gian séng cua goi tin
60 UDP User Datagram Protocol Giao thirc truyén khong tin cay
61 UNC Universal Naming DPuong dan truy cap tai nguyén
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Danh muc cac chir viét tat

Convention mang LAN

62 URL Uniform Resource Locator Pudng dan truy cap tai nguyén
trén Internet

63 | VLAN Virtual Local Area Network | Mang riéng ao

64 | VNPT VNPT Tap doan buu chinh vién thong
Viét Nam

65 WAN Wide Area Network Mang dién rong

66 Win2K Windows Server 2000 Hé diéu hanh Windows Server
2000

67 Win2K3 Windows Server 2003 Hé diéu hanh Windows Server
2003

68 Win2K8 Windows Server 2008 Hé diéu hanh Windows Server
2008

69 | Win7 Windows 7 Hé diéu hanh Windows 7

70 WinXP SP2 | Windows XP Service Pack 2 | Hé diéu hanh Windows XP ban

va 16i 2
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Chuong 1 - Téng quan vé magng may tinh

PHAN 1 - MANG MAY TiNH CAN BAN
CHUONG 1 - TONG QUAN VE MANG MAY TiNH

* Tém tit ndi dung chwong 1
e Nhirng khai niém co ban vé mang may tinh.
e Cac mo6 hinh mang, mé hinh xt ly, mo hinh quan ly va mé hinh itng dung mang.
e Céac dich vu mang can ban.
o Két néi truc tiép hai may tinh bang cap xoin doi.

* Muc tiéu chwong 1

Sau khi hoc xong sinh vién c0 kha nang:

e Trinh bay céc khai niém co ban vé mang may tinh va cac dich vu mang.
e Phan biét cac loai mé hinh va cho vi du tng dung trong thuc té.
e Két ndi va truy cap may tinh khac bang cap xoan doi.

1.1. Cac khai niém co ban

1.1.1. Mang may tinh

Mang may tinh 1a mét hé théng cac may tinh hoac thiét bi ngoai vi duoc két ndi véi
nhau thong qua cac phuong tién truyén dan, gitp cho cac thiét bi nay c6 thé truyén thong
va trao doi dir liéu mot cach dé dang va nhanh chong.

{0
Printer Phone
Windows Server 2003 Linux Berver
{
( Media ) () @
\é Smart phone

Access Point

Windows XP CentDS 5.5

(©
MAC OS5

Hinh 1. 1 - M6 hinh mang c6 server, client, printer, phone, smart phone két n6i
qua day va séng wireless

1.1.2. Céac thanh phin co ban trong mang may tinh
e May tinh: PC, laptop, phone, smart phone, server, host...
e Thiét bi ngoai vi: printer, scaner, modem, fax...
e Tai nguyén mang: file, folder, web, mail...
e Thiét bi giao tiép mang: NIC, repeater, hub, bridge, switch, router, gateway...

e MoGi truong truyén dan: cap, hSng ngoai, bluetooth, wireless, WWan...
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Chuong 1 - Téng quan vé magng may tinh

e Hé diéu hanh mang: Win NT, Win 2K3, Win 2K8, Linux, Unix...

¢ Giao thirc mang: Net Beui, TCP, UDP, IP, FTP, HTTP, POP, SMTP...

e Ung dung mang: phan mém ban vé may bay, quan 1y ban hang, quan 1y doanh

nghiép...
1.1.3. M@t s thuit ngir co ban

Server (may chu): 1a may tinh chuyén cung cip cac dich vu cho cac may khac, dwgc
goi tén ng vai dich vu ma n6 cung cap:

e File server: cung cap cac dich vu file va thu muc (vd: megaupload.com).

e Mail server: cung cp cac dich vu mail (vd: mail.yahoo.com).

e Web server: cung cép cac cac dich vu web (vd: vnexpress.net).

e Print server: cung cip céac dich vu in 4n.

] =

Hinh 1. 2 - Cac ky hiéu chuén file server, mail server, web server va print server

May server phuc vu mét cach lién tuc, nhanh chong va bao mat nén thuong la:

e Cac may chuyén dung cua cac hang: IBM, DELL, HP...
e Cai hé diéu hanh server chuyén dung: Win2K3, Win2K8, Redhat server...

e Cai cac phan mém cung cap dich vu va bado mat chuyén dung.

Hinh 1. 3 - Mot server chuyén dung cia hing HP
Client (may khéch): 1a may sir dung dich vy do may server cung cap:
e Client khong can cau hinh manh.
e Cai dit cac hé diéu hanh dung cho client: Windows XP, Windows 7...

e Cai dat cac ing dung danh cho ngudi dung.
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Chuong 1 - Téng quan vé magng may tinh

Files dowload request

A

Files

( Network )

Hinh 1. 4 - Client sir dung dich vu file do file server cung cip
Peer (may ngang hang): 1a may vira cung cip dich vu cho cac may khac va vira sir
dung dich vu cia may khac cung cap. May nay khong can st dung cac hé diéu hanh
chuyén dung va thuong hoat dong trong Peer-to-Peer (mang ngang hang).

Shared Resource :

-S'hared Resource " Q)
X

S

Hinh 1. 5 - C4c may peer chia sé tai nguyén va sir dung tai nguyén trén mang
Peer-to-Peer

Media (phuong tién truyén dan): la cach thuac va vat lieu két ni mang (cap dong
tryc, c4p xoan doi, wireless, bluetooth...)

Shared data (dix liéu dung chung): céc tap tin, thu muc, dir liéu ma cac may tinh chia
sé trén mang cho cac may khac su dung.

Resource (tai nguyén): file, thw myc, printer, fax, bang thong, dung luong... tat ca
nhitng gi trén mang ma ngudi ding o thé sir dung duoc goi 1a tai nguyén mang.

User (ngudi dung): mdi ngudi mudn sir dung tai nguyén mang déu dwoc quan tri
vién cung cap mot account (tai khoan) dé ding nhap vao hé thong va sir dung cac tai
nguyén duoc phép su dung.

/7 Windows Se

'. Enterprise Edition

Capyright © 1885-2003 Misrasall Carparation

User name: | doly

Password: | i

(o] 4 I Cancel | Options »> |

Hinh 1. 6 - Ping nhap vao hé thong bing mét account
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Chuong 1 - Téng quan vé magng may tinh

Administrator (quan tri vién): 1a ngudi ¢ quyén han cao nhat trong hé théng,
thuong 13 ngudi dau tién thiét 1ap hé théng. Administrator quan tri, uy quyén, phan
quyén... cho tit cac ngudi ding theo chinh sach cua té chic, cong ty...

Marme | | Descripkion
Administrator Built-in account For administering the computer/domain
%Guest Built-in account For guest access to the computerdomain

%SUPPORT_SS. .. 1 This is a wvendor's account For the Help and Support Service

Hinh 1. 7 - Win2K3 vira cai dit chi cho phép Administrator

1.2. Cac loai mang may tinh

Tuy theo tdm vuc hé théng mang duoc chia ra cac loai mang may tinh sau day.
1.2.1. LAN (mang cuc bg)

LAN (Local Area Network) cé pham vi gigi han trong mot toa nha, cong ty, truedng
hoc, bénh vién...

Pac diém:

e Kich thudc nhd, ban kinh khoang vai Km.

e Céc thiét bi don gian, ré tién.

e Bang thong 16n, sir dung cac irng dung online nhu quéan 1y doanh nghiép, hdi thao
qua mang...

¢ Quan tri don gian.

§ A

>

Modem ADSL ﬂ —

)]
)

|
vy ._U|I.

P.XNK

auogyaeqg anlL

L
P.KT

P.KD

Hinh 1. 8 - M6 hinh mang cuc b ctia mot cong ty
1.2.2. MAN (mang do thj)

MAN (Metropolitan Area Network) 1a cac LAN duoc két ndi véi nhau c6 pham vi
trong mot thanh phd hoic mot quéc gia.

bic diém:
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Chuong 1 - Téng quan vé magng may tinh

e Bang thong trung binh, phuc vu cho cac ung dung: chinh phu di¢n tr, thuong mai
dién tir, ngan hang, du lich...

e Thiét bj phurc tap, dat tién.
e D0 phuc tap cao. quan tri kho khan hon LAN.

==
cuchi.doly.vn -

hecm.doly.vn

=

cangio.doly.vn

e
i
-1}

Hinh 1. 9 — mgt MAN néi 3 LAN

1.2.3. WAN (mang dién rong)

WAN (Wide Area Network) 1a két néi ciia cac LAN va MAN lai v&i nhau c6 pham
vi rong 16n vuot qua gidi han qudc gia c6 thé 1a toan cau. Mot dién hinh caa WAN la
mang Internet.

Pac diém:

e Bing thong thap, thuong dap tmg cac tmg dung offline nhu file, web, mail... phuc

vu cho cac cong ty da qudc gia.

e Thiét bi phtrc tap, rat dat tién.

e Khong gidi han vi tri dia 1y, &6 phtic tap rat cao nén phai c6 cac to chirc thé gisi

ding ra quan tri: IEEF, IETF, ITU, IANA, Whois...

1.2.4. Mang Internet

La mét truong hop dac biét caia WAN, xuat phét tir mang ARPANET cua bo quéc
phong My. Cung cép cac dich vu mang tinh toan cau: web, chat, game, void, file, mail,
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Chuong 1 - Téng quan vé magng may tinh

truy cap tir xa... c6 thé duoc két ndi théng qua cac I1SPs (Internet Service Providers — nha
cung cap dich vu Internet).

Pic diém:

e Mang tinh toan cAu.

e Mién phi hoan toan (ngudi ding chi tra phi duy tri két ndi cho ISPs).
1.3. Cac mo6 hinh xi ly mang
1.3.1. Mo hinh xir ly mang tip trung

Tat ca dit liéu luu trit va tién trinh xtr ly do Mainframe (may tinh trung tdm) dam
nhiém, con lai 1a cac Terminal (thiét bi dau cudi) hoat dong nhu cac thiét bi nhap xuét dix
liéu tuong tac vai nguoi dung. Thuong (rng dung trong: siéu thi, san bay, quéan ca phé...

Uu diém: chi phi thap, dé quan tri, an toan.

Khuyét diém: toc do truy xuat cham, thuong chi dap @ng mot eng dung nao dé nhu
quan ly nhan vién, quan ly ban hang...

Mainframe
| & $ @0
S @ S <SS
Terminal Terminal Terminal Terminal

Hinh 1. 11 - M6 hinh xir ly mang tap trung
1.3.2. Mé hinh xir Iy mang phén phoi
Céac may tinh hoat dong doc lap, cac cdng viéc duoc chia cho nhidu may xu ly. Dir
liéu dugc luu trit tai cac may va duoc chia sé dé dung chung trén mang.

Uu diém: téc d6 cao, khong han ché cac (ng dung.

Khuyét diém: dix liéu roi rac, khé backup, kho bao mat, dé nhidm virus.

)

Peer Peer Peer Peer
Hinh 1. 12 - M6 hinh xir Iy mang phan phoi

1.3.3. Mo hinh xir ly mang cong tiac
Nhiéu may tinh hop tac dé xa ly mot cong viéc 16n. Cac may tinh c6 thé muon ning
lwc xur ly ctia cac may tinh khac trong mang.
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Chuong 1 - Téng quan vé magng may tinh

Uu diém: rat nhanh va manh, chay cac tng dung 16n va cac phép toan lsn.

Khuyét diém: dix liéu roi rac kho ddng bo va backup, kha niang nhiém virus rat cao.

Hinh 1. 13 - Siéu may tinh Deep Blue Il danh thing vua co Kasparov
1.4. Cac m6 hinh quan ly mang

1.4.1. Workgroup
Cac may tinh trong mang c6 quyén han ngang nhau, tu bao mat va quan ly tai
nguyén caa minh. User cuc b caa may tinh nao chi ¢d quyén ding nhap vao cuc bo may

tinh do.
86

User, Data Uer. Data

User, Data User, Data
Hinh 1. 14 - M6 hinh quan ly mang Workgroup
1.4.2. Domain
Quan ly va chung thuc phai théng qua DC (Domain Controler - may cha diéu khién
mién). T4t ca user va tai nguyén mang duoc may DC quan Iy va phan quyén.

IS —r

Workstation Domain Controller

s
|

User

Hinh 1. 15 - Chirng thuc ciia user trong mé hinh quan ly Domain
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Chuong 1 - Téng quan vé magng may tinh

O hinh 1.15, khi User dung Workstation (may tram) mudn dang nhap vao hé théng
(Domain) (1). Workstation s& chuyén quyén chtng thuc 1én DC (2). DC s& kiém tra xem
User nay c6 quyén dang nhap vao hé thong hay khéng, sau d6 hdi dap cho Workstation
(cd quyén hay khéng c6 quyén) (3). Khi User di duoc phép diang nhap vao hé thdng
théng qua Workstation, User nay chiu toan bo su quan ly cua DC. Mudn sir dung tai
nguyén, thuc thi cic chuong trinh... déu phai thdng qua cac chinh sach do DC quan ly
(cac chinh sach nay do t6 chtrc, cong ty dua ra dé quan Iy ngudi dung).

1.5. Cac mo6 hinh ng dung mang
1.5.1. Peer to Peer (mang ngang hang)

Nhu d3 biét may Peer 1a may ngang hang, vira cung cap va vira st dung dich vu.
Vay mang ngang hang khong c6 may dong vai tro 1a may chu phuc vu. Cac user ty quan
ly va chia sé tai nguyén ctia may minh.

Quan ly theo md hinh Workgroup chi dap tng cho cac to chiic nho (cong ty nho,
dich vu Internet...). Microsoft khuyén céo ding mé hinh nay ddi véi céc cong ty c¢é ¢& 10
may tinh tré xuéng, néu cong ty c¢6 hon 10 may tinh viéc quan tri s& gap kho khan trong
ddng bo, backup dir liéu va bao mat...

Uu diém: don gian, ré tién va dé quan tri.

Khuyét diém: dit liéu roi rac, khd backup, kém bao mat, khé dinh vi tai nguyén trén
mang.

Hinh 1. 16 - M6 hinh @#ng dung mang ngang hang
1.5.2. Client/Server (mang khach chiu)

C4c server s& cung cap tai nguyén va dich vu cho cac client sir dung. Trong mé hinh
nay c6 nhitng may chuyén cung cap tai nguyén va dich vu, c6 nhitng may chuyén sir
dung tai nguyén va dich vu do cac may khac cung cap.

Uu diém: dix liéu tap trung nén dé dong bo, backup va bao mat. Tai nguyén duoc
quan Iy nén hoat dong hiéu qua, ding muc dich cho nhiéu nguoi dung chung trén mang.

Khuyét diém: ton rat nhiéu chi phi cho viéc mua server, thué quan tri vién, mua céc
hé diéu hanh mang va cac phan mém bao mat chuyén dung...
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Chuong 1 - Téng quan vé magng may tinh

Server

I i}

]
N

K

~> O
Client Client Client

Hinh 1. 17 - M6 hinh wng dung mang Client/Server
1.6. Cac dich vu mang
1.6.1. File services (dich vu tap tin)

Dich vu file luu trit, truyén va tim kiém file théng qua mang, hoat dong theo co ché
Client/Server. Mot dich vu file pho bién 12 FTP (File Transfer Protocol) dugc mé ta trong
RFC959 http://www.w3.org/Protocols/rfc959/

Dich vu nay cho phép client yéu cau server upload (tai 1&n) hodc download (chép
Vvé) CAc tap tin, cho phép nguoi dung twong tac gira hé thong nay voi hé thong khac ma
khong quan tim dén hé diéu hanh tai do.

<+» User @
Java T T
Application
-+ File
I System
2
o FTP commands o
E _ User E
i FTP replies Pl l
=
B o £
File o aE: Dee ore |5
System -« m connection 0
—

Hinh 1. 18 - Mé ta hoat dong ctiia FTP services

O hinh 1.18, qué trinh download file dién ra nhu thé nao? User dang sir dung ¢ng
dung Java (c6 hé théng file riéng caa minh), ang dung Java can download mét file tir
server ©. Ung dung Java nay khong thé lay file truc tiép tir server ma phai théng qua
trinh khach Client-FTP ©. Trinh khach nay yéu cau download file tir hé théng file cua
server thong qua trinh chu Server-FTP ®). Client-FTP va Server-FTP tuong tac nhau
thong qua cac lénh FTP (Iénh download file 1a get) va nhd mét giao thirc PI dé bién dich
céc Iénh nay. Tiép theo la qua trinh download file dién ra théng qua mot két ndi cac cong
gitra client va server do giao thuc DTP d¢am nhiém ©.
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Chuong 1 - Téng quan vé magng may tinh

Mot s6 khai niém vé luu trir va xt ly dit liéu:
e Online storage (luu trit tryc tuyén): luu trit ngay trén 6 cimg hodc thong qua mang
nén truy xuat dé dang va bét ctr lac ndo. Nhung vdi cach luu trit ndy tén rat nhidu
dung luong (c6 gi6i han) cia 6 cing trén may tinh hoic mua cta ISP, khé di doi va
chi phi cao.
e Offline storage (luu trir ngoai tuyén): luu trit trén cac thiét bi bén ngoai nhu USB
drive, dia quang, dia tir... v6i chi phi thip, an toan, d& di doi. Nhung vé6i cach luu triv
nay khong thé str dung tirc thoi ma phai két ndi thiét bi luu trit véi may tinh thuong
ap dung dé bakup dir liéu.
e Near-line storage (luu trir c4n tuyén): luu trit trén cac thiét bi chuyén dung nhu
jukebox (thiét bi quan 1y cac bing tir va dia quang), USB backup drive... khic phuc
duogc cac khuyét diém cta hai cach luu trit online va offline. Nhung céc thiét bi luu
trit ndy kha dat va can phai c6 quan trj vién.

Storage =i 8

Online Storage
e

& |
1

Backup drive

Offline
Storage

Mear-line
Storage =

Remote machine

Hinh 1. 19 - Luu trir dir liéu
e Data migration (di tri dit liéu): 1a qua trinh chuyén dit liéu tir cach luu trit ndy
sang cach luu trit khac, thudng dung trong auto backup dé tu dong chuyén dit liéu tir
online sang offline hoac near-line.
e Sync (dong bd hoa): khi nhiéu user st dung mot file, && bao dam tinh nhat quan
cua dir li¢u phai co sy déng bo dir liéu. Nhiéu dai Iy cung ban vé cho mgt chuyén
bay thi 1am sao céac dai 1y phai c6 ban sao mdi nhat danh sach cac vé di ban.
e Sao luu du phong (backup - restore): tao ra cac ban sao dir li¢u (backup) khi c6 rui
ro ngudi ding dé dang phuc hoi (restore) lai dir liéu da mat.

1.6.2. Directory services (dich vu thw muc)

Thiét 1ap mot thu muc dung chung thong qua doé user sir dung nhanh chéng, hiéu
qua ma khdng can quan tam dix liéu d6 duoc luu trir & dau. Dich vu hay sir dung 1a NFS
(Network File System), dich vu nay tao cac duong lién két dén céc noi chira dir liéu, user
chi can truy xuat dén NFS server va xem nhu tat ca dir liéu nam ¢ day.
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Hinh 1. 20 - M hinh dich vu thw muc NFS

1.6.3. Web services (dich vu truyén siéu viin ban)

Tich hop nhiéu dang thong tin (van ban, hinh anh, &m thanh...) trén mot trang
hypertext (siéu van ban) dé cung cap mot cach nhanh chong, sinh dong va hiéu qua cho
nguoi ding. Dich vu théng dung 1a HTTP (Hypertext Transfer Protocol), phuc vu cho tat
ca cac nganh nghé trong x& hoi nhu thuong mai dién t, chinh phu dién ta, bao dién ti,
web cé nhéan... thdng qua cac trinh duyét web nhu Internet Explorer, Opera, FirefoX...
ngudi ding tai vé c4c trang web cung cap thong tin trén toan thé gioi phuc vu giai tri, hoc
tap, viéc lam, cdng viéc, nghién ciu...

1.6.4. Message services (dich vu thong di€p)

Cung cap cac dich vu news (dich vu tin nhin), mail (dich vu thu dién tw)... phuc vu
cho ¢éng viéc nhanh chong hiéu qua va tiét kiém chi phi. Dich vu nay mang tinh phap ly
(chéng tir chdi) gilp cac cong ty tiét kiém chi phi di lai, thoi gian va tién bac. Céac hé
théng mail hay sir dung la POP3 (Post Office Protocol version 3), Exchange, MDeamon,
Yahoo mail, Gmail...

1.6.5. Database services (dich vu co sé dir li€u)

Dich vu nay cung cap cho nguoi dung truy van di liéu mot cach nhanh chéng, chinh
xac voi mot khdi luong dir liéu khong 16 va cung cip cho nhiéu nguoi dung cung lic.
Pong thoi tdi wu, bao mat dit liéu va phan phéi dit lieu qua nhiéu hé théng khac nhau ma
van bao dam tinh toan ven va nhat quan cua dit liéu. Co so dit lidu duoc quan ly bang cac
hé quan tri co s& dir liéu, thuong hay gap la MySQL, Access, SQL, Oracle...

1.6.6. Print services (dich vu in 4n)

May in l1a mot thiét bi da dang (Laser, mau, kho 16n, vé...) va thuong rat dat. Dich
vu in an gilp nguoi ding chia sé¢ dé dung chung céc thiét bi nay, dong thoi lap lich, cap
quyén han, thiét 1ap d6 vu tién dé phuc vu cdng viéc mot cach chinh xac, nhanh chéng va
tiét kiém chi phi van phong. Ngudi dung co thé thiét 1ap mém théng qua hé diéu hanh,
trinh quan ly thiét bi hodc c6 thé quan Iy thdng qua cac thiét bi phan ctng nhu print
server dé trién khai dich vu nay.
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1.6.7. Application services (dich vu @ng dung)
Dich vu nay cho phép chia sé céc ung dung dit tién hoic sir dung ning luc xt Iy cua
may khéc.

Vi dy: c6 mot may cau hinh thap khong chay ndi mot ing dung nao dé. Dé sir dung
dugc wng dung do6 trén may nay ngudi ding chay wng dung d6 trén mot may cu hinh
manh va lay két qua vé. Hién nay céc ang dung dugc xay dung trén nén tang cong nghé
Portal (mot cong) va Cloud computing (cong nghé dién toan dam may). Céng nghé Portal
duoc xay dung boi cac tap doan 16n nhu Yahoo, Google, AOL... Ngudi ding chi can nhé
mét cong duy nhat yahoo.com & d6 cung cip tat ca cac dich vu can thiét. Viéc mua ban
quyén, trién khai va quan ly cac phan mém 1a mét cong viéc dau dau va ton kém cho cac
nha quan ly. Nho vao cdng nghé dién toan ddm miy ma & dé nguoi dung khdng can quan
tam dén viéc mua & dau, bao tri thé nao, luu trit dit liéu ra sao...

Database (Storage)

52

Servers

Company

Applications

Hinh 1. 21 - Cong nghé¢ dién toan dam may

1.7. Lgiich cia mang may tinh

Tiét kiém tai nguyén phan ctang: chia s¢ CDRom, folder, printer, fax... vi du: mot
cong ty c6 rat nhiéu may tinh nhung cac mdy tinh d6 khong can gan 6 CDRom, 6 ctng
ma sir dung théng qua mang. T4t ca cac may tinh truy cap Internet théng qua mot duong
truyén duy nhat nho dich vy chia sé Internet...

Trao ddi, dong bo dir lieu mot cach dé dang, nhanh chéng. Dix liéu tap trung dé quan
ly, backup va bao dam tinh toan ven va nhat quén cua di liéu.

Chia s¢ ng dung hiéu qua va tiét kiém, ang dung ban hang qua mang, chinh phu
dién tu...
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Str dung céc dich vu thong qua Internet: web, chat, mail, game, VolP...

Gilp cho cac té chirc quan Iy hiéu qua va tiét kiém.

Chia sé va tim kiém thong tin mot cach dé dang.
1.8. Két néi tryuc tiép hai may tinh bang cap xoin doi

Véi cap xodn do6i dugc bAm chéo hai dau RI45 co thé két ndi truc tiép hai may tinh
lai v&i nhau. Doan day nay phai dai téi thiéu 0,5 mét, dwoc bim chéo hai dau RI45, cim

tryc tiép vao cong RJ45 cua card mang, khai bao dia chi IP cing 16p mang. Sau khi két
ndi thanh cdng, cac may tinh c6 thé chia sé tai nguyén cho nhau.

Twisted-pair

Hinh 1. 22 - Két ndi trye tiép hai may tinh bang cap xoan doi
Truy cap vao may tinh trén mang, vao Start — Run sau d6 gd vao Open: \\tén may
tinh cdn truy cdp, sau khi chitng thuc dugc quyén truy cap nguoi ding s& st dung dugc
cac tai nguyén may do da chia sé.

Run @@

= Type the name of a program, Folder, document, or
Internet resource, and Windows will open it far yau,

Cpen; | Vimayz W |

[ oK ][ Cancel ][ Browse. ., ]

Hinh 1. 23 - Truy cip vao may2
1.9. Giéi thiéu cac h¢ diéu hanh va phan mém hé trg mang
Hé diéu hanh danh cho server: Windows Server 2003, Windows Server 2008,
Redhat, CentOS, Fedora...

Hé diéu hanh danh cho client: Windows Xp, Windows Vista, Windows 7, Ubuntu,
Fedora...

Phan mém Total commander: hd trg két nbi cac may tinh trén mang va két ni FTP
server.

Phan mém VMware Workstation: xay dung hé thong mang ao trén may tinh.
Phan mém Netop School: hd trg giang day qua mang.

Phan mém Bootrom: hd trg chia sé 6 cang qua mang.
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Phan mém Microsoft Visio: hd tro thiét ké mang.
Phan mém Packet Tracert: gia lap ha ting mang.
1.10. Cau héi va bai tip
1. V& m{t mo hinh mang don gian két ndi cac thiét bi sau: file server, print server,
web server, mail server, client?

2. Trinh bay, v& hinh va cho vi dy thuc té ctia cac mé hinh xir Iy mang, mé hinh quan
1y mang va mo hinh rng dung mang?

. Trinh bay va cho vi du thuc té cac loi ich thuc tién ctia mang mdy tinh?
. K& tén mot sé hdng san xuét server va thiét bi mang ma ban biét?

. So sanh mang may tinh va mang dién thoai di dong?

3
4
5
6. K& tén mot s6 nha cung cap dich vu mang va céc dich vu ma ho cung cap?
7. So sanh, phan tich ing dung ctua hai mé hinh Workgroup va Domain?

8. Trinh bay khai niém Cdng nghé Portal va Cloud Computing la?

9. Viét dong lénh truy cap vao mot may tinh trén mang?

10. N&i hai may tinh str dung cap xoin d6i bam chéo (c6 sin), sau do chia sé tai
nguyén va truy cap lan nhau.
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CHUONG 2 - MO HINH OSI VA TCP/IP
* Tém tit ndi dung chwong 2
e M0 hinh OSI, qua trinh dong goi cua goi tin khi di qua 7 16p cia mé hinh.
e Khao sat chi tiét 16p Data link, qua trinh tim dia chi vat ly MAC, co ché
CSMA/CD, phan biét collision domain va broadcast domain.
e Khao sét chi tiét I6p Network, qua trinh tim duong di caa goi tin.
e Khao sét chi tiét 16p Transport, phan biét co ché truyén tin cay (TCP) va truyén
khong tin cay (UDP).
e M0 hinh TCP/IP, qua trinh dong goi goi tin khi di qua 4 16p TCP/IP.

* Muc tiéu chwong 2
Sau khi hoc xong sinh vién c6 kha nang:
e Trinh bay chirc ndng va qua trinh dong goi cac cac goi tin trong mo hinh OSI va
TCP/IP.
e M0 ta qua trinh tim dia chi MAC cua I6p 2 va qua trinh tim duong di cua lop 3.
¢ Phan biét broadcast domain va collision domain; TCP va UDP.
e Phan tich co ché CSMAJ/CD.

1.11. M6 hinh tham chiéu OSI (Open System Interconnection)
2.1.1. Khai ni¢ém giao thirc mang

L& mot tap céc tiéu chuan dé trao doi thdng tin giira hai hé thong. Giao thirc qui wdc
cach thirc giao tiép dé hai may tinh, thiét bi mang c6 thé trao doi théng tin. vi du: truyén
file theo giao thic FTP, m& IE gd vao ftp:/freeftp.com két ndi vao FTP server theo giao
thirc FTP va server yéu cau chiing thuc dé dang nhap.

Addres _ Frp:fiFreeftp.comf

Log On As E]
% Either the server does not allow anonymous logins or the e-mail address was not:
accepted,
User name: | w
Passwiord:

Hinh 2. 1 - Két ndi vao FTP server dung giao thirc FTP

Tuong tu truy cap web site dung giao thac HTTP http://vnexpress.net, lap tic trang
web tai vé cho nguoi dung. HTTP 1a cach thiic ma web server giao tiép vaoi web client.
Danh sach cac giao thac mang duoc trinh bay tai WIKIPEDIA c¢6 URL la:
http://en.wikipedia.org/wiki/List_of network protocols
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2.1.2. Cic t6 chirc dinh chuin

Trén thé gisi c6 rat nhiéu co quan duoc giao trach nhiém dua ra cac quy chuan. Céc
quy chuin nay thudng dugc md ta va cong bd qua cac RFCs. Mot s6 t6 chie dinh chuan
trén thé gigi:

e ITU: lién minh vién théng qudc té.

¢ [EEE: vién céac k¥ su dién va dién tr quéc té.

e ISO: t6 chtrc tiéu chuan hoa quéc té...
2.1.3. Bay lop trong mo hinh OSI

Vao nam 1984, t6 chirc chuan hda qudc té 1SO chinh thirc dua ra mé hinh hé théng
két n6i mé OSI. Nham muc dich chuan hoéa qua trinh két néi mang may tinh. Chia qua
trinh truyén goi tin trén mang ra 7 16p, c6 nhiém vu va chirc nang doc lap. Viéc chia nhu
thé c6 rat nhiéu loi ich.

e Chia qué trinh truyén thong trén mang thanh cac giai doan nho gilp dé nghién

ctru, khao sat va quan 1y hon.

e Céac 16p c6 cac giao thirc va phan cung riéng biét va khong lién quan dén nhau nén

Khi c6 su thay d6i & mét 16p thi khong anh hudng dén 16p khac.

e Cac nha san xuat phan mém va phan ctng thiét ké tuan thi theo quy chuin nay s&

tuong thich v4i cdc phan mém va phan cung ctia cac hang khac.
* M6 hinh tham chiéu OSI dinh nghia quy tic cho cic ndi dung sau:

e Cach thuc céc thiét bi giao ti€p va truyén thong dugc voi nhau.

e Phuong phap cac thiét bi khi nao truyén dugc, khi nao khong.

e Phuong phap dé truyén dung dit liéu va dung bén nhan.

e Céch thirc van tai, truyén, sip xép va két ndi v6i nhau.

e Céch thirc duy tri toc do truyén thich hop.

e Céch thirc truyén céc bit trén thiét bi truyén dan.
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Hinh 2. 2 - Bay lép trong md hinh OSI

2.1.3.1. Application Layer (16p irng dung)

La giao dién giita ung dung cua nguoi ding va mang, nguoi dung giao tiép vai
mang thudng phai thdng qua mot tng dung nao d6. Lép Application cung cip cac giao
thizc FTP, HTTP, POP3, IMAPA4... cho cac tng dung. N6 khéng cung cap dich vy cho céac
I6p khéc.

2.1.3.2. Presentation Layer (16p trinh bay)

Lop Presentation chiu trach nhiém thuong luong va xac 1ap dang thac dir liéu dugc
trao d6i. Cung cap dich vu cho Iop Application, bao dam dix liéu ma l6p Application gii
di va chuyén cho 16p Application cac dit lieu ma 16p Application doc duoc. N6 dam
nhiém cac nhiém vu:

e Chuyén d6i nhiéu dang dir liéu khac nhau tir 16p Application thanh mot dang di

liéu chung dé truyén di va nguoc lai. Cé thé dang dir liéu nguén va dang dir liéu

dich khac nhau do hai hé thong mang khac nhau (vi du nguén 13 may tinh hé Intel,
dich la dién thoai di dong Nokia).

e Nén dit liéu dé giam sb bit truyén trén mang va giai nén.

e M3 hoa dir liu dé bao mat trén mang va giai ma.

2.1.3.3. Session Layer (16p phién)

Lép Session thuc hién chire nang thiét lap, quan ly va két thuc céc phién giao dich
gitta cac thiét bi truyén nhan. Trudc khi dit liéu duoc truyén di mot session phai duoc
thiét 1ap. Lép Session cung cap dich vu cho 16p Presentation, dam nhiém cac nhiém vu
sau:
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e Cung cip su dong b hoa dir liéu bang cach dit nhimg diém kiém tra ludng dir
liéu. Bang cach nay chi c6 cac dit lidu sau diém kiém tra cudi cing méi dugc truyén
lai.

e Cung cip co ché nim quyén trong trao doi dir liéu, bén nao truyén va truyén trong
bao lau.

e Ap dit cac quy tic két ndi: Simplex (don cdng), Half-duplex (ban song céng),
Full-duplex (song cong).

2.1.3.4. Transport Layer (16p vin chuyén)

Lop Transport chia dir liéu ra thanh cac phan doan dir liéu (segment) & may giri,
truyén cac segment tir hé théng nay sang hé thong khac va tai thiét lap dix liéu tir cac
segment tai may nhan. Lép Transport thiét lap, duy tri va két thic cac mach 4o dé dam
bao cac dich vu sau:

e X¢ép thir ty cac segment: khi chia dit liéu thanh cac segment, 16p niy sé danh thir

tu cac segment, sép Xép thir tu cac segment dé tai thiét 1ap lai thanh dir li¢u ban dau.

e Kiém soat 15i: khi c6 mot segment bi 18i, 16p van chuyén s& yéu cau truyén lai.

e Kiém soat ludng: dung céc tin hiéu bao nhan thanh cong mot segment, dé dam bao

qua trinh truyén cac segment theo tht ty.

Mot sé giao thirc hoat dong & 16p nay 1a TCP (truyén tin cay), UDP (truyén khéng
tin cay).

2.1.3.5. Network Layer (16p mang)

Lép Network chia cac segment nhan duogc tir 16p van chuyén thanh cac goi tin
(packet hay datagram), danh dia chi dich cho géi tin va tim duong di t6i wu cho géi tin
nay. Lop Network phai dap tmg duoc nhiéu loai mang khéac nhau va thuc hién hai chic
nang chinh 1a tim duong (routing) va chuyén tiép (relaying). Lop Network thuc hién céac
churc nang sau:

e Kiém soat su nghén dit liéu: chia goi tin thanh cac goi tin nho hon dé tuong thich

véi thiét bi truyén, rap ndi cac goi tin & dau nhan.

e Danh dia chi cho goi tin: mdi 1an g6i tin di dén thiét bj dinh tuyén, 16p Network sé

danh lai dia chi dich ctia goi tin dé géi tin nay di dén mang ké tiép hodc dén thiét bi

nhan.

e Tim dudng di t6i vu cho goi tin: dua vao bang dinh tuyén, thiét bi dinh tuyén s&

xéac dinh duong di ngan nhat cho géi tin dé goi tin di xuyén qua cac mang khac nhau

dén mang dich.

Lép Network lam viéc véi dia chi logic (luan ly), mét sé giao thirc hoat dong & 16p
nay la IP (giao thirc Internet) va IPX (IP Exchange).

2.1.3.6. Data Link Layer (16p lién két dir liéu)
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Lép Data Link chia cac gai tin thanh cac khung dix liéu (frame) va truyén xuyén qua
c4c lién két vat ly. Lp nay chia lam hai 16p con:

e LLC (Logical Link Control): 1a 16p diéu khién lién két v6i 16p luan 1y phia trén

(16p Network), né cung cip cac dich vu chuyén doi dé mot mang logic phia trén c6

thé truyén dir liéu véi cac ha ting mang khac nhau bén dudi.

e MAC (Media Access Control): 13 16p diéu khién truy cip dudng truyén vat Iy, quy

dinh tht ty truy cip dudng truyén. Lép nay 1am viée véi dia chi vat Iy MAC va hiéu

dugc cac thong tin cua 16p LLC.

Nhu vay dé lién két mot mang luan ly (logic) véi mot mang vat ly (physical), 16p
Data Link nhu mét 16p théng dich dé lién két dix liéu. Lép ndy con c6 chirc ning thong
bdo 151, danh sb thir ty cac frame, diéu khién dong, xac dinh co ché truy cap duong
truyen...

2.1.3.7. Physical Layer (I16p vat ly)

Nhan cac frame dir liéu tir 16p Data Link va truyén ching trén cac phuong tién
truyén dan theo cac tin hiéu dién 0, 1. Mot sé dic diém cua 16p nay la cac chuan két ndi,
tan s6 hoat dong, khoang cach téi da, téc do truyén dir liéu, bang thong cho phép, mirc
dién thé hoat dong...

2.1.4. Chirc niang cuia cac 16p trong moé hinh OSI
* QUA trinh truyén dir liéu tai may giri

O mdi 16p s& c6 cac don vi dir liu khac nhau, goi la PDU (Protocol Data Unit - don
vi dir liéu giao tiép). Dit liéu truyén qua mdi 16p s& dugc dong goi thanh cac PDU cua lop
do.

Oua trinh truyén 8 Dir Héu ngui diing 6 Qua trinh nhan

> DATA
- Application Layer - ﬂ

W > PSS Data
J Presentation L"l]l’ﬁf -‘ *; _' A ﬂ‘ Data

L] % B M e et
ﬁ | Session Layer 5 : f Data

(il A ]
g | Transport Layer 4 E Segment

Network Layer Packet, Datagram

E ; abas - = :::
Data Link Layer — ﬁ Frame, Cell

Physical Layer — *Frame Bit

Phuong tign truyén dan

|

Hinh 2. 3 - Qua trinh truyén dir li¢u thong qua 7 16p OSI
Budc 1: ang dung cta ngudi dung tao ra céc di liéu (DATA) can giri di trén mang,
cac dir liu nay s& duoc 16p Application dong goi va gin thém vao dau dir liéu céc thong
tin vé dir liéu nay (header). Header xac dinh dit liéu nay cua ang dung nao (vi du: FTP,
HTTP...), cac thong tin dé phuc hdi I3i... va chuyén DATA cho 16p Presentation.
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Budc 2: 16p Presentation sé& thé hién lai DATA thanh dang di liéu chung, nén va ma
héa DATA. Sau d6 thém header chira thong tin dé bén nhan c6 thé giai nén, giai ma... va
chuyén DATA cho I6p Session.

Budc 3: 16p Session thém header chira cac thong tin két néi, phuc hoi 13i va chuyén
DATA cho I6p Transport.

Budc 4: 16p Transport chia DATA ra thanh c4c segment, sau d6 thém header vé s
thir tu segment, cac thong tin kiém soat 15i va ludng. Céc segment duoc chuyén cho 1op
Network.

Budc 5: 16p Network chia cac segment thanh cac packet, danh dia chi va thém
header chira cac théng tin vé dinh tuyén. Tiép theo packet dwgc chuyén xudng I6p Data
Link.

Buac 6: 16p Data Link chia nho cac goi tin thanh cac frame, thém header chra cac
thong tin kiém soat 13i, ludng... va chuyén cac frame cho 16p Physical.

Budc 7: 16p Physical chuyén cac frame thanh cac bit va truyén trén cac phuong tién
truyén dan sang may nhan.

* Qua trinh nhan dir li¢u tai may nhan

Nguoc lai bay budc trong qué trinh truyén di liéu. O mdi 16p, cac thong tin header
PDU cua I5p d6 duoc lay ra. Dua vao cac thong tin d6 dit liéu phuc hoi lai dé giri 1én 16p
trén dong thoi x6a cac header cua 16p d6 di. Nhu vay trong mo hinh OSI bén nhan va gui
thi I6p nao chi lién lac vai 16p @6 ma thoi.

2.1.5. Qua trinh tim dwong di cia goi tin

Qua trinh gui g6i tin trong mang may tinh duoc thuc hién trong cac thiét bj mang
nhu sau:

Thiét bi nhan dwoc goi tin ludn c6 dia chi IP ngudn va IP dich, né s& so sanh dija chi
IP dich v6i dia chi IP ciaa no.

e Néu IP cua né va IP dich cua géi tin cing mang, né kiém tra trong ARP table

(hodac MAC table) cia no dé tim dja chi MAC dich.

e Néu di c6, né truyén goi tin di.

e Néu chua co, n6 s& tim dia chi MAC dich bang cach ding giao thirc ARP (sé trinh

bay sau). Cting mang nén chic chin no s& tim dugc MAC dich va truyén goi tin di

ddng thoi cap nhat dia chi MAC vao ARP table (hoic MAC table).

e Néu khac mang.

e Néu 14 bo dinh tuyén no tim duong di cho géi tin trong routing table (bang dinh

tuyén) dé giri goi tin di. Néu khong c6 thong tin dinh tuyén nd giri qua default

gateway (cong mic dinh) néu co khai bao default gateway.
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e Néu khong khai bao default gateway né s& huy goi tin va théng bao 15i
“Destination host unreachable”.
Luu y: trong Windows dung Iénh.
arp —a dé xem ARP table.
route print dé xem bang dinh tuyén.
ping dé kiém tra mot host c6 ton tai trén mang.
tracert dé xem dudng di cia mot goi tin.

Qua trinh tuyén dit liéu

i !

[ 7 Application ! | “ 7 Application |
| 6 Presentation ! | ‘|l 6 Presentation |
| 5 Session || |l 5 Session |
I 4 Transport i | |i 4 Transport |
[3Network | | [F3Network I]|+‘3 Network ! || 73 Network | | [| 3 Network |
| 2 Data Link | | ll 2 Data Lmkl”| 2 Data Lmkl”l 2DataL|nkI| [1 2 Data Link |
| 1Physical 1| [| 1Physical [][]1Physical 1]|| 1 Physical 1| | 1Physical |

v v v v

Hinh 2. 4 - Qua trinh truyén dir liéu théng qua cac 16p OSI

O hinh 2.4, dit liéu dugc truyén tir may X dén may Y thdng qua hé théng cac router.
e Budc 1: trinh tng dung tao ra dir 1iéu thong qua qua trinh dong goi dir liéu, thém
vao header va trailer. Panh dia chi IP nguon — IP dich (X-Y) cho cac goi tin va
chuyén cho 16p Physical dé truyén 1én mang. X, Y chic chan khdc mang nén may
tinh X s& truyén cac goi tin cho router A (theo khai béo default gateway) théng qua
16p Physical bang cac bit.

e Budc 2: 16p Physical cua router A nhan dugc céc bit sé phuc hoi lai gdbi tin va
chuyén 1én 16p Network. Dia chi A, Y chic chan khac mang nén router A dwa vio
routing table dé xac dinh dudng di tiép theo cho géi tin. Router A xac dinh rang, dé
di qua mang Y thi phai di qua router B. Router A truyén cac goi tin cho router B.

O router A géi tin duoc phuc hoi va bi giét (kill) di thanh cac bit dé truyén di. Nhu
vay mdi lan qua maot router gai tin bi kill mot lan.
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C:~Documents and Settings\dnnsky)pingCIEEé}hEEE:D

Pinging may—h4996aB8c?4a [127_.8.8.11 with 32 hytes of data:

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: hytes=32 time=1mg
Reply from 192.168.1.1: bytes=32 time{lms
Reply from 192.168.1.1: hytes=32 time=1m4
Reply from 192.168.1.1:- bytes=32 time=1ims

TTL=254
TTL=25%4
TTL=254

C:“Documents and Settings>donskyXping
Pinging google.com [P4.125.71.1841 with 32 bhytes of data:

Reply from Y4.125_.M .184: bytes=32 time=48m
Reply from 74.125.71.1084: bhytes=32 time=48me TTL=54
Reply from Y4.125.71.1084: bhytez=32 time=39m%s TTL=54
Reply from 74.125.71.1084: bytes=32 time=40ns

Hinh 2. 5 - Thoi gian séng (TTL) ciia géi tin trén mang

O hinh 2.5, khi ping localhost TTL (Time To Live) = 128. Vay trong windows, goi
tin khi phat sinh s& cd thoi gian séng 1a 128. Khi ping google.com TTL=54 (128 — 54 =
74), nhu vay xac dinh duoc tir may minh dén may google.com di qua 74 thiét bi router.
Nhung khi ping vao mét thiét bi router (192.168.1.1) thi TTL=254. Khi TTL cta g6i tin
bang 0 no s& bi huy (tranh tao vong lap trong mang).

e Budc 3: router B dua vao routing table cia minh xac dinh rang, dé di ¢én mang Y

thi phai di qua router C. Cac g6i tin s& duoc truyén cho router C.

e Budc 4: router C xac dinh C, Y cung mang, dua vao ARP table ciia minh né

truyén goi tin cho may Y. Thong qua 7 16p, dit liéu sé& tai tao lai va chuyén cho tng

dung nguoi dung tai may Y.

2.2. Khio sat chi tiét 16p 2 (Data Link)

Lép Network va 16p Physical khdng thé hiéu nhau vi mét bén 1a mang logic 1am
viéc vai dia chi IP mot bén la mang vat ly lam viéc vai dia chi MAC. Vay I6p Data Link
phai hiéu duoc ca hai I16p Network va Physical nén n6 chia lam 2 16p con LLC va MAC.
2.2.1. L6p con LLC va MAC
* LLC (Logical Link Control)

Lép LCC déng géi dit liéu tir I6p Network chuyén xudng thanh céc khdi, thém céc
thong tin vao dé truyén cac géi IP dén dich. Puoc md ta trong RFC1483, ¢ mdi 16p déu
c6 mot don vi dir lidu dé giao tiép goi 1a PDU (Protocol Data Unit).
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S6 bit 8 8 8 hoac 16
‘ DSAP | SSAP Control DATA
AR 7 1.
Destination Source
Address VG Address CR

Hinh 2. 6 - PDU ciia LCC

O hinh 2.6, PDU cia LCC dong géi dir liéu va thém 2 thanh phan diém truy cap

ngudn (SSAP) va diém truy cap dich (DSAP) cua dic ta 802.2. Sau d6 déng goi tré lai
dang IP va chuyén cho 16p MAC.

* MAC (Media Access Control)

Lép MAC nhan cac goi tin tir I6p LCC, gan dia chi dinh danh cho céc goi tin. bia
chi nay 1a dia chi vat ly (MAC). Dia chi MAC khong phan cap nhu dia chi IP, nd ngang
hang nhau trén mang va la dia chi duy nhat. L6p MAC phai lam sao c6 dia chi nay dé
truyén goi tin dén dich, vi thuc chat dé truyén goi tin dén ding thiét bi mang la truyén
dén dia chi MAC cua thiét bi mang do.

Lép MAC chia dit liéu thanh céc frame dir liéu, danh sé cac frame, thém cac thanh
phan kiém soat I3i.

1 G 6 111 n 14
pc (Destination  Source DATA ECS
address address
/FDDI 802.2 A | ~ Control
/ [\ —SsApP
/ [ He— DSAP
|I Illu
[ & 6 / 2 1119 n 4
) 1
v |Destination| Source | [ength DATA FCS
address address '
Ethernet 802.2 I; Control
SSAP
DSAP

Hinh 2. 7 - Céu tric frame cia FDDI 802.2 va Ethernet 802.2

2.2.2. Qua trinh phan giai dia chi MAC

Goi tin TCP/IP khi truyén trén mang no phai dung ca hai dia chi IP va dia chi MAC
nén hau hét cac thiét bi mang déu c6 mot ARP table dé luu lai IP va MAC cua céc thiét bi
ndi v&i minh. Khi mét goi tin truyén dén, thiét bi mang s& so sanh trong ARP table dé tim
ra MAC cua thiét bi nhan. Néu truong hop khdng c6 trong ARP table tirc chua biét duoc
dia chi MAC cua thiét bi nhan, qua trinh phan giai MAC dugc thuc hién thong qua giao
thac ARP. C6 2 cach tim MAC:
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Tu hoc: khi nhan duoc mét goi tin trong d6 ludn co dia chi IP, MAC ngudn. Thiét bi
nhan s& kiém tra IP va MAC c6 trong ARP table chua, néu chua c6 sé& cap nhat vao ARP
table.

Di hoi: thiét bi s& broadcast mot g6i tin ARP request chira dia chi IP can xin MAC.
C4c thiét bi trén mang déu nhan duoc va phan tich goi tin nay. C6 hai trudng hop xay ra:

Dia chi IP can xin MAC cing mang, thiét bi ndo nhan dugc thiy d6 1a IP cua minh
thi tra 10i bang goi tin ARP reply. Néu khong c6 thiét bi nao co IP d6 thi khong co6 ARP
reply nao ca.

Dia chi IP can xin MAC khéac mang, lGc nay viéc xin MAC thyc hién qua thiét bi
dinh tuyén router.

e Néu router c6 bat tinh ning proxy ARP, khi nhan dugc goi tin ARP request né

kiém tra xem dia chi IP xin MAC c6 khac mang khong. Néu khac né tra 10i goi tin

ARP response chira dja chi MAC ctia cong (port trén thiét bi router) ma né nhén

duogc goi tin ARP request.

e Néu thiét bi giri c6 khai bao default gateway tré vé router thi géi tin s& c6 MAC

dung cua router va goi tin duge truyén cho router xir 1y.

e Truong hop khong khai bao default gateway hay tinh nang proxy ARP cua router

khong bat thi goi tin s€ bi huy.

192.168.0.1 192.168.0.2 192.168.0.3

00:00:1A:3D:04:55 00:CD:6F:AA:54:44 00:D5:54:FE:C5:F1

T I T

- -——‘ | - -——‘l o -——‘
| | Ethernet |

Broadcast goi tin ARP Request

192.168.0.1 192.168.0.3
00:00:1A:3D:04:55 FF:FF:FF:FF:FF:FF

ARP Reply
< 192.168.0.3 192.168.0.1
00:D5:54:FE:C5:F1 00:00:1A:3D:04:55

Hinh 2. 8 - Cap nhat Dia chi MAC
2.3. Cac phwong phap truy cip dwdng truyén
2.3.1. Cam séng da truy chip nhan dung d (CSMA/CD)

Trong mang LAN c6 day, chuan Ethernet IEEE802.3, cac may cling nhau chia sé
duong truyén va co hoi truy cap duong truyén 1a nhu nhau (multiple access). Dé biét c6
may nao dang truy cap duong truyén hay khong, may tinh kiém tra song mang (carrier)
trén mang. Néu ¢ sng mang, tirc c6 may dang truyén dit liéu n6 s& chd mot khoang thoi
gian sau d6 cam song lai (carrier sense). V&i viéc mdi may liang nghe duong truyén va
cuing truy cap chung mét duong truyén duoc goi la cam song da truy.
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Véi kiéu truy cap nay dung do c6 thé xay ra. Khi hai may cung cam séng tai mot
thoi diém, phat hién duong truyén ranh, 2 may cung truyén dit liéu. Viéc dung do
(collision) chic chin xay ra va véi ki thuat nay, hay chap nhan su dung d6 nay. Khi phat
hién dung d6, hai may s& huy su truyén trong mot khoang thoi gian ngiu nhién sau d6

cam song va truyén lai.

Cac may c6 thé dung do véi nhau trong mang tao thanh mot mién goi 1a mién dung
d6 (collision domain). Khi sé lwong may trong mang cang 16n thi mién dung do nay cang

Ion, viéc nay lam giam bang thong mang.

A

Cam song
(Carrier Sence)

~— ] [+

A ]

Truyén Frame

<]
T
c
Cam sdng

{Carrier Sence)

X

o
e
o
e

— ] [ —
7y sl c |
ung de
A (Collision) c
—_— —
+— ] —
A ]
Cam song
(Carrier Sence) 1 Frame A
Frame C
EE Nhiéu

Hinh 2. 9 - CSMA/CD cam séng da truy chip nhin dung dd
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2.3.2. Phin biét broadcast domain (mién quang b4) va collision domain (mién dung
d9)

Swichﬂ
|4 H g
] 3 '7: __.—-"'"— -
/5/_—f —————— i
2050-24
witch 3 ub:
g Switchl / H 1‘

PC-PT
pCz

Hinh 2. 10 - Broadcast domain va collision domain

O hinh 2.10, c6 2 broadcast domain va 8 collision domain. Khi PC1 broadcast mot
goi tin. SwitchO s& truyén géi tin dén tat ca cac port trir port nhan vay PCO, Switchl,
Hub0 nhan dugc goi tin nay. Khi switchl nhan dugc n6 gui cho PC2, Hubl. HubO nhan
dugc nd ciing truyén cho tat ca cac port ciia no trir port nhan nén PC3, Router0, Hubl
nhan dugc. Hub 1 nhan dugc thi PC5, PC4, Switch2 nhan duoc. Switch2 nhan duoc thi
PC6, PC7 nhan dugc. Router0 khong cho phép goi tin broadcast di qua.

Vay tat ca thiét bi trong vong tron 1 déu nhan dugc gai tin broadcast nay hay né la
mot broadcast domain.

Tuong tu Router0 va PC8 la mot broadcast domain.

Khi hub nhan duoc mot goi tin n6 s& truyén goi tin dén tat ca cac port con lai trir
port nhan. Vay tat ca céc port cua hub c6 kha ning dung d6 véi nhau hay 1a mét collision
domain

Con switch thi ngugc lai, nho ¢6 MAC table nén c6 tinh nang truyén géi tin dén
chinh xac port nhan nén tranh dugc dung do. Vay mdi port cia switch 1a mét collision
domain.

Theo d6 & hinh trén ¢4 8 mién dung do.

Luu y: trong mot broadcast domain ¢ thé ¢ nhiéu collision domain.

2.3.3. Chuyén thé bai (Token-passing)

Trong mang IEEE 802.5 c4c may ndi thanh vong tron, thudng st dung mot theé bai
truyén tuan tu cho cac may trén mang. Thé bai 1a mot don vi dit liéu dic biét khac véi di
licu thong thuong. Khi mot may nhan duoc thé bai, nd giir lai the bai va truyén mot frame
dit liéu trong hang doi cua nd sau dé truyén thé bai cho may ké tiép. Néu mot may nhan
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duoc thé bai ma khong cé frame dir liéu nao can truyén nd 1ap tac truyén thé bai cho may
ké tiép.

Véi ky thuat nay s& khong co dung do xay ra va cac may sir dung duong truyén mot
cach cong biang (khéng phu thudc vao tc d6 may). N6 dap (ng cho cac mang 16n, khi sb
luong may tang 1én it bi anh huong bing thong mang. Nhung né s& mat két ndi toan
mang néu mot may lam mét thé bai hoic mot may bi mat két néi.

Ky thuat nay thich hop trong mang FDDI, 14 c¢6ng nghé mang téc do cao thuong
ding cho soi quang (c6 thé ding soi ddng). V&i khoang cach 1én dén 100Km, tng dung
trong MAN. FDDI ¢6 2 vong nguoc nhau dung dé backup. K thuét ndy sé trinh bay chi
tiét & cudi bai.

Hinh 2. 11 - FDDI

2.4. Khao sat chi tiét 16p 3 (Network)
Chuc ning quan trong nhat caa 16p Network 1a dinh tuyén (routing) cho goi tin.
Cong viéc nay co6 2 phan la chuyén mach (switching) va tim duong (path determination).

- o —
[ ol 4 gl g O .,
\ 1841 1 % ") 1841 ~—.
Routerd -' Router2
PC-PT 1841
PCo Routerl PC-PT
PC1
0000, FFi4.0646 == 0003.E484A.B301
Routerd |Layer 3: IP Header Src. IP: Layer 3: IP Header Src. IP:
192.168.1.1, Dest, IP: 192.168.4.2 192.168.1.1, Dest, IP: 192.168.4.2
ICMP Message Type! & ICMP Message Type: 8
Layer 2: EM
03.E4584.B302 == 000D .BD1E.5S <[000D,.BD1E.5502 == 000B.BES3.9401 =
Layer 1: Port FastEthernet0/0 Layer 1: Port{s): FastEthernet0/1

Routerl |Layer 3: IP Header Src. IP:
19z2.1658.1.1, Dest, IF: 192.165.4.2 <]

92.168.1.1, Dest, IP: 192,165 .4.2

ICMP Message Type: 8 ICMP Messa T

Layer 2: Ethernet 11 Header ’Iailﬁﬁhﬁnﬂt_u_ﬂaadar_mk
gooD . BD1E.S502 =» 000B.BESS. 9401 <[000B.BES3.9402 == 0001.63B<4.0E28 [~
Layer 1: Port FastEthernet0/0 Layer 1: Port{s); FastEthernet0/1

Hinh 2. 12 - Sw thay d6i dia chi MAC khi qua cac router
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Switching: goi tin tir may giri mang dia chi IP ngudn, MAC ngudn, IP dich, MAC
ciia Router dau tién (hay default gateway). Router dau tién s& phan tich gi tin va tim
MAC cua IP dich, néu né khéng biét truyén di ddu ma nd khong khai béo default
gateway thi nd huy géi tin. Nguoc lai n6 s& ddi dia chi MAC ngudn 1a MAC cong né
truyén di, MAC dich 1a MAC ctia cong trén router ké tiép va no truyén goi tin dén router
tiép theo (next hop). Vay khi goi tin qua mdi hop dia chi MAC ngudn va MAC dich thay
d6i lién tuc, nhung IP ngudn va IP dich khong ddi. Xem hinh 2.12.

Path determination: dwa vao bang dinh tuyén (routing table) va céc giai thuat tim
duong di ngan nhat (routing algorithm, vi du: Dijkstra, Bellman-Ford...) ma router xac
dinh duoc duong di ngan nhat dén mang dich.

C6 thé dinh tuyén tinh (static) bang céch cap nhat vao routing table. Router c6 thé tu
cap nhat routing table bang cach broadcast mot phan hoic toan bo thong tin cua routing
table cho cac router lang giéng, duoc goi 1a dinh tuyén dong (RIP, IGRP...).

[ |

Type Metwork Port Mext Hop IP Metric
1o 192.168.1.0/24 FastEtherneto/0 --- 00

C 2 1an2 042 FarstEEhrerretot 00

R 192.1658.3.0/24 FastEtherneti/ 1 192.1658.2.2 iz04 T
=] 192 168 072 FastEHermettrt I P N oY IR 12042

Hinh 2. 13 - Bang dinh tuyén ciia Router0 cip nhit bing giao thirc RIP

O hinh 2.13 dong 3, cot Type 1a R c6 nghia entry nay duoc cap nhat dong bang giao
thac RIP. Cac cot tiép theo thé hién, dé di qua mang 192.168.3.0/24 thi di qua cong
FastEthernet0/1 cua nd va cong bién la 192.168.2.2 (gateway nam trén router ké tiép -
Cisco goi la next hop), d6 uu tién ctia RIP la 120 (cang nho cang uu tién) hay con goi la
trong lugng (Weighting).

2.5. Khio sit chi tiét 16p 4 (Transport)

Nhiém vu chinh cua 16p 4 1a xac dinh phuong thuc truyén dit lidu. Truyén tin cay
(TCP) dap ung cac dich vu offline, truyén khéng tin cay (UDP) dap ung cac dich vu
online.

2.5.1. TCP

Giao thirc TCP thiét Iap két ndi tin cay va co thir tu, kiém soat 15i va truyén lai. TCP
doi hoi phai két ndi trude khi truyén dix liéu va trai qua 3 budc: thiét 1ap két ndi, truyén
dix lieu va két thac két ndi.

Giao thac TCP thiét 1ap két ndi bang phuong phap bit tay 3 lan (three-way
handshake), trugc khi client mudn két ndi vai server thi server phai dang ky mé mot cong
dich vu (mé thu dong) thdng qua cong nay client két ndi vai server (mé chia dong).
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Client Server
’H,\?@g‘fﬂ T
aCh— =
s
(77 A0k~
H'%ﬂﬁ?Seqﬁ_

Hinh 2. 14 - Tao két néi TCP, bit tay 3 1an

* Qua trinh bit tay 3 1an:

Client yéu cau m¢ cong dich vu bang cach gui goi tin SYN (goi tin TCP, xem hinh
2.14) trong goi tin nay sequence number dugc gan bang con s ngau nhién x.

Server hoi dap lai bang goi tin syn-ack, trong gdi tin nay gia tri acknowlidgement
number c6 gié tri 1a x+1 va sequence number dugc gan bang con s6 ngau nhién y.

Hoan tat qua trinh, client guri cho server goi tin ACK, trong d6 sequence number c6
gia tri x+1 va acknowledgement number c6 gia tri 1a y+1. LUc nay ca client va server déu
duoc xac nhan mot két ndi da duoc thiét 1ap va viéc truyén dir liéu bét dau.

+ Bit0-3 4.9 10-15 16 - 31
0 Source Port Destination Port
32 Sequence Number
64 Acknowledgement Number
96 gf:;:t Reserved Flags Window
128 Checksum Urgent Pointer
160 Options (optional)

160/192+ Data

Hinh 2. 15 - Céu triic g6i tin TCP

2.5.2. UDP

Nguoc lai voi TCP, UDP truyén dit liéu khong can két ndi. Cac gi dir lidu dén
khong can dang thir ty va khong truyén lai khi 13i. UDP dap wng cho cac ung dung dap
ng thoi gian thyc (vi du: DNS, VoIP, Webcam...). Khung dir liéu cua UDP rat don gian
va khong can tra ACK vé nén bang thong cao dap ttng tng dung cd s ngudi ding l6n.
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+ Bits 0 - 15 16 - 31

0 Source Port Destination Port
32 Length Checksum
G4 Data

Hinh 2. 16 - CAu tric goéi tin UDP
2.5.3. Khai niém Port
Khi truyén thdng trén mang, mdi tng dung dugc quy dinh mot port dé truyén dix
liéu. vi du: HTTP 80, FTP 21, DNS 53... C6 téng cong 65535 port . Xem ¢ URL.:

http://en.wikipedia.org/wiki/List of TCP and UDP port numbers

TCP va UDP sir dung cac port hoic socket dé truyén dit liéu cho cac tng dung. Cac
port tir 0-1023 1a cac port chuan (da duoc dinh nghia sdn va bat kha xam pham) goi la
Well-known port. Cac port tir 1024 tré di goi 1a high port, ngudi dung c6 thé ding ky dé
st dung. IANA 14 t6 chtc quan ly viéc cap phat cac port nay.

Vay khi truyén dir liéu trong mang, ngoai IP phai xac dinh thém port cho dit liéu
truyén thudc @ng dung ndo. vi du: can két ndi vao mot FTP server 192.168.1.100:21, IP
cua FTP server la 192.168.1.100, port ctia FTP 1a 21. Pay la khai niém Socket = IP +
Port, duoc viét theo cu phap IP:Port.

Luu y: dung lénh netstat dé kiém tra cac port dang mo trong hé thong
Windows.

C:“Documents and Settings“donszky*netstat

Active Connections

Proto Local Address Foreign/ Addreszs State

TICP may—h4?76alc?4a:2168 localhost:2628 ESTABLISHED
TGP may—h4796a8c?4a:2628 localhost:2168 ESTABLISHED
TGP may—h4796alc?4a:2628 localhoit - 4777 ESTABLISHED

Hinh 2. 17 - Lénh netstat kiém tra cac port dang mé

2.6. M6 hinh tham chiéu TCP/IP

M6 hinh TCP/IP xuét phat tir mang ARPANET cua bo quéc phong My va phat trién
dé dung truyén théng trén Internet. Ky thuat ARPA bao gom tap hop cac chuan mang,
dic ta cac giao thuc truyén thong trén Internet. Ngay nay nd da phat trién va ding cho
LAN, MAN, WAN va Internet.
2.6.1. B6n 16p ciia md hinh TCP/IP

Application: quan ly cac giao thac cua cac ung dung: HTTP, FTP, DNS, POP,
SMTP... Puoc gop 3 16p dau trong md hinh OSI: Application, Presentation, Session.

Transport: bao dam truyén thong, thdng qua 2 giao thac TCP (truyén tin cay) va
UDP (truyén khong tin cay).
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Internet: tim dudng di tdi vu cho gdi tin, dung giao thuc IP.

Network Interface: truyén théng tin trén thiét bi truyén dan théng qua céc giao tiép
mang. Pugc gop hai 16p cudi trong mé hinh OSI 12 Data Link va Physical.

osl TCP/IP

Application
Presentation Application

Session

Transport Transport
Network Internet

Data link

Network Interface

Physical

Hinh 2. 18 - Twong quan giira hai mé hinh OSI va TCP/IP
2.6.2. Cac buéc dong goi dir liéu

1 Application
H T | Transport

2
3| 'H[ Ip | TcP|DATA| T | Internet
4| 'H[ 1P [TcP |[DATA| T | Network Interface

Hinh 2. 19 - Pong géi dir liéu trong TCP/IP
Budc 1: dir liéu duoc I16p Application nén, ma hoa... Gan thém header chuyén cho
I6p Transport.

Bugc 2: 16p Transport gan thém header dé xac dinh dir liéu dwoc truyén theo
phuong thirc nao va chuyén cho 16p Internet.

Budc 3: 16p Internet thém dia chi IP va céc thdng tin vé duong di sau dé chuyén cho
I6p Network Interface.

Budc 4: 16p Network Interface thém dia chi MAC va céc thong tin kiém soét 15i.
2.6.3. So sanh mo hinh OSI va TCP/IP
* Gidng nhau

e Déu c6 cau trac phan 16p (I6p nay khdng anh huong 16p kia).

e Déu co cac 16p Application, Transport, Network (d4p tng nhiéu ¢ng dung, nhiéu

phuong thac truyén va tim duong di téi uu).

e Déu dung k¥ thuat chuyén gdi (packet switched).

e Quan tri vién phai nam rd hai mé hinh nay.

e Khéac nhau
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oSl TCP/IP

Chi tiét, dung dé nguyén ciu va giang | Pon gian, ang dung hiéu qua trong
day. thuc té.

Chia thanh 7 16p riéng biét. Chia thanh 4 16p riéng biét.

Lop Application, Presentation, Session | Gop lai thanh I6p Application
Lop Network
Léop Data link va Physical Doi thanh 16p Internet

Gop lai thanh I6p Network Interface

2.7. Cau héi va bai tap
1. Trinh bay ngin gon cac chirc ning chinh cua céc 16p trong mé hinh OSI va
TCP/IP?

2. Trinh bay qua trinh phan giai dia chi MAC dich cho gai tin cua I6p Data Link?
3. Trinh bay qua trinh tim duong di cho goi tin cua lop Network?

4. So séanh hai giao thirc TCP va UDP, {tng dung thuc té caa né trong céc dich vu
mang nhu thé nao?

5. Néu ly do tai sao phai ding co ché CSMA/CD chap nhan dung do ma khéng diing
co ché tranh dung do.

6. Lap bang so sanh hai mo6 hinh OSI va TCP/IP.

7. Néu mot goi tin dén router, trong bang dinh tuyén cua router khdng cho biét
duong di ¢én mang dich. router s& lam gi?

8. Dich vu online thudng ding co ché truyén nao, tai sao?
9. Trinh bay co ché bt tay 3 lan trong TCP, tai sao phai bat tay 3 1an?

10. Hinh vé bén dudi c6 bao nhiéu collision domain va bao nhiéu broadcast domain?
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CHUONG 3 - PHUONG TIEN TRUYEN DAN VA THIET BI MANG
* Tém tit ndi dung chwong 3
e Céc khai niém, dic tinh, cdu tao, cach lip dit va wu khuyét diém cua cac phuong
tién truyén dan va thiét bi mang.
* Muc tiéu chwong 3
Sau khi hoc xong sinh vién c6 kha nang:
e Trinh bay dugc cac khai niém, dic tinh, cau tao, cach lap dit, vu khuyét diém cua
cac phuong tién truyén dan va thiét bi mang.
e Doc va hiéu duoc céc thdng sb cia nha san xuat ghi trén cac phuong tién truyén
dan va thiét bi mang.
3.1. Giéi thiéu vé phwong tién truyén din
3.1.1. Khai niém
Phuong tién truyén dan (transmission media) & phuong tién vat ly cho phép truyén
tai tin hiéu gitra hai thiét bj trén mang.
C04 hai loai tin hiéu:
e Tin hi¢u tuong ty (analog).
e Tin hiéu sb (digital).
C6 hai loai phwong tién truyén din cha yéu:
e Hitu tuyén (bounded media).
e V6 tuyén (boundless media).

Wolts
&

1 0 1 0 1 0
| | . |, Time
—p i T, : .
B | |
digital signal analog signal

Hinh 3. 1 - Hai loai tin hiéu truyén trén phwong tién truyén din
3.1.2. TAn s6 truyén thong
Tin hiéu truyén trén méi truong truyén dan du la analog hay digital, truyén hiu
tuyén hay vo tuyén déu c6 mot tan sb nhat dinh. Tay theo thiét ké ma tin hiéu s& duoc
truyén trén dai tan s6 nao. Sau day 1a mot s6 dai tan s6 quy dinh.
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m
10 pm
10nm
1um
Tmm
[10Mm

p
| —
|

2.4Ghz

Radio Waves Wireless

9] e

8
Hinh 3. 2 - Dai tin sb
Tin hiéu truyén trong mang LAN dung dai tin tir song Radio dén hong ngoai
(infrared) thong qua cap dong truc, c&p xodn d6i hay pha song radio. Song viba ding két
ndi vé tinh-mat dat va mat dat-mat dat. Song Wireless, bluetooth ding dai tan sé tu do
khong can diang ky. Song hong ngoai dung véi khoan cach ngin va cac tan sé cao dung
trong cap quang.

300EHz

30EHz

30PHz

300THz
30 Hz.

3.1.3. Cic dic tinh ciia phwong tién truyén din

Bing thong (bandwidth): tong dung lugng théng tin cd thé truyén tai mot thoi diém
nhat dinh. N6 phu thudc vao nhiéu yéu té nhu phuong tién truyén, ki thuat truyén, thiét
bi truyén. Bang thong thuong 14 thdng sé danh gia trong truyén dan va nd giup quan ly
viéc truyén tai trén mang.

Pon vi co ban cua bang thong la Bps (bit trén gidy), Kbps = 1000 Bps, Mbps =
1000 Kbps, Gbps = 1000 Mbps, Tbhps = 1000 Gbps...

Thong luong (throughput): tong dung luong thdng tin thuc su truyén tai mot thoi
diém nhat dinh.

Bing tan co s¢ (baseband): danh toan bo bing thong cho mot kénh truyén.

Bang tan md rong (boardband): chia s¢ bang thong cho nhiéu kénh truyén, cho
phép nhiéu kénh truyén trén mot phuong tién truyén dan.

Do suy giam (attenuation): tin hiéu di xa s& bi suy giam bién d6 va mat han tiy vao
phuong tién truyén dan va khoang cach khac nhau. Nhu vay ¢ng véi mdi phuong tién
truyén dan s& co céc thong sb ki thuat cho timg méi truong, thiét bi mang va ngudi ding
phai tuan tha cac thong sb ky thuat nay khi thiét ké hozc trién khai.

J

J—'—.: -
PC-PT
FCO
295!-24 T— D
Smichl:l —'f,.
J PC-PT
F 4
P L“I-,, | PC1

T —
I "’ll-".","l.n'“j
Linksys-wRTanan " 1iy,

Wireless Routern

Lapt.up-F‘T
. - - LaptDpD . o -
Nhiéu dién tor Nhiéu xuyén kénh

Hinh 3. 3 - Nhiéu dién tir va nhiéu xuyén kénh
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Nhiéu dién tir (EMI): khi phuong tién truyén dan di trong méi truong cé dién ti,
dién tir nay sé tac dong lam sai léch tin hiéu trong phuong tién truyén dan. Vi vay khi
thiét ké phai cha ¥ dén méi trudng xung quanh va chng nhidu dién tir cho phuong tién
truyén dan va thiét bi. Thuong cac day dan dung ludi kim loai tao ra 16ng Fraday dé
chdng nhiéu dién tu.

Nhiéu xuyén kénh (crosstalk): khi c6 nhiéu kénh truyén trén mot phuong tién truyén
dan, tir truong do ching sinh ra gay nhidu 13n nhau. Thuong ting cap cap duoc xoan doi
dé tir truong khir 1an nhau khdng gay nhidu ra bén ngoai.

3.1.4. Céc loai truyén din

DPon cong (simplex): Trong loai truyén ndy, mot thiét bi chi c6 tinh ning phat tin
hiéu va mét thiét bi chi c6 tinh ning thu tin hiéu. Ung dung trong truyén thanh, truyén
hinh...

Bén song cong (half duplex): thiét bi tai mot thoi diém chi c6 thé thu hozc phat tin
hiéu. Ung dung trong bo dam, c6 nut bat dé chuyén sang ché do phét hoic thu.

Song c6ng (full duplex): trong cting mot thoi diém thiét bi vira thu vira phat tin hiéu.
Ung dung trong dién thoai.

3.2. Cac loai cap
3.2.1. Cap dong truc
* Cau tao

Chinh gitra 1a mot day dan trung tam, thuong 1am bang dong hoic dong bén.

Tiép theo 1a mot 16p cach dién, thuong 1am bang plastic vira chéng nhiéu vira chiu
luc khi kéo day vai khoang céch dai.

Tiép theo 1a ludi ddng bén, dung lam day tiép dat va tao long Faraday chéng nhiéu
dién tur.

Bén ngoai la vo plastic bao vé.

Lép déng bénh tiép dat

V& bao vé Lép plastic cach dién va chiu luye

5] déng

Lép bac chéng nhiéu
Hinh 3. 4 - Céu tao chung ciia cip dong truc
* Cac loai cap dong truc
Cap mong (thinnet): duong kinh 0,25 inch, toc do téi da dung trong ethernet 1a 10
Mbps, khoang céch tdi da 1a 200 m. Ngoai thi truong goi la cap 3C.
e Cap RG-58, trd khang 50 Q dung cho ethernet, camera.
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e Cap RG-59, tré khang 75 Q dung cho truyén hinh cap.

Cép day (thicknet): duong kinh 0,5 inch, téc do t6i da dung trong ethernet 1a 10
Mbps, khoang céch tdi da 1a 500 m, Ngoai thi truong goi la cap 5C.

Cach lap dat
DauBNC

Terminal

4 Cap déng truc ! z ) "x \
E Co-{nt cable .

Card mang BNC pi5§

Hinh 3. 5 - Cach lap dit hé thong mang bang cap dong truc

O hinh 3.5, md ta cach lap dat mot mang gom 4 may tinh bang cap dong truc. Mdi
may tinh phai c6 mot card mang BNC hoat dong tét. Chit T dung dé ndi card mang véi
day dan, vay can 4 chir T. Ba doan day cap dong truc méng (quy dinh chong nhiéu chiéu
dai tbi thiéu 0,5m) di duoc bam hai dau (goi 12 dau BNC) bang kiém bam chuyén dung,
vay can 6 dau BNC. Khi mot may phat tin hiéu, tin hiéu nay sé lan truyén tir may do vé
hai phia cia hé théng mang. Khi tin hiéu dén may cudi cing thi n6 sé bi doi nguoc tro lai
va chic chin s& gay nhidu cho toan mang. Dé triét tiéu tin hiéu ndy, ¢ hai dau duoc gan 2
dién tro (thuong 13 8 Q) goi 1a terminal, vay can 2 terminal.

Muén két ndi bang cap dong truc day phai dung dau chuyén transceiver thong qua
cong AUI cua card mang.

Transceiver

Thicknet cable

Hinh 3. 6 - Két néi mang bang cap déng truc day
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* Uu, Khuyét diém

Uu diém: dé lap dat, gia thanh re, dé di day.

Khuyét diém: d& mat két ndi, khong bao mat, toc d6 khdng cao.
3.2.2. Cap xoin ddi

CAu tao

Gom nhiéu cap day déng, mdi cap dwgc xoan lai véi nhau nham triét tidu tir treong
cua nhau chéng nhidu xuyén kénh. Cap dung dé két ndi mang 1a UTP gdm 4 cip xoén doi
cd mau nhu sau:

e Cip 1: xanh duong - tring xanh duong.

e Cip 2: ndu - tring niu.

e Ciap 3: xanh 14 - tring xanh 14.

e Cip 4: cam - tring cam.

Blue - Blue/White

// Brown - Brown/White

e -

e

s e

Orange - Orange/White B Dung di am twdong
Hinh 3. 7 - Cap xoin dbi

Green - Green/White

e

* Cac loai cap xoin doi
Céap STP (c6 vo boc chdng nhidu): toc do tdi da 500 Mbps, khoang cach 100m.
Cap UTP (khdng c6 vo boc chdng nhidu): téc do toi da 100 Mbps, khoang céch 100

Céap FTP: lai tao giita STP va UTP: toc do téi da 200 Mbps, khoang cach 100m.

7
é.‘; L
S

N T
x

STP UTP STP
Hinh 3. 8 - Cac loai cap xoian ddi

Tuy theo do day cua rudt, cap duoc phan ra nhiéu loai cap (category): CAT3, CAT4,
CAT5, CATSe, CAT6, CAT6e. CAT5 sir dung cho téc d6 10/100 Mbps (100Base),
CAT6 cho téc do 1000 Mbps (1000Base).

Ngoai ra con mot so loai cap cé hon 4 cap cap dung dé di 4m tuong.
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* K§ thuat bAm cap xoin doi
e Diu bam RJ45: gdm 8 pin dugc danh sb 1 dén 8 tir trai qua.

Hinh 3. 9 - PAu bam va kiém bim RJ45

Pin Position

cat vo day

Bam dau day

e D6i voi chuin 100Base: chi dung 2 cip day, tbe do 100 Mbps.
— Pin 1 (Tx+) va pin 2 (Tx-) dung dé truyén tin hiéu (transmit).
— Pin 3 (Rx+) va pin 6 (Rx-) dung dé nhén tin hiéu (receive).

e D6i voi chuan 1000Base: dung ca 4 cip day, tbe do 1000 Mbps.
—Pin1,2,4,5ding dé nh4n tin hi¢u (receive).
—Pin 3, 6, 7, 8 dung dé truyén dir li€u (transmit).

e Chuan 100Base, c¢6 2 chuan bam cép 12 T568A va T568B duoc quy dinh nhu sau:
— T568A: cip xanh 14 ding d¢ truyén tin higu, tring xanh 14 (Tx+) pin 1, xanh 14
(Tx-) pin 2. Cap cam dung d¢ nhan tin hi¢u, trang cam (Rx+) pin 3, cam (Rx-)
pin 6.
— T568B: nguoc lai cd@p cam dung dé truyén tin hiéu va cdp xanh 14 dung dé nhan
tin hi¢u. Trang cam (Tx+), cam (Tx-), trang xanh 14 (Rx+), xanh 14 (Rx-).

Pin

1

T568A Color

I:I'

white/green stripe

green solid

@
white/orange stripe

blue saolid

ﬁ

white/blue stripe

\

orange solid

'.!-‘J_

white/brown stripe

brown solid

Truyén (Tx+)

Truyén (Tx-)

Nhan {Rx+)

Khéng s dung
Khéng sir dung
Nhan (Rx-)

Khéng s dung

Khéng s dung
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Pin

1

T568B Color

[

white/orange stripe

ﬂ'

orange solid

'ﬂ_

white/green stripe

blue salid

ﬁ

white/blue stripe

green solid

'B_

white/brown stripe

brown solid

Nhan (Rx+)
Nhan (Rx-)
Truyén (Tx+)
Khéng st dung
Khéng s dung
Truyén (Tx-)
Khéng s dung

Khéng st dung
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Hinh 3. 10 - C4ch bAm chuin T568A va T568B

Luu y: thudc 16ng nguyén tic: mét hai ba sau.
e Céap thang (Straight-thru cable): 1a cap c6 2 dau bam cing chuan, néu dau nay la
T568A thi dau kia phai 1a T568A.

RJ45 Pin# Pin# RJ45

T+ GreeniWhite Tracer | 1 1| GreenMvhite Tracer ] PR3

- Green | 2 2 | Green N

RX+[ ] |OrangeMvhite Tracer|3 3 | OrangeiVhite Tracer| [ ]-PR2
[ Blue |4 4 |Blue -] PR 1
Blue/Avhite Tracer | 5 5 | BlueWhite Tracer

Rx-[ ] Orange | 6 6 | Orange [ |-pPrR?
BrownWhite Tracer | 7 7 | BrownAvhite Tracer
] Brown | 8 8 | Brown -] PR4

Hinh 3. 11 - C4p RJ45 thing

e Cap chéo (Crossover cable): 1a cap c6 2 ddu dugc bim khac chuan, néu dau nay 1a
T568A thi dau kia phai 1a T568B.

RJ15 Pin# Pin# R.J45
GreenAVhite Tracer | 1 1 | Orange\Vhite Tracer
I Green | 2 2 |Orange
[ |OrangeAvhite Tracer| 3 3 | Green/\White Tracer
I Blue |4 4 | Brown/\WWhite Tracer
BlueAVhite Tracer | 5 5 | Brown ]
] Orange | 6 6 | Green [ ]
Brown\White Tracer | 7 7 | Blue N
I Brown | B 8 | Blue/\White Tracer

Hinh 3. 12 - Cap RJ45 chéo
e Cach dung cép: duoc chia thiét bi mang lam 3 nhém:
— Nhém 1: may tinh va router.

— Nhoém 2: hub va switch.
— Nhom 3: modem ADSL.

Déi véi nhom 1 va 2, khi néi 2 thiét bi ciing nhoém thi dung cap chéo, khi néi 2 thiét
bi khac nhém thi ding cap thang. vi du: néi hai may tinh véi nhau ding cap chéo, ndi
may tinh vai switch ding cép thang.

Déi vai nhém 3, dung cap thang hoic chéo déu duoc.

e Cap Console: ding dé két ndi may tinh véi cac thiét bi mang (switch, router...) dé

cau hinh cho thiét bi d6. Vi doan day nay ngan nén nhiéu khong nhiéu nén khong

can chon cdp day xodn d6i ma quy dinh cho d& nhd: bam theo mau, & dau nay 1 dén

8 thi ddu kia nguoc lai 8 dén 1.

* Unu khuyét diém
Uu diém: ré tién, thong dung.
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Khuyét diém: thuong dung véi mang hinh sao nén rat nhiéu day dan gay khé khin
trong viéc thiét ké va lap dit.

3.2.3. Cap quang (fiber-optic cable)

* CAu tao
— Day dan trung tdm 1 soi thuy tinh hodc plastic duoc trang bac dé phan xa anh
sang vao trong.

Hop chat (Filling Compound)

Vé bao vé (Outer sheath)
Bang bé 16i (LAP)

Ong léng (Loose tube)

Day gia cwdng trung tam (Central strength member)

Cladding
Se¢i quang (Optical filber) > Core

— Coating

Dau chéng am (Jelly Compound) )
Cau tao s¢i quang

Cau tao cdp quang

Hinh 3. 13 - Cau tao cap quang va s¢i quang

— Core: trung tim phan chiéu noi tin hiéu anh sang duoc truyén di, c6 duong
kinh bang soi toc.
— Cladding: vat chét bao bén ngoai Core dé phan xa anh sang vao trong.
— Buffer coating: 16p pht bao vé bén ngoai.
— Jacket: 10p bao boc nhiéu soi quang thanh mot bo duoc goi 1a cap quang.
Céc loai cap quang
— Loai 15i 8.3 micron, 16p 16t 125 micron, ché d6 don.
— Loai 18i 62.5 micron, 16p 16t 125 micron, da ché db.
— Loai 161 50 micron, 16p 16t 124 micron, da ché do.
— Loai 161 100 micron, 16p 16t 140 micron, da ché do.
Lap dit cap quang
— bd chuyén doi (converter): gitra chuan Base-T (cap xoan doi) va Base-FX (cap
quang).
— Pau ndi cdp quang (connector): co rat nhiu loai dau ndi, trén thi truong
thuong gap: FT, ST, SC, FC...

T e
" f“’ %
sC

ST Converter
Hinh 3. 14 - Mt s6 diu ndi caAp quang va converter
— Ti quang: ¢6 thé treo tudng hodc gan vao ta rack.
— Day nhay quang (patch cord): dung dé noi céc thiét bi c6 cong quang lai véi
nhau, vi du: may tinh v6i loa, may tinh voi modem ADSL...
— Mang x6ng quang: dung dé c6 dinh cac diém ndi quang tranh su tdc dong bén
ngoai gay mat két noi.
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= N

Tu quang Day nhay quang Mang xéng quang
Hinh 3. 15 - Mt s6 thiét bi dung dé két ndi quang
* Uu khuyét diém
Uu diém: Vi tin hiéu duoc truyén di bang 4nh sang nén bang thong rat 16n 1én dén
10 Gbps, khong bi nhiéu dién tir va rat kho nghe 1én. Do do suy giam tin hiéu nho nén
khoang cach rat xa vai Km.

Khuyét diém: Thiét bi két ndi quang rat dit tién, kho lap dat.
3.3. Puong truyén vo tuyén
3.3.1. Giéi thiéu

Khi thiét k& mang c6 nhitng nguyén nhan khéng nén di day hoac khdng thé di day,
giai phap vo tuyén sé& giai quyét cac bai toan:

e D4i v6i cac mang tam thoi (hoi hop, lam sy kién...).

e Nhiing noi cong cong, ngudi ding di chuyén lién tuc (nha ga, san bay...).

e Nhitng dia hinh khong thé di diy hoidc khoang cach vuot qua gii han diy din.

Nhung mang khdng day c6 cac khuyét diém cua no.

e D& nhiéu, dé suy yéu tin hiéu.

¢ Bing thong khong cao.

e Tinh bao mat thap.

3.3.2. Séng vo tuyén (Radio)

Soéng Radio nam trong pham vi tir 30 Hz dén 300 Ghz, & dai tin s6 nay c6 cac bang
tan dugc dang ky sir dung cho céac dich vu: FM dung cho truyén thanh, UHF/VHF ding
cho truyén hinh, GMS/CDMA duing cho dién thoai di dong...

Nhung c¢6 mot dai tan ty do sir dung khdng can ding ky, hé thong mang thuong sir
dung dai tan nay dé truyén tin hiéu: Bluetooth, Wireless diing dai tan 2,4 Ghz.

3.3.3. Sbng vi ba

La song c6 budc song siéu ngan, tan sb tir 30 Khz dén 300 Ghz nén c6 thé truyén di
xa duoc. Ung dung trong viéc truyén tin hiéu gitta mat dat-mat dat , mat dat-vé tinh. Tin
hiéu suy yéu do vat can, thoi tiét. Rat d& nghe 1én nén théng tin thudng dugc ma hoa.
Ung dung trong truyén hinh k¥ that sb...
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3.3.4. Séng hong ngoai

Nam trong dai tan tir 100 Ghz dén 1000 Ghz c6 kha ning truyén véi toc do rat cao
tir 1 dén 10 Mbps. Khoang cach va do xuyén tuong kém.
3.4. Thiét bj mang
3.4.1. NIC (card mang)

La thiét b giao tiép gitta may tinh va cap mang c6 thé tich hop sén trén motherboard
hay théng qua cé4c khe giao tiép PCI, PCMCIA... NIC giao tiép véi cap mang thdng qua
cac cong: AUI, BNC, RJ45...

Onboard PCMCIA PCI - Wireless PCI - RJ45
Hinh 3. 16 - Mét s6 chuan giao tiép card mang
* Cac chirc nang chinh cua NIC.
e Chuyén d6i cac Frame dit liéu thanh cac bit va truyén trén diy dan véi tin hiéu
dién.
e Kiém soat ludng, 18i trong qua trinh truyén.

e Kiém soat luu luong, tdc d6 va cach thurc truyén dir liéu.

Intel{R) PRO/100 YE Network Connection Properties E]g|

General | Advanced | Diyver | Flesources | Power Management

The following properties are available for thiz netwark, adapter. Click,
the property you want to change on the left, and then select itz value
an the right.

Froperty: Walue:

Adaptive Inter-Frame Spacin 1
Adaptive Techhology

Adaptive Tranzmit Threshold
Coalesce Buffers

Enable PME

Flows Contral

Link Speed & Duplex

Locally Adminiztered Address
Log Link State Ewvent

PCI Bus Efficiency

(o5 Packet Tagging

Receive Descriptors
Retranzmit Inter-Frame Spacing
Smart Power Down

i

Hinh 3. 17 - Cac thudc tinh cia NIC
Pia chi vat Iy (MAC) caa NIC: dé c6 thé truyén thong tin dén chinh xac mot may
nao do, chinh la phai truyén thong tin dén mot NIC nao d6 trén mang. Nhu vay mgt NIC
phai c6 mot dia chi va dia chi ndy phai 1a duy nhat dé truy cap mang goi la dia chi MAC
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(dia chi vat ly cua card mang). Dia chi MAC do IEEE quan ly va cip cho cac nha san
Xuat card mang.

MAC la mot con sé gdom 6 byte, duoc ghi theo ky sé thap luc phan. 3 byte dau la ma
nha san xut, 3 byte sau I sb serial cua nha san xuat danh cho card mang cua minh. Theo
nguyén tic thi dia chi ndy khong thay d6i dugc. Dung lénh ipconfig /all & xem dia chi
nay.

Ethernet adapter Local Area Connection:

Connection—specific DHE Suffix . =

Description . - - . . - . . . . . :|Intel<R) PRO/18@ UE Network|Connect
bn

Ighys:i.cal fddress. . . . . . . . . : 88-15-B7-D1-8C-59 |

Hut;configuration Enabled . . . . : Yes

IP Address. . . - . - = « =« - . . = 192.168.1.33

Subnet Mask . . . . . . . . . . . = 255_.255.255.@

Default Gateway . . . . . . . . . = 192.168.1.1

DHCP Server . . . . . . . . . . . = 192.168.1.1

DNS Servers . . - . . . . . . . . = 192.168.1.1

Lease Obtained. - . . . . . . . . & Monday. May 3B8. 2811 6:47:57 PH

Lease Expires . . . . . . . . . . = Thursday, June B2, 2011 6:47:57 PH

Hinh 3. 18 - dia chi MAC ciia card mang do Intel sin xuit

* Giéi thiéu mét s6 NIC ciia hiing Intel.

Capabilities:
.E - 1] gt | o | o E
28|35 HAEE
Canabilit S HH N A AEE EEEE
pabl'ltlES [T (%) W | === | |em | | e e | 5 || =
Adapter Model Cabling  |Bracket| Speeds | Slots|| PCI / PCI-X |PCI Express| Controller
Desktop Adapters
Gigabit CT Deskiop RIS K| K[| X | K| X K| X | X|X|| 82574L
PRO/M000 PT Deskiop RJ-45| X KX X KX | K| K| 82572GI
T RI45( | fx|x|x X || s257201
Gtk s mrafile Broeleadt
ROM000 GT Deskiop RJ-45| X KX XX K| X B82541PI
%mmesmp R B Rl R| AR %0 BenAUEN |
PROMO00 MT Desktop R.J-45 wlswl % w | % 879541
CI9226-n0
PROM00D GTL Deskiop RJ-45 KX XXX KX 22541PI
PROM000 MTL Deskiop R.J-45 K| ® XXX K| X 82540EM
PRO/1000 MTL Deskiop RI5| | xUx|x|xix| [x]|x 82541Gl
C36064-00
PROMOO0 T Desktop RJ-45| X KX K| X K| X 82544GC
Server Adapters
Gigabit EF Dual Port 5X LG | X | X[ X XX | X| 82576GB
Gigahit ET Dual Port RIS X | XX | X | X K| X | X| 8257668
Gigabit ET Quad Port RIAS| X | K| X | K| X X | X | X || 82576GB
Gigahit ET2 Quad Port RIS X | X[ ®| X | X K| X | X| 8257668
1340-F4 SK L [ X | X[x XXX 82580
J40-T4 Blasll o L e ] ] X X 13 | ) B2A8(
[PRDJ"1 000 PE Server oK LC [ X | XX KX | X | 82572Gl
ual Ponl | SR | LG R | A~ WA A BenriGE ]
PROM1000 PT Server RIS X | XXX | X K| X | X | K| 82572GI
PRO/1000 PT Dual Port RIAS| X | X X | XX K| K| X || 82571GB
PRO/M000 BT Quad Port R1-45| X XK |X K| X | X| 82571GB

Hinh 3. 19 - Mt s6 thong s6 ciia NIC ciia hing Intel
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O hinh 3.19, xét cac thong s6 cua NIC PRO/1000 GT Desktop. Khong c6 céng
quang, mot cong RJI45, dung cho case ding, téc d¢6 10/100/1000 Mbps, cam vao khe 32
bit chuan PCI (bus 33 hoic 66), str dung chip 82541PI.

Tuong tu NIC danh cho Server, xét PRO/1000 PF Server. C6 mét cong quang SX
(IEEE 802.3z, multimode), dau ndi quang LC, ding cho ca case ditng va case nam, toc
d6 1000 Mbps, gian vao khe PCI Express x4, x8, x16, st dung chip 82572Gl.

PRO/1000 GT Desktop  PRO/1000 PF Server
Hinh 3. 20 - Mt s6 NIC caa Intel

3.4.2. Modem (Modulation and Demodulation)

La thiét bi cho phép két ni mang thong qua dudng day dién thoai quay sé (dial-up).
Thuong c6 3 cong:

e Line ndi vao dudng day dién thoai bang dau ndi RJ11

e Phone nbi ra dién thoai khi dang két ndi mang thi khong goi dién thoai dugc.

e Cong thtr 3 giao tiép véi may tinh, gin trong (internal) thuong giao tiép qua khe

PCI, gan ngoai (external) thuong giao tiép qua cong COM.

g,

=P

PCI

Nguén dién ' COoM J
External Internal
Hinh 3. 21 - Modem gin ngoai va modem gin trong
Modem diéu ché (modulation) chuyén tin hién sé (digital) thanh tin hiéu twong tu
(analog) dé truyén di trén dudng day dién thoai, d6 1a chiéu di ra. Bi véi chiéu di vao
modem giai diéu ché (demodulation) chuyén tin hiéu analog trén dudng day dién thoai
thanh tin hiéu digital dua vao thiét bi mang.
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Anal Yy NI Digital
v.sonr?lc?c?em________ y PSTN N - V.90 Modem
T e
TUL | Wy [N B UL
Analog | ..
ks Digital—64Kb DS0 ——
Digital PCM Signal (up to 56Kb)
Analog V.34 Signal (up to 33.6Kb) =

Hinh 3. 22 - DTE sir dung NAS tir xa thong qua két néi bang modem
O hinh 3.22, mot thiét bi dau cudi DTE két ndi voi mot hé thong luu trix dit liéu tap
trung qua mang NAS thong qua dudng truyén dién thoai caa PSTN va str dung 2 modem.

Modem analog V.34 c6 chuan V90 (thudng modem c6 2 chuan V90 va V92). Két
ndi DTE véi PSTN théng qua duong day dién thoai thong thudng.

Modem digital PCM, chuan V90 két néi NAS véi PSTN thdng qua mot kénh thué
riéng (leased line) T1. Téc do cua T11a 1,5 Gbps.

e Chuan V90: 13 su két hop cua hai cong nghé K56Flex (cong ty Lucent
Technologies ké hop voi Rockwell Semiconductor Systems dua ra) véi x2 (cua
3COM coporation/US Robotics dua ra). Sy két hop nay nang cao toc do truyén va
tao sy tuong thich trén toan thé gioi.

e Chuan V92: vao nim 2000 ITU dua ra chuan V92 c6 thém 3 tinh nang vuot troi so
v6i chuan V90. Két ndi nhanh gap doi, tbc do upload c6 thé 1én dén 48 Kbps, nhé s6
dién thoai va duy tri tham s6 dudng truyén nén khong can két ndi lai khi bi nhiéu.

Véi tinh ning nhu vay, ¢d thé dung modem két ndi mot may tinh ¢ xa vao mang noi
bo hozc néi hai mang noi bo & xa lai véi nhau bang cac chuong trinh hd trg két ndi tir xa.
Vi du: st dung RRAS trong Win2Ka3.

O Viét Nam VNPT tuyén bd “o dau cé dién thoai, & d6 co Internet”. VNPT cung
cap 3 tong dai két ndi dung cho 3 dang khach hang:

¢ vnn1260: dung cho cac cdng ty, cd bang thong rong va phai dang ky thué bao. Cac

cong ty sir dung dich vu nay dé chia s¢ Internet cho toan cong ty. Thuong cong ty sé

danh riéng mot line dién thoai cho viéc két ndi Internet.

¢ vnn1268: dung cho cé nhéan, c6 bang théng trung binh va dang ky st dung tra theo

dung luong. Céac gia dinh sir dung goi cudc nay dé truy cap mang thong qua line

dién thoai co san.

e vnn 1269: sir dung rong réi, bang théng tly vao ting thoi diém. Khong can ding

ky, & dau c6 line dién thoai, & d6 cd thé két ndi Internet.

Muén cac may trong mang noi bo cd thé truy cap Internet. May dang truy cap
Internet diing mot chuong trinh chia sé Internet nhu Wingate dé chia sé cho tat ca céac
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may trong cong ty st dung. Rat tién loi va hiéu qua, nhung két ndi théng qua duong day
dién thoai thong thuong co cac khuyét diém sau:

e Duong day dién thoai gi6i han téc do truyén.

e Khi truy cap Internet (tao két ndi) thi khong thé dung dién thoai duoc, vi khi d6

cude goi téi VNPT véi cac sb dién thoai 1260, 1269, 1268 dang duoc két ndi.

e Phai tra tién thué bao Internet va cudc go1 noi hat.
3.4.3. Repeater

La thiét bi 1am tuoi tin hiéu dé cd thé truyén di xa. N6 chi 1am viéc véi tin hiéu dién
nén khi khuéch dai tin hiéu co thé bi sai va khong thé sta dugc, vi thé khi thiét ké phai
tuan thu cac nguyén tic ky thuat dugc dua ra dé tranh nhidu. Hoat dong ¢ 16p physical
trong md hinh OSI cuing véi NIC. N6 gilp ma rong pham vi cia mang, thuong thay ¢ng
dung trong céac hé théng WIFI (hotspot) tim pha s6ng rong.

Internet

Modem ADSL ““

g ereless
T Repeater -
~ Wireless '
—— Router )

é,

— e

Hinh 3. 23 - Mét hé thong WIFI sir dung Repeater
3.4.4. Hub
La mot repeater c6 nhiéu port (cong). Khi mot port nhan tin hiéu, no 1am tuoi tin
hiéu va truyén dén tat ca cac port con lai. Céac port duoc danh sé tha tu tir 1 tro di va co
mot dén led dé theo doi két noi.

Hinh 3. 24 - Thiét bi Hub
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Thong thuong Hub hoat dong ¢ 16p vat ly trong mo hinh OSI, ¢6 3 loai Hub thuong
gap:

e Passive Hub: chi thuan tay 1a thiét bi ndi cap, khong c6 ngudn dién nén khong xtr

1y gi ca.

e Active Hub: khuéch dai tin hiéu.

e Intelligent Hub: khuéch dai tin hiéu va chuyén tin hiéu d6 dén port cin nhén,

khong gui toi cac port con lai. Viéc nay lam tang bang thong ciia mang va bao mat.

Hub thuong hoat dong ¢ 10 Mbps va bi chia sé bang thong khi sé luong port tham
gia tang 1én. Hién nay, két ndi mang ding switch thay thé Hub vi toc d6 cao va ¢ nhiéu
tinh nang vuot troi.
3.4.5. Bridge

La thiét bi dung dé ndi 2 nhanh mang lai v&i nhau. Khéc biét & day 1a n6 hoat dong
& 16p Data Link trong mé hinh OSI, nén né khéng hiéu duoc dia chi IP va lam viéc dugc
véi céc goi tin. Bridge c6 mot MAC table dé luu lai tat ca cac dia chi MAC cta cac may
trén mang nhd d6 né chuyén géi tin chinh xac dén may nhan. Cac goi tin khong mang dia
chi hop ¢ sé bi huy.

Dé cap nhat MAC table, bridge c6 thé tu hoc hoac co thé cai dit bang tay. Brigde
duoc st dung dé tdch mot nhanh mang 16n thanh nhiéu nhanh mang nho hon dé ting
bang thong cua mang.

Bridge c6 thé két ndi hai nhanh mang c6 kién tric khac nhau lai véi nhau.

S

LAN
Hinh 3. 25 - Bridge ndi hai nhanh mang lai véi nhau thanh 1 mang
3.4.6. Switch
La bridge ¢6 nhiéu port va nhiéu tinh ning mé rong, hoat dong cua switch nhu sau:

Metwork 2
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Khi mot goi tin dén mot port (port ngudn), switch s& kiém tra dja chi MAC ngudn
cua goi tin d6. Néu dia chi nay khdng c6 trong MAC table ctia n6, nd sé cap nhat dia chi
nay vao MAC table. Pay 1a co ché ty hoc dia chi MAC cua switch.

Sau d6 no kiém tra dia chi MAC dich cua g6i tin. Néu khong c6 trong bang MAC
ctia nd, nd s& giri tGi tat ca cac port con lai (trir port nhan). Néu c6 trong bang MAC cua
no:

e Hily g6i tin néu dia chi MAC ngudn tring dia chi MAC dich.

e Giri chinh xac dén port dich néu khong tring.

* Cac tinh nAng mé rong cua switch:
e Stored and Forward: luu trtr dir li€u trong bo dém trude khi truyén dén port dich.
Piéu nay lam ting biang thong ctia mang va tranh dugc dung do. Vi ki thuat nay
switch s€ nhan du goi tin, xu 1y nd roi méi truyén di. Vay su truyén luén c6 mot do
tré tiy thudc va kich thudce cua frame dir lidu.
e Cut Through: truyén géi tin ngay tirc khic khi biét dia chi dich. Do tré it va 13 con
s6 chinh xac khong phu thudc vao kich thude frame.
e Trunking: khi mot port & ché do trunk thi né cho phép mé rong bing thong mang
va backup, thong thudng st dung cho céac truc xuong séng cua mang (backbone).
Péng thoi nd cling cho phép nhiéu mang 4o dung chung mot dudng truyén that Gmg
dung tao ra cac mang ao dé giam dung do va bao mat.
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Trunk port @%}
Bwifch 3

200 Mbps

Workstatian

i 100 Mbps
[

i g
ﬁEj}
Switch 2

Server

Warkstation| Workstation

"\.\\
NS l
\p n

Swich 1

Warkstation

VLANTP VLANKT  yLANNV

Hinh 3. 26 - Switch c6 port trunking

O hinh 3.26, dung port trunk dé tang bang thong va backup cho backbone ctia cong
ty. Cong ty nay c6 3 tang lau vay phai thiét ké mot backbone, céc port caa switch hoat
dong & 100 Mbps. Khi s6 lugng may ting 1én mang s& hoat dong cham lai, muén ting
bang thong cac port duoc chuyén sang ché do trunk va ndi song song véi nhau. Lic nay 2
day dan la mét (point to point) nhung bing thong ting 1én 200 Mbps.

Van dé tiép theo dat ra 1a mdi phong ban ¢ mét truong phong, phai tao ra mot
mang riéng biét VLAN TP cho nhom truéng phong dé bao mat. Véi ha ting 6 sin nhu
vay, khdng can di day lai va khoéng can mua thém thiét bi nao nira. Xac dinh cac may
truong phong gan vao port nao cia switch nao (mac nhién tat ca déu thusc VLAN 0) sau
d6 chuyén cac port nay vé cuing mét VLAN. Trong hinh ¢6 3 VLAN, vay cac port ndi
cac switch lai voi nhau 1a duwong di chung ciia ca 3 mang nay nén phai doi ché do cua cac
port d6 vé trunk.
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GLOBAL i
Settings FastEthernet0/1
algorithm Settings
T Port Status on
YLAN Database
INTERFACE
FastEthernetls1 10 Mbps 100 Mbps
FastEthernetdsz
FastEthernet0/ 3
FastEthernetl/4 Full Duples Half Duple:
FastEthernet0/S
FastEthernetn/ | tunk D [ viad]1-100s B B
FastEthernet0/7 Trunk,
FastEtherneti/s py— i0
FastEthernet0/9

Hinh 3. 27 - Céu hinh trunk cho port FastEthernet0/1 trong switch Cisco
Spanning tree: tao ra mot cay bao trim cho tat ca cac duong di giita cac switch
trong mang nham truyén théng tin mot cach hiéu qua va tranh viéc tao vong lap vo han
trong khi truyén.

Bandwidth Auto

Duplex AUto

T ——————— —— ’

29350-24 2950-24
SwitchO Switchl
Hinh 3. 28 - Spanning tree tao ciy bao trum.
O hinh 3.28, néu ndi hai switch nhu vay c6 thé sé tao vong lap vo han. Nho giai
thuat Spanning tree s& khdng cho mot sb port trén switch hoat dong tranh tao vong lap.

Hinh 3. 29 - Switch SLM224G4PS cuia Linksys

Switch LSM224G4PS cua Linksys vai nhitng tinh nang:

e HJ tro cai dat va cau hinh thiét bi qua giao dién web nhanh chéng.

e Phat trién mang véi nhiing lya chon: Stacking, Link Aggregation, Sppaning
tree.

e Xéc thuc qua cong 802.1x va loc dia chi MAC mang dén sy bao mat cho tat
ca cac cong.

e HOJ tro chuan IEEE 802.3af cap ngudn qua PoE téi IP phone, camera giam
sat va AP. Cap nguon cho 12 cong (cong 1 dén 6 va cong 13 den 18 qua
POE Ién toi 100W).

Switch thong thuong st dung dé tich mién dung d6 trong mang (mdi port cua no 1a
mét collision domain). Lam giam mién dung do trén mang, ting bang thong mang. Thong
thuong hoat dong ¢ 16p Data Link trong md hinh OSI, hién nay c6 cac switch cao cap
hoat dong & 16p Network trong md hinh OSI. Hoat dong 10/100/1000 Mbps.
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3.4.7. Access point

La thiét bi két ndi mang khdng day ding s6ng wireless, hoat dong & bang tan ty do
2.4 Ghz. C6 cac chuan IEEE 802.11A/B/G/N... hién nay hay str dung chuan B (toc d6 54
Mbps) va chuan N (téc do 150 Mbps). C6 3 dang két néi:

e Adhoc: may tinh véi may tinh.

e Infrastructure I: may tinh v&i access point.

e Infrastructure II: access point vdi access point.

* Access point con ¢6 thém mét sé tinh ning:
e Bao mat ma hoa WEP, WPA...

e B4o mat che diu SSID ctia minh.

Wireless-NW Access Point with Dual-Band: Thigt hi
WaP-Aa10M |4 thigt bi access point khiing déy chudn M
wifi tinh ndng Dual-Rand co thE hoat dbing tai 2 dai
tan lam tang kha nang md réng hé thdng mang co
ddy hodc nang cidp he& thdng mang khéng day |&n
chudn M. Thigt bj WaAPS10M cd the [am vigc vdi thidt
bi bridge khéng day WETGE10N, Thigt bi dudc thigt k&
d8 giam thigu s nglt gquing khi xem wvideo guan

mang khang day.

Hinh 3. 30 - Access point WAP610N

Access point WAP610N vaéi nhitng tinh nang:
Ang ten dugc thiét ké nam trong.
Thiét bi khdng gidy chuan N.
C6 thé hoat dong & 2 dai tan 1am tang kha nang ma rong hé théng mang.
Pugc thiét ké dé giam thiéu sy ngat quéng khi xem video qua mang khong
giay.
3.4.8. Router

Dung dé dinh tuyén cho maot goi tin chay trén mang, né xac dinh duong di téi vu
cho céac goi tin tir mang nay sang mang khéac. Moi port caa router 1a mét mang riéng biét.
Trong router c6 mot bang dinh tuyén ma & dé c6 duong di dén cac mang khac nhau, c6
mét cong mic dinh (default gateway) khi khdng biét duong di dén mot mang ¢ xa router
giri goi tin qua cong nay.

Bang dinh tuyén duoc cap nhat dong (dynamic) bang cach hoc tir cac router lang
giéng hoac duoc cai dit tinh (static). Router hoat dong o 16p Network trong mé hinh OSI.
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Active Routes:
Metwork Destination Metmask Gateway Interface Metric
A.8.8.8 A.A.8.8 1922 _168.1.1 192._168.1.33 28
127.8.8.R 250 A.A.@ 122 . @.@. 1 127 A A1 1
c“%ﬁ&i.a 255,255,255 .0 192.168.1.33 192.168.1.33 W
192 168 . 1.33 255255255255 12788t 27 a1 28
192 .168.1.255 255_255_255_255 192 .168.1.33 192 _168.1.33 28
192.168.3.8 255.255.255.8 1922 _.168.3.1 1922.168.3.1 28
192 _168.3.1 255_255_255_.255 127.8.8.1 127 .8.8.1 28
192 .168.3.255 255_255_255_255 192 _168.3 .1 192.168.3.1 28
192 .168.121.8 255.255.255.8 1922 _168.121 .1 1922 .168.121 .1 28
192 .168.121.1 255_.255.255._255 127.8.8.1 127.8.8.1 28
192.168.121 255 255_255_255_25% 1922 _168_121 .1 1922 168121 .1 28
224.8.8.8 240 .8.8.8 192 .168.1.33 192_168.1.33 28
224.8.8.8 240.8.8.8 1922 _.168.3 .1 192.168.3 .1 28
224.8.8.8 240.8.8.8 1922 _168.121 .1 1922 _168.121 .1 28
255255 255 255 255_255_255_ 255 192 .168.1.33 192 _168.1.33 i
255.255 255255 255_.255.255.255 192 .168.1.33 4 i
255255 255255 255_255.255_255 1922 _.168.3 .1 192.168.3 .1 1
- 25572 255255255 2505 1922 _.168.121 .1 1922 .168.121 .1 1
pefault Gateway: 172168 .1 _1>

Hinh 3. 31 - Dung I¢nh route print trong Windows dé xem bang dinh tuyén
Luu y: dung Iénh rout print & xem bang dinh tuyén va default gateway trong
Windows

O hinh 3.31 dong s6 3, néu muén di dén mang 192.168.1.0/24 thi di qua cong
192.168.1.33 v4i d6 uu tién 13 20 (cang nho cang wu tién). Cong mac dinh 14 192.168.1.1.

Hinh 3. 32 - Router 2800 cua Cisco

3.4.9. Gateway (Proxy)

La thiét bi c6 kha nang ndi hai mang hoat dong ¢ hai giao thic khac nhau. N6 néi
mang may tinh bén trong (dung giao thac IP) vai cac mang bén ngoai nhu mang dién
thoai, mang vé tinh... Thiét bi VoilP ding dé goi dién thoai vi mot thué bao quay sé
thong qua mang IP. Pong thoi né c6 thém mot s6 chire nang quan ly céc ludng dir ligu,
chia sé truy cap Internet, bao mat mang...
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3.5.

1.

2.

o s

9.

VoIP gateway Draytek
a5e” V3300V

* C4n bing tai & Security Broadband Router

* Thiét Bj “oip - 8 cﬁ'ng F¥5 nidi dién thoai ban voi hodc BPX

* 4 cing WWAN két ndi v router ADSL 4, c&n bing t3i & lign két du phing.

* 4 céing LAN 10A00Mbps v WLAN

* WP sever v 200 WP 7 IPsec dwdng him,

+ 1 cing didu khign ndi tifp RS232. Rigng LAN-side & DMZ Port (10/100BaseT)

* (Quan Iy bang thing va QoS Chivc ndng. Dynamic DMNS, multi-MAT,

* Twirng Ika bao mat wadi NAT, DoS & DDoS, DMZ, Packet Filtering, nhidu mang con, Han ché truy cép, ..
Secure quan I tir xa, SNMP Agent vai MIB-II

Hinh 3. 33 - Gateway VolIP V3300V cuia Draytek

Cau héi va bai tap
V& hinh va mé ta cach bam cap mang RJ45 téc do 1000 Mbps theo hai chuan
T568A va T568B?
Hay cho biét dai tan sé cua séng viba, song hdng ngoai, song wireless va song
bluetooth?
Trinh bay dia chi vat Iy MAC cua card mang, trong Windows dung lénh gi dé xem
dia chi MAC?
So sanh nguyén 1y hoat dong ctia Hub va switch?
Trinh bay chirc nang cua k¥ thuat trunking va spanning tree, Ky thuat nay duoc st
dung trong thiét bj nao?
Trinh bay ¥ nghia cac cot trong bang dinh tuyén, trong Windows dung 1énh gi dé
xem bang dinh tuyén?
Hay ké tén mot so thiét bi mang, hang san xuat, chic nang cua n6?

Hay cho biét y nghia thdng sé k¥ thuat cua hai card mang trong bang sau?
5] it
S| L |zl HAEEE
2| g (35 %% (|5
o L5 Ll || D=
- c [|[T|® == ElE|E|=
2 s =|3(8|e ol olm==|= e
Capabilities S A SIS S SR B B e
Adapter Model Cabling |[Bracket| Speeds | Slots|| PCl ] PCI-X |PC] Express| Controller
PRO/000 MT Deskiop RIas| | o[ fx| [x]|x 82541G
C39226-10
1340-T4 RJ-45 | ¢ | 3 x| x| % x| x| x| 82580

Khi s{') lugng may trong cong ty gia tang, mang hoat dong cham lai. Hay dua ra
mot so giai phdp da hoc dé cai thién bang thong mang.
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CHUONG 4 - CAC KIEN TRUC VA CHUAN MANG
* Tém tit ndi dung chwong 4
e Cac khai niém, dic tinh, cu tao, va uu khuyét diém cua céc kién tric mang va
chuin mang.
* Muc tiéu chwong 4
Sau khi hoc xong sinh vién c6 kha nang:

e Trinh bay dugc cac khéi niém, dic tinh, cu tao, vu khuyét diém cua céc kién tric

mang va c4c chuan mang.

e Néu ra cac thong sb cho tirng loai chuan mang.

3.6. Khai niém

Kién tric mang (network topology) 1a so do vat ly caa cac thiét bi mang va phuong
tién truyén dan. Co hai kiéu kién tric mang chinh.

e Kién trac vat 1y: sy sap xép hinh hoc cta cic niit mang va cac day dan.

e Kién tric logic: mo ta duong di that sy cua dit liéu qua cac nat mang.

3.7. Cac kién trac mang chinh
3.7.1. Mang Bus (tuyén)

Céc thiét bi mang néi véi nhau thanh mot hang thong qua mot day din. Trude day
cach ndi nay rat thong dung, nhung do cac khuyét diém caa n6 nén hién nay it st dung.
Khi mot may truyén dir liéu, tin hiéu lan truyén vé hai dau doan cap nén tat ca cac may
déu nhan dugc. May nao thay dir liéu caa minh thi nhan.

Khi tin hiéu truyén dén 2 dau cua doan cép, tin hiéu s& bi triét tiéu bang mot
terminal (thuong 13 dién tro 8 Q) dé tranh truong hop tin hiéu doi nguoc lai gay nhidu.

Te“ninal Terminal
Uu diém:
e Rét it day, dé lap dat, ré tién.

Hinh 4. 1- Kién tric mang Bus

e D& dang thém mdy va mé rong mang bang repeater.
Khuyét diém:

e D& mat két ndi (mot may 1am mét két ndi gay anh hudng toan mang), d& bi nhiéu.
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e St dung chung duong truyén nén bang thong giam dang ké khi s lugng méy ting
1én.

3.7.2. Mang Star (sa0) ’ ’
Tat ca cac thiét bi mang dugc noi véi thiet bi trung tdm (Hub hoac switch). Khi
mot may truyén tin hi¢u dén, thi€t bi trung tam s€ khuyét dai tin hi¢u va truyén di.

Hinh 4. 2 - Kién triic mang Star

Uu diém:

e Cac may doc lap khong gay anh huong 13n nhau. Cau tric nay cho phép mé rong

va thu hep mang mdt cach dé dang.

Khuyét diém:

e Mdi mdy can mot cip ddy ndi v6i thiét bi trung tdm nén phai tinh toan noi dt

thiét bi trung tam, day rat nhiéu.

e Khi thiét bi trung tdm ngung hoat dong, toan mang ciing ngung hoat dong.
3.7.3. Mang Ring (vong)

Céc thiét bi mang dugc ndi véi nhau thanh mot vong khép kin. Cac may tinh truyén
tinh hiéu theo mot chiéu nhat dinh dya vao mot thé bai (Token-ring). Thé bai truyén di
lan luot trén mang, thiét bi ndo giir thé bai thi dugc truyén dir lidu, khong cé dit liéu
truyén hoic truyén xong thi chuyén thé bai cho thiét bi ké tiép. Mang nay thuong duoc st
dung cap quang.

Yy

Hinh 4. 3 - Kién triic mang Ring
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Uu diém:

e Mdi ltc chi c6 mot may truyén nén khong dung do, quyén wu tién truyén trén

mang giong nhau khong phu thudc vao toc do may.

o It bj giam bing théng khi sb luong may ting 1én. Mdi tram dat toc d6 truy cap tbi

da.

Khuyét diém:

e Khi mét tram bj ngung toan bd hé théng bi ngung, thdng thudong dung hai vong

chay nguoc nhau dé can bang tai va backup.
3.7.4. Mang Mesh (lu61i)

Céc thiét bi két ndi voi nhau, khi sé lwong thiét bi gia ting thi sb luong két ndi ciing
gia ting. Thuong thi mang nay xuat hién khi cac may tu két ndi véi nhau vao mang chu it
khi str dung kién trdc mang nay.

T

Hinh 4. 4 - Kién triic mang Mesh
3.7.5. Mang Cellular (té bao)
C4c thiét bi mang nam trong khu vuc dia ly cua cell (trung thm két ndi mang) nao
thi két ndi véi cell d6. Cac cell dugc néi véi nhau thanh mot mang. Két ndi nay thuong
diing song radio dé két ndi, thuong ding trong mang dién thoai hoac tram phéat WIFI.

, ® Cells
o Thigt bi nguedi ding

Hinh 4. 5 - Kién triic mang Cellular
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3.8. Cac kién triic mang két hop
3.8.1. Mang Star bus

Cac mang Star duoc ndi véi nhau qua mot mang Bus. Kién tric nay hay gap khi di
mang trong mét tda nha nhiéu ting. O madi tang 1a mot mang Star, ni cac tang lai véi
nhau bang mét backbone (truc xwong séng). Ciing c6 thé gap khi ndi cac toa nha lai véi
nhau.

= J J J

— 4 ; — ; F "
pe-ph pC-AT PC-P PC-PT
pca N\ pczy PCO Y, / PCl

1

h1 b _—
S —
25h0-24 z u-s 29 -5
/iuwtchz ?Nitchl S'f}itChD

2
i gt
\ == LT
PC-PT PC-PT LinkSYS-WRTSDDN Laptop-PT
PCE pC3 wireless Routern LaptopO

Hinh 4. 6 - Kién triic mang Star bus
3.8.2. Mang Star ring
Céac may trong mang ndi vong véi nhau thong qua mot thiét bi trung tam. Piéu nay
khic phuc duge cac nhuge diém caa hai mang Star va Ring.
o J

—_—

< HUS <

2 o

Hinh 4. 7 - Kién triic mang Star ring
3.9. Cac chuin mang Ethernet
3.9.1. Ethernet

Vao nam 1973 Robert Metcalfe thugc trung tdm nghién ctu Palto Alto cta hang
Xerox dua ra y tuéng cho phép cac may tinh va may in trao d6i dit liéu khéng thdng qua
may chi (Mainframe). Pén niam 1980 chuan DIX Ethernet ra doi (do DEC, Intel va
Xerox san xuat) voi tbe do 10Mbps. Uy ban 802.3 cua IEEE liy chuan nay dé nghién
ctru, tuy dén nay khdng st dung nhung IEEE802.3 duoc xem la chuan caa Ethernet.

Céac dac diém cua Ethernet:

Hoat dong & lop Data Link trong mé hinh OSI, lam viéc véi cac khung dix ligu.

4
Preamble | SFD DA SA Length| LLC Dathi+pad FCs
7 biytes 1 byta| & byles G byles 2 bytez| 2 byles 43—1407 bytes 4 bytes

[ L
AT

Hinh 4. 8 - Céu tric khung Ethernet
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e Preamble: truong nay danh ddu su xuét hién khung bit, né luén mang gia tri
10101010. Tt nhom bit nay, phia nhan tao ra xung nhip 10Mhz.

e SFD (Start Frame Delimiter): trudong nay thuc sy xac dinh su bat dau cua mot
khung, n6 luén mang gia tri 10101011

e DA (Destination Address): dia chi tram dich.

e SA (Source Address): dia chi tram ngudn.

e Length: d0 dai dir liéu ma khung mang theo.

e FCS, CRC (Cyclic Redundancy Checksum): dung dé tinh toan kiém tra, néu FCS
khac CRC thi khung dir li€u bi 161. C6 thé dung cac bit ki€m tra dé phuc hoi 161 hodc
truyén lai.

Dang dia chi MAC, gdm 6 byte (hé thap luc). 00-15-B7-D1-0C-59 (mét MAC cia
Intel). La dia chi duy nhat dugc ghi chét trong ROM cua NIC (khdng thay d6i duoc).
e 3 byte dau 12 ma nha san xuét card giao tiép Ethernet (do IEEE cép).

e 3 byte sau 12 serinumber ciia san pham.

Co 3 loai khung Ethernet:

e Khung Unicast: truyén dén mot tram duy nhét. Khung dugc tao ra voi mot dia chi
MAC ngudn va mot dia chi MAC dich. Khung nay goi 1én toan mang nhung chi ¢6
tram c6 MAC trung v61 MAC dich cta khung mdéi xu 1y khung nay, cac tram con lai
bo qua.

e Khung Broadcast: truyén cho tit ca cic may trén mang. Pia chi MAC dich cua
khung la FF-FF-FF-FF-FF-FF, khi cac tram nhan dugc khung nay bt budc phai xtr
ly no.

e Khung Multicast: truyén dén mot sb tram xéac dinh trong nhom Multicast. Pia chi
MAC dich 1a mot dia chi dac biét, chi c6 cac may cung nhom maoi chép nhan khung
dr li€u nay.

Dung co ché CSMA/CD dé truy cap duong truyeén.

e Khi mot may mudn truyén, né cam séng mang xem dudng truyén cé ranh khong,
néu ranh nd chd mot khoan thoi gian IFG va bat dau truyén. Néu truyén nhiéu
khung thi khodng céch hai khung 1a IFG.

e Néu dudng truyén ban thi tiép tuc lang nghe.

e Néu 2 tram cung truyén dong thoi s& xay ra dung dot, tram tiép tuc truyén hét 32
bit. Khi truyén xong 32 bit tram s& chd mot khoang thoi gian ngiu nhién va truyén
lai. Néu vin bi dung d¢, tram s& chd trong khoang thoi gian dai hon. Néu tram
truyén hét 512 bit, lic nay xem nhu tram di chiém dudng truyén (thoi gian nay nay
goi 1 SlotTime). SlotTime 1a thoi gian ma chac chan rang cac may xa nhat trén
mang nhdn dugc tin hiéu va phat hién dudng truyén dang ban.
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e IFG (Interfame gap) goi la khoang tréng lién khung bang 96 1an thoi gian cia mot
bit:

— Ethernet 10Mbps: IFG = 9,6 us

— Ethernet 100Mbps: IFG =960 ns

— Ethernet 1000Mbps: IFG = 96 ns

Dung kién tric Bus hoac Star.
Téc do tuyén 10/100/1000 Mbps.
Str dung céap thinnet, thicknet, UTP.

3.9.1.1. Cac chuin Ethernet tc do 10 Mbps

3.9.2. 10Base5
e L4 tiéu chuan Ethernet dau tién.

e Khoang cach t6i da 500 m, t6i thiéu 2,5 m, toan bd chiéu dai mang khong vuot
qua 2500 m.

e Dung cap thicknet, toc d6 10 Mbps, dung bang ting co so.

e Cap thu phét (tranceiver cable), ndi tir may tinh dén tram thu phat, c6 chiéu dai tdi
da 50 m.

e S6 nut toi da cho 1 phan doan mang 1a 100 (ké ca may tinh va repeater).

e Thiét bi dau cudi (terminator) phai ndi dat.

e Tuan theo quy tic 5-4-3: 5 doan cap, 4 bd chuyén tiép, chi c6 3 doan dugc ndi

Terminierung

may tram.

:

max. 50 m = 3
= o Mode (PC)
= E
] n
(=] (=]
3 =

Dl
Anschiulk

Repeater

W gos "xew

W gos xew

Repeater

max. 500 m

5:4:3 Regel 10 Base 5
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Hinh 4. 9 - Ethernet 10Base5
3.9.3. 10Base2
e Khoang céach t6i da 1 phan doan mang 1a 185 m (IEEE lam tron thanh 200 m), ti
thiéu 0,5 m, toan bd chiéu dai mang khong vuot qua 925 m.
e Dung cap thinnet, dau ndi chit T, tbc do 10 Mbps, dung bing tan co sd.
e S6 nut t6i da cho mot phan doan mang 1a 30.
e Trd khang 50 Q va duoc nbi dat.

e Tuén theo nguyén tic 5-4-3.

Terminierung

T - Stlck

WS KeLw
W 5@ KEw

Repeater Repeater

Repeater Repesater

W 5| Kew
W SE ] KELW

max. 185 m

5:4:3 Regel Nuge (FEd 10 Base 2

Hinh 4. 10 - Ethernet 10Base2
3.9.4. 10BaseT
e T 13 viét tit ctia twisted-pair (cap xodn doi).
e Khoang cach t61 da 100 m, ti thiéu 2,5 m.

e Dung cap UTP 3,4,5 hoac STP, dau nbi RJ45, toc d6 10 Mbps, dung bang tan co
sO.

e SH nut ti da 512, s6 lwong may tdi da 1024.

e Dung k¥ thuat IEEE802.3, kién trac mang Star c6 thé ndi cac phan doan mang
10BaseT bang cap dong truc hay cap quang.
e Dung thiét b trung tam Hub, khoang cach t6i thiéu cac Hub 13 0,5 m.
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_— —
PC-PT PC-PT
P4 Pc2

]HW' Téi thiéu 0.5m i
Hubo Hub1 \Tai da 100m
10 Mbps 10 Mbps Téi thiéu 2,5m
",

A '—'f,
FC-PT PC-PT
PCS PC3

Hinh 4. 11 - Ethernet 10BaseT
3.9.5. 10BaseFL
o F la viét tat cua Fiber-Optic (so1 quang), ra doi nam 1993.
e Khoang cach ti da 2 Km.
e Dung cap quang, toc dd 10 Mbps, ding bang tan co so.

e Sb nit tdi da 1én hon nhiéu so véi 10Base2, 10Bases.

BNC Repeater [:
Repeater ST — - [:/.--" A
___—
— Thinnet
Fiber Optic Cable Cable

=
==

Hinh 4. 12 - Ethernet 10Base-FL

3.9.5.1. Cac chuin Ethernet toc a9 100 Mbps

3.9.6. 100VG-anyLAN
e La sy két hop Ethernet va Token Ring.

e Dung cap UTP (3.4,5), STP hoic cap quang. Téc do t6i thiéu 100 Mbps.
e Dung k¥ thuat IEEE802.12, chap nhan ca khung Ethernet va géi Token-Ring.

e Str dung Hub, co thé mé rong mang béng cach ndi thém Hub con, khoang cach tbi
da gitra hai Hub 1a 250 m.
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Ethernet, Token Ring, FODI, ATM, WARN

/_L
—J. 100/10 Ethernet

Switch P

Bridge/
PC
Router |".F"' —
=

]

Lovel2

Ev‘mrkmatiun
[

C

o)

100V G-AnyLAN
Hub

|
--ﬁ--'--“_EVE” (www .!,H'-?_‘;’ﬁéz
100VG-AnyLAN  Hub
Hub 100VG-AnyLAN
L

Hinh 4. 13 - Ethernet 100BaseVG-anyLAN

3.9.7. 100BaseX

La mo rong cua Ethernet con goi 12 Fast Ethernet, chit X néi dén dic tinh ma hoa
duong truyén (phuong phap ma hoa 4B, 5B). Toc o 100 Mbps, bao gom 3 chuan:

e 100BaseT4: dung cap UTP (3,4,5), 4 cap xoan doi.

e 100Base TX: dung cap UTP (3,4,5), STP hai cdp xo0an doi.

e 100Base FX: dung cap quang gom 2 soi (15i).

e 100BaseT

e Str dung cap xoan doi 14n cap quang, tbc do 100 Mbps.
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Chiéu dai téi da  Diu néi
10Easel [Thinnet 185m BT
10Bazes [Thicknet 500tn ATIT
10Base-T [TTF cat 3-4-5, 2 céap day 100m EJ45
100Base-TXH |UTIF cat 5, 2 cép diy 1000 EJ45
100Baze-FX  |[Cap quang Multimo A00m LIC, =T, 2C

131 62.5 hodic 122 pm
1000Base-CX [STP 25m EJ45
1000Baze-T |UTF cat 5, 4 céap day 100m EI45
1000Baze-3¥ |Cap quang Multimode G2, opm — 275m =

131 62,5 hodc 50 pm 20 ptn — 550
1000EBaze-LX |Cap quang Multimode, 181 62,5 hodic 20pum [62.3 mictro — 440m =

Cap quang Singlemode, 181 9 micro S0 micre — 550m

Ymicro — 3-10Em

Hinh 4. 14 - Téng hop chuin Ethernet

3.9.7.1. C&c chuin Ethernet toc @9 1000 Mbps
3.9.8. 1000BaseX

M4 hoa bang phuong phap 8B/10B, dung hé thong két ndi toe do cao fiber channel,
duoc phat trién boi ANSI. Gom ¢ 3 loai:

e 1000Base-SX: téc d6 1000 Mbps, st dung soi quang, song ngan.
e 1000Base-LX: toc do 1000 Mbps, sir dung soi quang, song dai.
e 1000Base-CX: téc do 1000 Mbps, st dung cap dong.

3.9.9. 1000BaseT
Tbc dd 1000 Mbps, st dung cap xoan doi Cat 5, e, 6, 6e.

3.9.9.1. FDDI (Fiber Distributed Data Interconnection)

Str dung 2 vong soi quang nguoc chiéu dé backup, truyén thé bai, tc do cao (gap 10
lan Ethernet).

e Chiéu dai t6i da 200 Km cho 2 vong va 100 Km cho 1 vong,

e Hb tro 500 may trong mot mang.

e M3 hoa, chong nghe 1én khi dut cap, khong bi nhidu dién tir.
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Hinh 4. 15 - FDDI

O hinh 4.15, khi mot trong 2 vong bi dut thi vong con lai truyén dir liéu. Khi ca hai
vong bi dut (thuong thi 2 vong di chung vo boc, nén khi dit thi dat ca hai) moét vong

dugc hinh thanh tir hai vong nguoc chiéu.

3.10. Cau héi va bai tap

1. Trinh bay va v& hinh minh hoa hai kién tric mang Star bus va Star ring, tai sao

phai két hop céc kién tric mang lai véi nhau?

Trinh bay nguyén tac cua luat 5-4-3, nguyén tic ndy duoc 4p dung & dau?
V& bang tong hqp cac chuan mang Ethernet?
Trinh bay cac kién trac mang hién nay Viét Nam dang st dung?

b ow

Neéu céc dac tinh k¥ thuat cia cac chuan mang: 100BaseT, 1000BaseT va FDDI?
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CHUONG 5 - PIACHI IP

* TOM tit ndi dung chwong 5

e IPv4, IPv6 va cach chuyén doi tir IPv4 sang IPve.

¢ Chia mang con trong IPv4.

« Hai loai dia chi private va public, co ché chuyén di dia chi NAT.
* Muc tiéu chwong 5

Sau khi hoc xong sinh vién c6 kha nang:

e Trinh bay 3 16p dia chi A, B, C cua IPv4.

e Lam cac dang bai tap chia mang con IPv4.

e Trinh bay duoc céu tric va cac loai IPV6.

e Chuyén d6i duoc IPv4 sang IPv6 va cau hinh mang bang IPV6.

S6 nhj phan 8 bit

S6 nhi phan 8 bit duoc sir dung mé ta cho dia chi IP, nén phai nim viing cac kién
thac vé no.

May tinh str dung hé nhi phan gdm 2 bit, 1 (5V hay dung), 0 (OV hay sai).

Phép toan trén s6 nhi phan

Béng 3. 1 - Phép toan AND va OR trén cac bit

Phép AND Phép OR
A B AAndB A B AOrB
1 1 1 1 1
1 0 0 1 0 1
0 1 0 0 1 1
0 0 0 0 0 0

phép AND va phép OR hai s6 nhi phan.

10100110 10100110
ARND 00110010 OR 007110010
00100010 10110110

Poi s6 nhi phan sang sb thap phan.
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1 0

1=
1M1=

1111111

1.
1.
1.

M

oy
+ 1l &
== L

1.1
2+
4+

MQMG
Ry =
1]

-u...]

127 +02°+12°+ 02 +12°+02°+ 12" + 0.2
128 +0 +32 + 0 +8 + 0 + 2 +0
170

Céc bit dugc ghi tir phai qua trai, cac bit 1 dwgc xem nhu duoc bat. Cé thé doc nhu
sau: bit 8 (cudi cung bén trai) bat, bit 7 tat, bit 6 bat... Cac bit nay dwoc nhan vai hé s tur
2% tro di.

10101010

Poi s6 thap phan sang sé nhi phan.
Péi sé thap phan 139 ra sé nhi phan
139 /2 =69 du 1

69/2 =34 duw1
3472 =17 duw 0

1712 =8 du1
g§f/2 =4 du0
4/2 =2 duw
2f2 =1 du0
1/2 =0 duwi

Lan luot lay két qua chia cho 2 cho dén hét, lay s du ghi tir trai sang phai.
= 139 =10001011
Day sb 8 bit can nhé
Khi 1am viéc véi IP thi chi 1am viéc véi s 8 bit. S6 8 bit dbi sang sb thap phan chay
tir 0 dén 255 (00000000 — 11111111)

Can hoc thudc day sé sau dé 1am viéc véi IP mot cach dé dang: 128, 192, 224, 248
252, 254, 255

10000000 = 128
11000000 = 192
11100000 = 224
11110000 = 240
11111000 = 248
11111100 = 252
11111110 = 254
11111111 = 255

r

01111111 =127
10111111 =191
»11011111 = 223
»11101111 =238
11110111 = 247
»11111011 = 251
»11111101 = 253
11111111 =255

Poi s6 dua vao day so 8 bit

Mang may tinh va quadn tri mang

Trang 70




Chuwong 5 - Dia chr IP

>196 = 192 + 4 >1000011®
= 11000000 = 198
:
= 11000100
232 = 233 - 1 »11010111 = 223 - 8
= 11011111 =215
0
= 11011110

Nhan thdy 196 bang 192 cong 4, ma 192 1a 10000000, 4 13 2 mii 2 (t&c bat bit 3 1én
1). Twong tw 10000110 biang 10000000 cong 110, tuc la bang 192 cong 4 cong 2 = 198.

Nhu vay viéc thudc day sb 8 bit gitp viéc tinh nham nhanh khi ddi cac s nhi phan 8
bit sang s thap phan va nguoc lai.
Pia chi IPv4 (Internet Protocol Version 4)
Trude day khi thiét ké dia chi IP, s6 lwong thiét bi két ni mang con it va khéng
gian dia chi IPv4 dugc xem nhu 13 vo tan. Nhung hién tai, IANA da tuyén bd hét IPv4

vao cudi nam 2011. IPv6 s& duoc trién khai va dan thay thé IPv4 trong tuong lai. Khi noi
dia chi IP tic 1a dia chi IPv4, néu 1 dia chi IPv6 thi ghi rd 12 IPv6.

3.11. Cau truc dia chi IP

Truyén théng trong mang may tinh 1 viéc giri cac khung dix liéu dén may dich. Cac
khung dir liéu nay chira cac dia chi vat Iy MAC. MAC la dia chi khéng phan cép, tat ca
c4c may trén mang c6 co hoi ngang nhau. MAC la mot con s6 6 byte va dé nhé con sb
nay thi that kho khan (vi du: phai nhg s6 CMND ciia mot ngudi nao do).

Nhung khi gii dit liéu di, phai biét dia chi cia may dich va né phai dé nhé. Pia chi
dé nguoi dung 1am viéc 1a dia chi luan Iy (logic) IP va ho khdng can quan tdm dén dia chi
MAC. Trong Windows dung Iénh ipconfig /all dé xem IP.

Physical Address. . . . - . . . . = BB-15-B7-Di-8¢-5% > MAC Address
Dhecp Enabled. . . . . . . . . . . = Yes

Autoconfiguration Enabhled . . . . : Yes

IP Address. . . . - - - - - - . . = 192.168.1.34 — |P Acddress
§u13n311: Hisk O oo oo oo ooo o B gEE.?SE..}'S:&.B

Hinh 5. 1 - Dia chi vat ly MAC va dia chi luan ly IP
IP ¢6 cau tric phan 16p, cac rang budc cu trac nhu thé nao 1a mot dia chi IP hop 1é.
IP duoc chia lam 2 hoic 3 phan:
e Network-id . host-id (khong chia mang con).
o Network-id . subnet-id . host-id (c6 chia mang con).
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Internet Protocol (TCP/IP) Properties i'ﬁ]

General I

‘fou can get IP settings assigned automatically if your netwiork supports
this capability, Otherwise, you need ta ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically

(% Use the following IP address: Network ID | Host ID

IP address: ‘ 192 . 168, 1),

Subnet mask: I 255,255,255 .|0

Default gateway: 192 168 . 1 . 1

< Obtain DS seryer address automatically,
—(%" Use the following DS server addresses:

Preferred DNS server: l 210,245, 31 , 20

Alternate DNS server: | . ; ;

Advanced..,
QK I Cancel ]

Hinh 5. 2 - Cau hinh IP cho NIC trong Windows

O hinh 5.2, dua vao subnet mask xac dinh dugc dia chi IP 192.168.1.14 dugc chia
lam 2 phan network-id 12 192.168.1 (tic 1a NIC nay thuoc mang 192.168.1), host-id 14
(tac Ia chi danh may trong mang la 14).

IP 14 mét con sb c6 kich thudc 32 bit (4 byte), duoc chia lam 4 phan cach nhau boi
dau cham. Mdi phan c6 8 bit (1 byte) duoc goi 1a Octet. IP thudng duogc trinh bay bang
ky phap thap phan cd dau cham (Dotted-decimo notation). C6 thé trinh bay bang dang
nhi phan 10101100.00010000.00011110.00111000 hoac dang thap luc phan AC 10 1E
38.

IP duoc ky hiéu la w.x.y.z (doc la octet w, octet x, octet y, octet z).

Bang 3. 2 - Piém khac giira dia chi IP va dia chi ¢6 ciu triic khac nhu thué bao
dién thoai

Telephone IP

084 0983 797979 210.245.31.20

Phan cap rd rang Khong phan cap rd rang
Khong thé tu thay doi C0 thé tu thay doi cho phu hop
Chi can nho Phai hoc cach ciu hinh

3.12. Mt s6 khai niém lién quan dén IP
3.12.1.Network-id

L& gi4 tri xac dinh dudng mang, mot s6 bit dau trong 32 bit duoc ding dé xac dinh
duong mang cho mét dia chi IP. G hinh 5.3, vi mdi port caa router 1a mot mang nén c6 3
mang: 1, 2, 3. Network-id ciaa 3 mang nay phai khac nhau, router khéng cho phép khai
béo cac IP cho céac port cia minh cung mang nhau.
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%_ 21 Network Host
1 1
2
1.1 3
2 1
3 1
3.1

_

Hinh 5. 3 - Network-id va host-id
3.12.2.Host-id
La gia tri xac dinh cac host trong mot mang, mot sé bit cudi caa 32 bit xac dinh
host-id. O hinh 5.3, mang 1 ¢6 2 host thi gia tri 2 host-id nay phai khac nhau. Néu khai
bao 2 host c6 host-id giong nhau thi xay ra xung dot IP (conflict IP) va mot trong 2 host
dé khong hoat dong duoc.

Network_id Host_id

32 bit
Hinh 5. 4 - Network-id va host-id

3.12.3.Pia chi host

La dia chi IP dugc cau hinh cho mét interface cia mot host. Theo hai khéi niém trén
thi:

¢ Hai host cung network-id thi ciing mang, luc nay host-id phai khac nhau.

e Hai host khac network-id thi khac mang, Iuc nay host-id tuy y.

IP1:192.168.1.14 (network-id: 3 octet, host-id: 1 octet)

IP2:192.168.1.114 (network-id: 3 octet, host-id: 1 octet) cung mang véi IP1

IP2: 192.168.2.14 (network-id: 3 octet, host-id: 1 octet) khac mang vaéi IP1

3.12.4.Mang (network)

La nhiéu host két ndi truc tiép véi nhau, giita hai host bat ky khong c6 thiét bi 16p

3 (Network). N6i cach khac, qua thiét bi 16p 3 12 qua mang khac.
Dia chi mang (network number)

Thuong viét tat 1a NN. La dja chi IP dung dé dat cho mot mang, dia chi nay khong
diung dé dit cho interface. Pia chi NN xdc dinh bing cdich gii nguyén gid tri ciia
network-id, tit tdt cd cdc bit phan host-id vé 0

Vidu 5.1:

IP1:192.168.1.14 (network-id: 3 octet, host-id: 1 octet)

Giir nguyén 3 octet dau (192.168.1), tit ca cac bit cua octet z sau cung tit vé 0
(00000000 = 0).
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= NN cua IP1 1a: 192.168.1.0
Mang con (subnet)

Subnet 13 chia mot mang thanh cdc mang con nhé hon dé tiét kiém IP (thuong ISP
lam viéc nay dé chia nho cac mang dén mot IP trén mot mang dé ban cho khach hang).
Chia mang con c6 nhiing vu diém sau:

e Tranh nhiém virus.
e Giam broadcast, tang bang thong mang.
e Tiét kiém tién mua IP.

Vidu 5.2:

IP1:192.168.1.14 (network-id: 3 octet, host-id: 1 octet)

Octet z c6 thé chay tir 0 dén 255. Nhung 192.168.1.0 14 dia chi mang nén khong
thé danh cho host, 192.168.1.255 1a dia chi broadcast ciing khong str dung. Dia chi danh
cho host tir 1 — 254 hay mang ndy c6 thé c6 254 host. Néu mang chi c6 20 host thi diéu
nay 1a phi pham IP va nén chia nho mang 192.168.1.0 ra thanh nhiéu mang nho hon dé six
dung hiéu qua khong gian dia chi IP. Phan nay s& noi chi tiét hon trong phan chia mang
con.

bia chi broadcast

Thuong viét tat 1a B. La dja chi IP dai dién cho tat ca cac host trong mang, khi mdt
g6i tin mang dia chi IP dich 13 dia chi ndy, né s& dugc giri cho tit ca cac host trong mang.
Dia chi nay khong dung dé danh dia chi cho host. Pia chi B xdc dinh bang cdch gii
nguyén gid tri phin network-id, bdt tit cd cdc bit phan host-id 1én 1.

Vidu 5.3:

IP1:192.168.1.14 (network-id: 3 octet, host-id: 1 octet)

Giir nguyén 3 octet dau (192.168.1), tat ca cac bit octet z bat 1én 1 (11111111 =
255)

= BcualP11a 192.168.1.255

Microsoft Network Monitor - [Local Area Co

E? File Capture Tools Options Window Help

—————————————————————————
>3l S - < C:\>net send * “"Broadcast Message"
E’JEJ I:E,EESQ_’ _YJ __'_|.£J The message was successfully sent to domain WORKGROUP.

0 CAWINDOWS  system 32\ cond st

% Network Utilization:

10 5 C:\)

Frames Per Second:

o 0

Bytes Per Secon X

o

0 Message from DELL to"WORKGROUP on 7/5/2009 10:35:50 AM
Broadcasts Per Second:

CI Broadcast Message

0 0

Multicasts Per Second:
|

ress 1]1-->2|1<--2| Networ

Hinh 5. 5 - Dung Network Monitor bit géi tin broadcast
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O hinh 5.5, ding cong cu bat goi tin trong Win2K3 1a Network Monitor, sau d6
dung 1énh net sent dé broadcast goi tin 1én toan mang. Chinh may goi ciing nhan duoc
g6i tin nay va Network Monitor bat duoc goi tin nay.

Mat na mang (network mask)
Network mask

\

Network _id Host id

32 bit

Hinh 5. 6 - Mat na mang

Con goi 1a subnet mask viet tat 1a SM, dung dé phan biét network-id + subnet-id
véi host-id. Network mask dwoc xdc dinh bang cach bat tat cd cdac bit phan network-id
Ién 1,tat tat cd cdc bit phan host-id vé 0.

Vi du 5.4:

IP1:192.168.1.14 (network-id: 3 octet, host-id: 1 octet)

Tat ca cac bit cta octet w, x, y bat 1én 1 (11111111.11111111.11111111 =
255.255.255), tat ca cac bit cua octet z tat vé 0 (00000000 = 0). Vay SM cua IP1 4
255.255.255.0

Khi viét dia chi IP phai c6 SM, néu khéng c6 SM thi khdng xac dinh IP d6 thudc
mang nao. Vi du: I[P 192.168.1.79 néu SM 14 255.255.0.0 thi n6 thudc mang 192.168.0.0,
néu SM 14 255.255.255.0 thi n6 thudc mang 192.168.1.0.

* Céch viét IP nhwr sau: IP/SM, vi du: 192.168.1.79/255.255.255.0

* Pé don gidn hon, khi IP trén c6 so bit phan network-id 1a 24 bit. Thi viét gen lai 1a
IP/s6 bit phan network-id + subnet-id, vi du: 192.168.1.79/24

* COng thac xac dinh mang cuaa dia chi IP:

IPand SM = NN

Vidu 5.5:
IP —(172.29.14.10 |=|10101100.00011101.00001110.00001010

SM—=(265.265.0.0 =111111111.11111111.00000000.00000000
AND AND
NN —=172.29.0.0 =110101100.00011101.00000000.00000000

Cac I&p cua dia chi IP
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Khong gian dia chi IP gdm 2% dja chi, duoc chia 1am nhiéu 16p dé d& quan ly.
Nam 16p dugc chiala A, B, C, D, E. Trong do:
— Lép A, B, C ding dé danh dia chi cac host trong mang.
— L6ép D dung cho nhom dia chi multicast.
— Lép E dung cho muc dich nghién ctru.
Tai liéu chi nghién ctru 3 16p A, B, C dung dé danh dia chi IP cho cac host trén
mang.

Class A : 24 bits >
| Network-id| Host-id | Host-id | Host-id |

Class B +—— 16 bits ——»
| Network-id | Network-id | Host-id | Host-id |

Class C <+— 8 bits —
| Network-id | Network-id | Network-id | Host-id |

Hinh 5.7 - Balép dia chi IP A, B, C

Dia chi IP I6p A
* Danh 1 byte cho network-id va 3 byte cho host-id
1 8 16 24 32
|0] Octetw | Octetx | Octety | Octetz
_ Network-id Host-id

o A
i

L

Hinh 5. 8 - Pia chi IP 16p A
* Nhan dién 16p A: bit dau tién ludn 12 0.

* Dang caa octet w la: Owwwwwww (w = 0 hodc 1).
Nhu vay octet w chay tir 00000000 =0dén 01111111 =127
Hay dia chi IP nao c6 octet dau tién tir 1 dén 127 1a thudc 16p A

soping vahoo.com
inging yahoo.com [Y2.30.2_431 with 32 hytes of data:

eply {-‘ruhytes=32 time=478m=z TTL=5L2

awviles Fan h Al hutaoacs="17 +ama=A1LCms TTI.=L7

Hinh 5. 9 - IP caa Yahoo

Ping yahoo.com c0 dia chi 72.30.2.43, octet w = 72, vay dia chi Yahoo.com thudc
16p A.
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C:ssping 127.72.79.79

Finging 127.72.72.72 with 32 bytes of data:
Reply from 127.8.8.13 bytes=32 time<ims TTL=128
Reply from-127.8.08. bytesz=32 time<ims TTL=128

Hinh 5. 10 - Mang Loopback.

Ping bét ctr IP nao thudc mang 127.0.0.0 déu tra vé 127.0.0.1 (dia chi Localhost).
Mang nay goi la mang Loopback, khong sir dung danh dia chi cho host. Mang 0.0.0.0
cling khong str dung.

= 16p A c6: 126 mang (tir 1 dén 126)

Host-id c6 24 bit, c6 2% trang thai. Bo di mét dia chi mang (host-id toan bit 0),
mot dia chi broadcast (host-id toan bit 1).

— MObi mang thudc 16p A co: 2%* -2 = 16.777.214 (host)

Dia chi IP 16p B

* Danh 2 byte cho network-id va 2 byte cho host-id

2 8 16 24 32
[1]Jo] Octetw | Octetx | Octety | Octetz
Network-id Host-id

- .
= il

L 4

Hinh 5. 11 - Pia chi IP l6p B

* Nhan dién 16p B: 2 bit diu ciia octet w 1a 10.
* Dang ciia octet w 1a: 10wwwwww, chay tir 10000000 = 128 dén 10111111 = 191.

Ci\ pingenexpress - nets

Pinging vnexpress.net [180.148.142.922]1 with 32 bytes o

Reply fromil88.148.142.992 buytes=32 time=36mz TTL=11%

Hinh 5. 12 - TP ciia Vnexpress

bia chi IP cua bao dién tir vhexpress.net thuoc 16p B

Phéan network-id ¢6 16 bit, danh 2 bit & nhan dang 16p con lai 14 bit
= Lép B c6 2" = 16.384 (mang).

= S6 host trong mdi mang 1a 2'° — 2 = 65.534 (host)

Luu y: khi danh dia chi cho cac host, khong nén dung mang
169.254.0.0. Vi mang nay la mang Apipa (dugc ty dong cap phat khi
khong ai cap phat IP cho host).

Mang may tinh va quadn tri mang Trang 77




Chuwong 5 - Dia chr IP

T — 2%

Network Connechon Detals
[ Propety [ Vaboe |

Fryucal Addess + 3T -3t
IP Addeess 169254 216104
Subnet Mask 29525500
Delad Gatewsy
DNS Server
WINS Seevet

j/ Local Area Connection

This connection has limited or no connectivity. You mé
be able to access the Internet or some network resourcks.
For more information, click this message.

Ho... | (O] con..[[@xex.. W wnti. | [BO5

Hinh 5. 13 - IP Apipa tu ddng cip phat va canh bao
Dbia chi IP l6p C
3 8 16 24 32
[1]1]o] Octetw| oOctetx | Octetx | Octetz

Network-id Host-id

= L
e, i

L 4

Hinh 5. 14 - Pia chi IP l6p C

* Danh 3 byte cho network-id va 1 byte cho host-id.

* Nhan dang 16p C: 3 bit dau ciia octet w la 110, chay tir 11000000 = 192 dén
11011111 = 223,

C:s>»ping Sgiav.vn
Pinging Sgiav.vn [210.245.123.1581 with 32 hytesz of data:

Reply from 210.245.123.158: hytes=32 time=14ms TTL=58
Reply from 2180.245_123.158: hyte==32 time=13ms TTL=58

Hinh 5. 15 - TP cua trang 5giay

= bia chi IP cua Sgiay.vn thude 16p C.

Phén network-id c6 24 bit, bo di 3 bit nhan dang 16p con lai 21 bit
= Lép C c6 2% = 2.097.152 (mang).

= Sb host trong mdi mang 1a 2° — 2 = 254 (host).

* Cac IP con lai thudc 16p D va E (khong khao sat)
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Class A |ojnetwork-id host-id
Class B |1]n network-id host-id
Class C |1|1|0 network-id host-id

Class D

—
—_
—y
=

Multicast address

Class E |1]1]1]1]a Reserved address

Hinh 5. 16 - Cac 16p trong dia chi IPv4

Bang 5.1 - Tong két cac 16p dia chi IPv4,

Lép A Lép B Lép C
Gia tri clia byte dau tign 0-127 128 - 191 182 — 223
Sé hyte phan Network_id 1 2 3
S8 hyte phan Host_id 3 2 1
Metwork mask 255.0.0.0 255.255.0.0 255.255.255 10
Broadcast }3.286.2585.285 | XX0{285.255 | HXOOUXX.288
MNetwork Address ¥¥.0.0.0 3 .00 O 04
Sé dwdng mang 126 16.384 2.097.152
S host trén mdi dwéng 16.777.214 B5.534 254
rmang
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Dia chi private va dia chi public

.'(.-.\-

-IH192.158.1.2I24
HDme-UDIP-P\
Horme YolIPO

-~

l" — 3350-
e 192.168.1.254/24 gD
A4
PC-PT
PCO
172.16.0.2/16
“‘."E’)”””H 192.168.1.1/24 NAT
Laptop-PT ””Ur;; | p— W souset01.139
LaptopO \l P —— —————— -.'l =
'.,"l.,"-. 172.16.0.1/16
wﬂﬁ“ Lunksys WRTS00M uter-PT
SRR Fouterd
Lk Wireless Routerd 10.0.0.1/5 Cloud-pT
172.32.255.254{16 Internet
PDA-PT FPT
FPdan
10.0.0.2/3
A4
PC-PT .h-*-*-*. " ’
1
- / 2950-24
— Switchz
10,255,255, 254 /5
Server-PT Local G'Obﬁ'

Serverd

Hinh 5. 17 - DPia chi IP private va IP public

Hé thdng bén trong cong ty duoc goi 1a local (hay inbound), bén ngoai goi la
global (hay outbound). Trong cdng ty viéc hoach dinh cau hinh IP la tuy y, nhung khi
mudn ra Internet phai c6 mot IP hop 18 duge ISP cip (co thé xem bang trang
canyouseeme.org.

CanYouSeeMe.org -

Thiz page will serve as a free utility for remotels
seeif a server 12 running or a firewall or ISP 151

Tour IP: 58.186.101.139
——

TWhat Fort

Hinh 5. 18 - Xem IP public ciia minh dang sir dung
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Vi du: Truong CD KT Ly Tu Trong, viéc t6 chuc bén trong 1a do truong quyét
dinh. Khi lién hé bén ngoai thi moi nguoi chi biét dén dia chi 390 Hoang Van Thu ma
thoi.

IANA cung cip mot s6 mang dé su dung cu hinh IP cho cac may trong local. Cac
IP nay goi la IP private, IP nay khong thé ra WAN va goi 1a IP khong hop 1€. Khi router
nhan dugc mot goi tin mang dia chi nguon la IP private thi:

e N6 chuyén IP private nay thanh IP public (néu co ché NAT bat) va chuyén gdi tin
di.

e Néu khong thé chuyén doi thanh dia chi IP public, né huy goi tin.

* Pia chi IP private (mién phi)
— Ldop A: 10.0.0.0/8 (1 mang)
— Lop B: 172.16.0.0/16 dén 172.32.0.0/16 (32 mang)
— Lop C: 1892.168.0.0/24 (256 mang)

Tat ca IP con lai thudc 16p A, B, C goi la IP Public (IP hgp 1¢), dugc phép ra
WAN, khi sir dung phai mua (ding dé ndi chi nhanh cic cong ty...) hodc do ISP cép
dong.

Tat ca cac goi tin mang dja chi IP private s& bj huty khi ra Internet. Dé giup céc
may tinh trong local ra global, ding k¥ thuat chuyén doi dia chi NAT (Network Address
Translation).

e NAT Outbound: chuyén IP private thanh IP public ra Internet

e NAT Inbound: chuyén IP public thanh IP private dé cic may bén ngoai global truy
cap cac may bén trong local.

Ky thuat chia mang con (subneting)

Mat na mang (network mask)

Network mask la mat na cua dia chi IP, con goi la subnet mask (SM). SM danh
dau phan cach cac bit xac dinh dudng mang va céc bit host trong 32 bit cta IP.

Mac nhién khi chua chia subnet, SM cua 16p A 1a 255.0.0.0 hay 8 bit, 16p B
255.255.0.0 hay 16 bit, 16p C 255.255.255.0 hay 24 bit. Goi la subnet mask default
(SMD)

Néu mot IP ¢6 SM = SMD thi chua chia mang con, nguoc lai SM # SMD thi da
chia mang con.

Vi du 5.6:
M4t host dugc ghi nhan dia chi IP: 203.113.188.1/255.255.255.192
Octet w =203 (192 <203 <223).
= [P thudc 16p C, SMD=255.255.255.0
SM cua IP 1a 255.255.255.192 # SMD.
= [P nay da chia mang con.
Luc nay s6 192 goi 1a s6 kho chiu: 192 = 11000000, tirc luc nay da muon 2 bit cua
host-id lam subnet-id.
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mark

T 1T 11111111 11111111 11000000
netwark-id

subnet-id

host-id
Hinh 5. 19 - Subnet-id

Chia mang con

| l 192,168.1.2/24 [
— ! 192,168.2.2/24 |

PC-PT / PC-FT
FED ‘ PC4

.

a50-24
2l Switchl
—_— Switch0 —
.y

._’ ‘ 192.166.1,3/24 T N 192,168.2.1/24 192, 1658.2.5/24 | l
PC-PT ‘p-:ﬂ.r;__r PC-PT
PCL PHORG KE TOAR { ' PHOMGE KIMH DOakH PCE

2621
Route

19216831124

192.168.3.2/24

2050-24
Switch3

_l’ 192,168,3.3/24

s
PC-PT . . .
PCA PHOMG GIAM BOC

Hinh 5. 20 - Hé thong IP ¢6 3 dwdong mang

Vidu 5.7:

Cong ty A c6 3 phong, mdi phong 2 mdy tinh. Cac phong nay dugc tach mang
bang Router0. Vdy can 3 mang khac nhau cho 3 phong 192.168.1.0/24, 192.168.2.0/24,
192.168.3.0/24.

Khi s6 lugng phong ban 16n hon phai ding nhiéu mang hon, & diy mdi mang c6
254 may. Su dung IP nhu thé nay rat phi pham, nhét 1a IP ra Internet (hién nay IANA da
tuyén bd hét IPv4 va chuyén sang str dung IPv6).

Giai phap ¢ day la chi ding mot mang 192.168.1.0/24 va chia ra thanh nhiéu mang
con dé sir dung. Vé k¥ thuat, chia subnet 1 muwon mét sb bit phan host-id dung lam
subnet-id. Octet w thudc khoang 192 dén 223 vay IP nay thudc 16p C, s6 bit network-id
la 24 vay IP chua chia mang con.

Mang may tinh va quadn tri mang Trang 82




Chuwong 5 - Dia chr IP

O day can 3 mang con, nhung khi chia mang con thi mang ddu va mang cudi
khéng sir dung duogc (vi cac thiét bi khong chay duoc 2 mang nay). Nén chinh xéc, can 5
mang (tirc 14 5 trang thai). D& c6 duge 5 trang thai phai c6 3 bit (2° = 8 trang thai 000,
001, 010, 011, 100, 101, 110, 111), néu muon 2 bit chi co 22 =4 trang thai (con thiéu),

muon 4 bit ¢6 2* = 16 trang thai (qué du).

bo mang dau va cudi.

Luu ,y': Céc thiét bi mang hién nay co }hé chay dugc mang dau va mang
cuoi, nhung cac thiét bi ci khong thé chay. Vay khi thi cir thi tuan thu

=S4 bit muon =3
— Sd bit host-id=8-3=5

— S4 bit network-id + subnet-id = 24 + 3 = 27

* CO 6 mang:

Net0:192.168.1.000| 00000 = 192.168.1.0/27 (khdng sir dung)

Net 1: 192.168.1.001|00000 = 192.168.1.32/27
NN =192.168.1.32
Host = 192.168.1.33 - 192.168.1.62
B=192.168.1.63

Net 2: 192.168.1.010|00000 = 192.168.1.64/27
NN =192.168.1.64
Host = 192.168.1.65 - 192.168.1.94
B=192.168.1.95

Net 3: 192.168.1.011|00000 = 192.168.1.96/27
NN =192.168.1.96
Host = 192.168.1.97 - 192.168.1.126
B=192.168.1.127

Net 4: 192.168.1.100|00000 = 192.168.1.128/27
NN =192.168.1.128
Host = 192.168.1.129 - 192.168.1.158

B =192.168.1.159
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Net 5: 192.168.1.101|00000 = 192.168.1.160/27
NN =192.168.1.160
Host = 192.168.1.161 - 192.168.1.190
B=192.168.1.191

Net 6: 192.168.1.110|00000 = 192.168.1.192/27
NN =192.168.1.192
Host = 192.168.1.193 - 192.168.1.222
B =192.168.1.223

Net7Z: 192.168.1.111|00000= 192.168.1.224/27 (khéng st dung)

O octet z cac mang cach nhau 32 don vi dugc goi la budc nhay, ki hi¢u BN.

BN — 2 s6 bit host-id

Déi vé6i vi du trén

= BN=2"=32
* Xeét Net 1: 192.168.1.32/27

Mang nay c6 IP chay tr 192.168.1.32/27 dén 192.168.1.63/27 (vi sang
192.168.1.64/27 thuoc mang con thir 2)

NN cua mang nay la: 192.168.1.32

B ctia mang nay 1a dia chi cudi ciing ciia mang: 192.168.1.63

IP cta 30 host: tir 192.168.1.33 dén 192.168.1.62

Tuong tu cho cac mang con con lai.

Dung Net 1, Net 2 , Net 3 dé danh dia chi cho cong ty A.
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Hinh 5. 21 - Chia 192.168.1.0/24 thanh cac subnet

Véi giai phap trén mdi subnet c6 30 host, van con phi pham IP. Giai phap chi
dung 1 mang con Net 1 dé danh dia chi cho cong ty A. Nhu vay tlep tuc chia nho Net 1.
Khi chia nho tir 1an thi 2 tré di, khong phai bo mang dau va mang cudi nira.

Cén 3 trang thai hay sb bit muon = 2 (22=4)

= S bit host-id =5-2=3

= BN=2° =8

— S host trong mdi mang con = 2% — 2 = 6 (trir NN va B)

=S4 bit phan mang (network-id) = 27 + 2 = 29

* CoO 4 mang:

Net 1.0 — NN: 192.168.1.32/29 Net 1.2 — NN: 192.168.1.48/29
B: 192.168.1.39/29 B: 192.168.1.55/29

Net 1.1 — NN: 192.168.1.40/29 Net 1.3 — NN: 192.168.1.56/29
B: 192.168.1.47/29 B: 192.168.1.63/29

Dung Net 1.0, Net 1.1, Net 1.2 danh dia chi cho cong ty A.
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Hinh 5. 22 - Dung net 1.0, net 1.1, net 1.2 danh dia chi cho cong ty A

bén lac nay da tdi uu hoa viée tiét kiém IP, du rat nhiéu IP & céac mang: Net ’1.3,
Net 2, Net 3, Net 4, Net 5, Net 6 ciia mang 192.168.1.0/24. Thay vi phai st dung dén 3
mang 192.168.1.0/24, 192.168.2.0/24, 192.168.3.0/24 nhu luc dau.

Vidu 5.8:
N Can chia IP 172.16.55.71/16 thanh: 12 mang con mdi mang 4094 (host), 2 mang
moi mang 1024 (host), 4 mang 1022 (host). IP: 172.16.229.79/22 thudc mang nao?

* Nhan xét:

Octetw =172 (128 <172 <191)

= [P trén thudc 16p B

S6 bit network-id = 16

SM = SMD

= Chua chia mang con

Pé tinh duoc sb bit muon dua vao sd host can thiét cho moi mang. S4 host 13 4094
= 212 .2 nén s bit host cho mdi mang la 12, nén c6 thé cho muon duogc 16 — 12 = 4 bit, sd
mang c6 thé chia 2% =16, dé bai cAn 12 + 2 = 14 mang (b6 mang diu mang cudi). Vay
thoa dé bai.

— S bit muon =4 (2* = 16)

Luu ¥: chi cht y dén octet c6 mask (ranh giGi subnet-id va host-id).

Muon 4 bit ctia octet y, nén chi chu ¥ dén octet y ma théi.
= S0 bit host-id cua octet y=8 —4 = 4
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= BNy =2"=16

Net0 — NN: 172.16.0.0/20 Net 8§ — NN: 172.16.128.0/20

B: 172.16.15.255/20 B: 172.16.143.255/20
Netl — NN: 172.16.16.0/20 Net9 — NN: 172.16.144.0/20

B: 172.16.31.255/20 B: 172.16.159.255/20
Net2 — NN: 172.16.32.0/20 Net 10 —NN: 172.16.160.0/20

B: 172.16.47.255/20 B: 172.16.175.255/20
Net3 — NN: 172.16.48.0/20 Net 11 —NN: 172.16.176.0/20

B: 172.16.63.255/20 B: 172.16.191.255/20
Net4 — NN: 172.16.64.0/20 Net 12 —NN: 172.16.192.0/20

B: 172.16.79.255/20 B: 172.16.207.255/20
Net 5 — NN: 172.16.80.0/20 Net 13 —NN: 172.16.208.0/20

B: 172.16.95.255/20 B: 172.16.223.255/20
Net 6 — NN: 172.16.96.0/20 Net 14 —NN: 172.16.224.0/20

B: 172.16.111.255/20 B: 172.16.239.255/20
Net 7 — NN: 172.16.112.0/20 Net-15 —NN: 172.16.240.0/20

B: 172.16.127.255/20 B: 172.16.255.255/20

Dung 12 mang tir Net 1 dén Net 12 cho yéu cau dé bai.

* Tiép theo cAn 2 mang mdi mang 1024 host

1024 = 2*°, néu host-id c6 10 bit thi thiéu 2 (vi cAn 2'° +2), nén s6 bit host-id phai
la 11.

S6 bit c6 thé muwon 32 — 20 — 11 = 1 bit, sb mang c6 thé chia = 2! =2 (d4p tng dé
bai.

e Chon Net 13 dé chia

S6 bit muon = 1

S bit host-id cta octet y = 4-1 = 3

— BNy=2°=38

Net 13.0 — NN: 172.16.208.0/21 Net 13.1 — NN: 172.16.216.0/21

B:172.16.215.255/21 B: 172.16.223.255/21
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* Twong tw, cin 4 mang mdi mang 1022 host, chon net 14 d@é chia.
1022 =2 -2
=S4 bit host-id = 10
S6 bit ¢6 thé cho muon = 12 — 10 = 2, chia duoc 2°=4 mang
— S04 bit muon =2
S bit host-id cta octet y=4 -2 =2

= BNy=2°=4
Net 14.0 — NN: 172.16.224.0/22 Net 14.2 — NN: 172.16.232.0/22
B: 172.16.227.255/22 B: 172.16.235.255/22
Net 14.1 — NN: 172.16.228.0/22 Net 14.3 — NN: 172.16.236.0/22
B: 172.16.231.255/22 B: 172.16.239.255.22

= IP: 172.16.229.79/22 thudc mang: Net 14.1

M6t s6 bai gidi mau vé chia mang con
Dang 1
Vidu5.9:
Mot host trén mang duogc ghi nhan IP: 210.245.31.125/24.

a/ Chia mang trén thanh 6 mang con?
b/ Cho biét s& host trong mdi mang con?

¢/ IP trén thudc mang nao, broadcast va subnet mask ctia né?

Giai:

a/ Nhan dang 16p: 192 <210 <223

= [P trén thuoc lop C

Subnet mask default (SMD) c¢6 24 bit 1

SM = SMD

= [P trén chua chia mang con

Chia 1am 6 mang con nén muon 3 bit vi2* -2 = 6

Luuy: Chia lan dau tién, sb mang chia (NNs) = 950 bit mien 9 (vi khong
sir dung mang dau va cudi), chia nhé hon nita NNs = 2°¢ Pt men

— S6 bit muon = 3 (bit)
— S6 bit host-id = 8 — 3 = 5 (bit)

Luu ¥: phan host-id chua chia mang 16p C ¢6 8 bit muon 3 bit nén con 5 bit.
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— Buéc nhay Octet z: BNz = 2° = 32

* Chia lam 6 net nhw sau:

Net0 NN:
B:
Net 1 NN:
B:
Net 2 NN:
B:
Net 3 NN:
B:

210.245.31.0/27

210.245.31.31/27
210.245.31.32/27
210.245.31.63/27
210.245.31.64/27
210.245.31.95/27
210.245.31.96/27

210.245.31.127/27

Net 4

Net 5

Net 6

NN:

NN:

NN:

NN:

210.245.31.128/27
210.245.31.159/27
210.245.31.160/27
210.245.31.191/27
210.245.31.192/27
210.245.31.223/27
210.245.31.224/27

210.245.31.255/27

Net 0 va Net 7 khong sir dung, vay da chia lam 6 net tir net 1 dén net 6

thém 31.

Luu y: budc nhay 1a 32, mang dau tién khi chua chia bat dau tir 0, cong

b/ S6 host trong mot mang (hosts):

Hosts = 2° — 2 = 30 (host)

Luu y: Hosts = 2%°PhH9 5 (tryy @i dia chi du NN va dia chi cudi B).

c/ 210.245.31.125

Luu ¥: chi quan tdm dén octet c6 mask, 13 octet z.

210.245.31.011|11101

Luu y: 127 = 01111111, ma 125 kém 127 14 2. Tuc 1a tit bit 2 vé 0 hay
125 = 01111101

= NN = 210.245.31.011]|00000 = 210.245.31.96
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Luu y: NN = tat tat ca cac bit thudc phan host-id vé 0.

= B =210.245.31.011|11111 = 210.245.31.127

Luu y: B = bt tat ca cac bit thudc phan host-id 1én 1.

= SM = 255.255.255.111|00000 = 255.255.255.224

T4t tat ca cac bit thudc phan host-id vé 0.

Luu y: SM = bat tit ca cac bit thudc phan network-id va subnet-id Ién 1.

Vidu 5.10:

Mot host trong mang duoc ghi nhan dia chi IP nhu sau: 169.254.87.1 /16

a/ Chia mang trén thanh 2 mang con?
b/ Cho biét s6 host trong mét mang?

¢/ IP trén thudc mang nao, broadcast va subnet mask cta né?

Giai:

a/ Nhan dang 16p: 128 <169 <191

IP trén thudc 16p B

Subnet mask default (SMD) ¢6 16 bit 1

SM = SMD nén IP trén chua chia mang con
Chia lam 2 mang con nén mugn 2 bit vi 22.2=2
— S bit mugn = 2 (bit)

=S4 bit phan host-id = 16 — 2 = 14 (bit)

ma thoi.

Luu y: phai xac dinh Mask nam ¢ octet nao va chi lam viéc trén octet do

S bit phan host-id thudc octet y=8 -2 =6
Budc nhay cia octet y: BNy = 2° = 64

* Chia lam 2 net nhw sau:
Net0 NN: 169.254.0.0/18 Net 2

B: 169.254.63.255/18

Net 1 NN:  169.254.64.0/18 Net3
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B: 169.254.127.255/18 B: 169.254.255.255/18

Net 0 va Net 3 khéng st dung, vay cé 2 net |a Net 1va Net 2

b/ S6 host trong mot mang (hosts):
Hosts = 2! — 2 = 16382 (host)

Luu y: cach tinh 2'° = 1024, 2 = 2048, 2 = 4096, 2" = 8192, 2'* =
16384.

c/ 169.254.87.1

169.254.01/010111.1
NN:  169.254.01]|000000.00000000 = 210.245.64.0

B: 169.254.011111111.11111111 = 210.245.127.255

SM: 255.255.11|000000.00000000 = 255.255.192.0

Dang 2
Vidu5.11:
Mot host trén mang duogc ghi nhan dia chi IP: 203.113.188.67 / 255.255.255.224

a/ Dia chi IP trén c6 chia mang con hay khéng?
b/ Chia bao nhiéu mang con (NNs)?
¢/ M&i mang con cé bao nhiéu host (hosts)?

d/ NN, B, va cac IP cung mang v&i IP trén?

Giai:

a/ Nhan dang 16p: 192 <203 <223

thudc 16p C

SMD = 255.255.255.0

SM khéc SMD nén c6 chia mang con

b/ S6 khoé chiu 224 = 11100000

S6 bit muon octet z = 3

NNs = 2°— 2 = 6 (net)

¢/ sb bit phan host-id = 8 — 3 = 5 (bit)
Hosts = 2° -2 = 30 (host)

d/ 203.113.188.67
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203.113.188.010|00011
NN: 203.113.188.010|00000 = 203.113.188.64
B:203.113.188.010|11111 = 203.113.188.95

Céc IP cung mang v4i IP trén: 203.113.188.65 dén 203.113.188.94

Luu y: cac IP cung mang trong khoan dudi NN va trén B.

Dang 3
Vidu 5.12:

Hai host trén mang duoc ghi nhan dia chi IP nhu sau:
IP1:  170.204.138.2/255.255.192.0

IP2: 170.204.181.244/255.255.192.0
a/ hai IP1 va IP2 c6 cung mang hay khéng?

b/ NN, B clia mang c6 IP1 va IP2?

Giai:
a/ Nhan dang 16p: 128 <170 <191
= Lép B

SMD: 255.255.0.0

SM khdc SMD

= Co chia mang con
S6 kho chiu 192 = 11/000000

= Muon 2 bit cua octet y
IP1:  170.204.10|001010.2

1P2: 170.204.10|110101.224
SM: 255.255.11|000000.0

Phan network-id va subnet-id cta IP1 va IP2 giéng nhau

= [P1 va IP2 cung mang con

b/ NN: 170.204.10/000000.0 = 170.204.128.0
B: 170.204.101111111.255 = 170.204.191.255
Dang 4

Vi du 5.13:
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Mot host trong mang dugc ghi nhan dia chi IP: 171.154.86.55 /16

a/ Chia mdi mang con cé 1024 (host), cé bao nhiéu mang con, s& host trong mdi mang?

b/ IP trén thudc mang con nao NN, B, SM?

Giai:
a/ Nhan dang 16p: 128 <171 <191
= Lép B

SMD: c6 16 bit

SMD = SM

— Chua chia mang con
2 -2 =2046 >= 1024

Luu y: néu 14y 10 bit: 2*° — 2 = 1022 khéng dép tng dé bai.

S8 bit phan host = 11
S6 bitmuwon=16-11=5

= S6 mang con = 2° — 2 = 30 (mang)
— S host trong mot mang = 2'* — 2 = 2046 (host)

b/ 171.154.01010|110.55
NN: 171.154.01010|000.0 = 171.154.80.0
B: 171.154.01010|111.255 = 171.154.87.255
SM : 255.255.11111]000.0 = 255.255.248.0
Dang 5
Vidu 5.14:

Mot host trén mang dugc ghi nhan dia chi IP: 169.150.144.56 / 16

Hay chia lam 1 mang cé 2** -2 (host) va 2 mang c¢6 2" - 2 (host)?

Giai:
Nhan dang lop: 128 <169 <191
= LopB

SMD cé 16 bit

SMD = SM
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— Chua chia mang con
Chia mdt mang c6 2™ — 2 (host)

S& bit phan host-id = 14

— Sobitmuon=16-14=2
Muon 2 bit cla octet y

=S4 bit phan host-id ctia octet y=8 —2 = 6
= Budc nhay cua octet y: BNy= 2° =64

* Chia lam 2 net nhw sau:

Net0 NN:  169.150.0.0/18 Net 2 NN:  169.150.128.0/18
B: 169.150.63.255/18 B: 169.150.191.255/18

Net 1 NN:  169.150.64.0/18 Net-3 NN:  169.150.192.0/18
B: 169.150.127.255/18 B: 169.150.255.255/18

Net 0 va Net 3 khong sur dung, vay c0 Net 1 va Net 2

Net 1 ¢ 2'* - 2 (host) thoa dé bai

Chon Net 2 chia tiép tuc sao cho mdi host c6 2**— 2 (host)
S bit phan host-id = 13

— SO bitmuon=14-13=1

Muon 1 bit cia octet y

S6 bit phan host-id ctia octet y=6-1=5

— BNy=2°=32

* Chia lam 2 net nhw sau:
Net 2.0 NN: 169.150.128.0/19 Net 2.1 NN: 169.150.160.0/19

B: 169.150.159.255/19 B: 169.150.191.255/19

— C6 2 net va mdi net c6 2 — 2 (host)

Luu y: khi chia nhd mang con tir lan thir 2 tro di khong bo mang dau va
cubi.
Dang 6
Hay gom céc IP sau thanh mdt mang
IP1: 10.35.245.31/11

IP2:10.67.210.30/11

IP3:10.100.188.113/11
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Giai:
Nhén dang 16p octet w = 10 (nam trong khoang 1 dén 126)
— Thudc 16p A

SM=11#SMD =8

= (06 chia mang con
= S0 bit muon cta octet x =11 — 8 = 3 (bit)
IP1: 10.001|00011.245.31

IP2: 10.010|00011.210.30

IP3:10.011|00100.188.113

Subnet-id cta 3 IP khac nhau nén khac mang. Néu muén 3 IP nay ciing mang thi
phan network-id va subnet-id phai giong nhau. phan giong nhau 1a 10.0 Iic nay chi con
muon 1 bit. Khi d6 chi can stra lai SM cho cac IP 1a 255.128.0.0
IP1:10.35.245.31/9
IP2:10.67.210.30/9
IP3:10.100.188.133/9

Ca 3 thudc mang 10.0.0.0/9

Luu v: Dia chi IP cua 3 host khong ddi, chi can sira SM lai 1a 3 host
cung mang voi nhau.

IPv6

Céau truc cua IPv6
Téng cong 128 bit, 64 bit dau 1a phan network, 64 bit sau la phan interface-id

* Phan network d‘é xac dinh cac subnet, do ISP hoic céac to chirc quan Iy IANA gan.
Pugc chia la 2 phan:
e Site prefix giéng nhu network-id trong IPv4, dugc ISP gan cho mot site (vi tri).
Vay cac may cling mot site co cung Site prefix (giéng nhu chwa chia mang con).
e Subnet-id giéng nhu subnet-id trong IPv4, mo ta cdc mang con bén trong.

* Interface-id gidng dia chi host trong IPv4, 1a dia chi ngiu nhién dva vao 48 bit cia
dia chi MAC.
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Site prefix Subnet-id Interface-id

64 64
128

Hinh 5. 23 - Chu tric cia IPv6

* Chia la 8 nhém, mdi nhém 2 byte, biéu dién bing 4 ky tw thap luc phén (tir 0 den
F). Ky phap khong phén biét hoa thuong, cich nhau béi diu hai chAm. Phan cudi
chi ra d9 dai ctia phan prefix. vi du: 2011:0ace:0000:0000:0000:1974:0000:7979/48

* Hai nguyén tic viét rit gon.
e Trong mdi nhom, c6 thé bo cac s6 0 dimg dau.
e Dugc phép thay (mot 1an duy nhét) mot day sé 0 lién tiép thanh ::
Véi vi du trén, c6 thé viét thanh 2011.ace::1974:0:7979.
— Oace — ace

— 0000:0000:0000 — ::
— 0000 — 0 (khong thé thay thanh ::, vi d ding mét lan roi).

* 32 bit cudi ciia IPv6 1a IPv4, ddi véi cac thiét bi twong thich IPv6 thi sé chip nhin
cac goi tin IPv4.

PEé biéu dién cho IPv4: 192.168.1.100
0000:0000:0000:0000:0000:FFFF:COA8:0164
C0=12*16"+0*16° =192
A8=10*16"+8* 16" = 168
01=0*16"+1*16°=1
64=6*16"+4*16°=100
Cé thé viét gon thanh
::ffff:c0a8:0164 hoac ::ffff:192.168.1.100

Mot s6 dac diém

* C6 128 bit khong gian dia chi 1a (340 ti ti ti ti)
2'%® = 340.000.000.000.000.000.000.000.000.000.000.000.000

* Khong c6 khai ni¢m IP private, khong cin co thé NAT dé ra Internet ciing nhu
khong thé che dau IP bén trong mang. Dieu nay han ché ky thuit fake IP cia
hacker.
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* Cau tric don gian nén hoat dong hiéu qua hon, tranh dwoc tinh trang tran ngip
g0i tin quang ba (broadcast storm).

* Twong thich véi 1Pv4,

* Hién nay IANA tuyén b6 hét IPv4, cic nwéc da tién hanh chuyén cac két ndi mang
16n sang IPv6.

Cac loai dia chi IPv6
bia chi Unicast ,
Dung danh cho mot interface, 1a mét dia chi duy nhat trén mang. Goéi tin mang dia
chi dich la Unicast thong qua router s¢ dugc chuyén dén mdt interface duy nhat. Pugc
chia Ia 4 loai:

# Link-local: pham vi hoat dong trong mdt nhanh mang, khong dwgc dinh tuyén
qua router. Dung dé giao tiép cac may tinh trong ciing mét mang. 10 bit dau ludn la
1111.1110.10, 54 bit sau la 0.

Nhu vay phan prefix ludn khdng thay déi: fe80::/64

Physical Address. . . . . . . . . : CB—AB-Y7-A1
Dhecp Enabled. . & - . . . . . . - = HNo
IFP Address. . . . o o o o o o o . : fefA::5efe-192 168,121 .12

Hinh 5. 24 - Unicast Link-local

O hinh 5.24, dung Iénh ping xac dinh duogc IPv6 link-local.

* Site-local: pham vi hoat dong trong mdt mang LAN,. gidng dia chi private trong
IPv4, khong dwgc dinh tuyén qua router. 10 bit dau ludn 1a 1111.1110.11 54 bit sau
la subnet-id.
Frefix: fec0::/10

* Global: pham vi hoat dong toan cau, giong dia chi public trong IPv4. 3 bit diu
ludn la 001.

TLAID | Res NLA ID SLAID Interface ID
13 bits | 8 bits 24 bits 16 bits 64 bits

001

Hinh 5. 25 - CAu triic Unicast Global

— TLA ID (Top Level Aggregation): xac dinh nha cung cap dich vu cao nhét.
— Res: chua str dung.

— NLA ID (Next Level Aggregation): xac dinh nha cung cap dich vu tiép theo.
— SLA ID (Site Level Aggregation): xac dinh cac site dé tao cac subnet.

* Unique-local: 1a dia chi dinh tuyén giira cic subnet trong LAN. 8 bit dau tién luén
co gia trila 1111 11101, FDO00::/8. 40 bit sau la dia chi site, 16 bit tiép theo la dia chi
subnet.
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1111 1101 Global ID Subnet ID Interface 1D
(8 bits) (40 bits) (16 bits) (64 bits)

+—— Dinh tuyén gilra ——» +—— (Cac host trong LAN ——

«Dinh tuyén gitra —»

ac Sit
cac sie cac LAN trong
mét Site
Hinh 5. 26 - Céu tric dia chi Unique-local IPv6
bia chi Anycast

La dia chi dugc gan cho mdt nhém thiét bi, khi g61 tin mang dia chi dich la
anycast n6 s& duoc chuyén di theo cdu tric dinh tuyén dén thiét bj gin nhat. Pia chi nay
khong duoc gan cho dia chi ngudn. Thuong dia chi anycast dugc gan cho cac router
thudc mot td chire nao do.

Dia chi anycast khong c6 khong gian dia chi riéng ma khi dia chi unicast dugc gan
d6ng thoi cho nhiéu thiét bi, né tré thanh dja chi anycast.

vi du: ISP cung cap dich vy phan giai tén mién cho khach hang. Khach hang chi
can nho 1 dia chi cua DNS server va nho server nay phan giai. Nhung thyc chét ISP co
rat nhiéu server va goi tin nguoi dung duoc dinh tuyén dén server gan nhét dé yéu cau
phan giai tén.

Dia chi Multicast

La dia chi dé nhan dang mgt nhom cac thiét bi, n6 thay thé cho dia chi multicast
va broadcast trong IPv4. 8 bit dau 1a 1111 1111, FF00::/8, 4 bit sau la flags, 4 bit tiép
theo la scope.

C6 rat nhiéu dang dia chi multicast tiiy theo pham vi hoat dong cta né: pham vi
node, pham vi link (subnet), pham vi site (LAN)...

5 hits 4 hits | 4 bits 80 hits 22 hits

1111 1111 | Flags |Scope 000...000 Group 1D

Hinh 5. 27 - Ciu triic dia chi Multicast IPv6

* Flags:
0000: Well-Known

0001: Transient

* Scope:
0001: Node-local

0010: Link-local
0101: Site-local

1000: Organization-local
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1111: Global

Céc dia chi IPv6 tuong thich véi [Pv4
Dia chi twong thich dugc dinh nghia nhdm muc dich chuyén dbi tir IPv4 sang
IPv6, dugc xay dung tur [Pv4.
— IPv4-compatible: 0:0:0:0:0:0:w.x.y.z hay ::w.x.y.z

vidu: ::192.168.1.1

— IPv4-Mapped: 0:0:0:0:0:FFFF:w.x.y.z hay ::FFFF:w.x.y.z

vi du: ::FFFF:192.168.1.1

— 6t04: IANA cép phat mot prefix 2002::/16 danh riéng trong vung dia chi c¢6 3
bit dau 12 001 (ving dia chi unicast toan cau). Dia chi nay ding dé chuyén do6i
giao tiép IPv4-IPv6 rat tién dung c6 tén goi 1a cong nghé tunnel 6to4, sir dung
trong giao tiép giita hai node mang chay dong thoi ca hai thu tuc IPv4 va IPv6
trén co so ha tang dinh tuyén IPv4.
Pugc hinh thanh bang cach gan prefix 2002::/16 v6i 32 bit cta IPv4 (viét theo
dang hexa) tao thanh prefix /48.
vi du: IPv4 13 192.168.1.1 chuyén thanh IPv6 1a 2002:C0A8:0101::/48
Bing 5.2 - Tém tat IPv6

Dia chi Céu trac M6 ta

Link-local /128 Pia chi khong xac dinh dung trong thu tuc kiém tra
trung lap dia chi link local

Link-local ::1/128 Dia chi Loopback

Link-local Fe80::/10 bia chi chi dugc dung trong mdt mang, tuong ty Apipa
trong IPv4 (169.254.0.0/16)

Site-local Fc00::/7 Dia chi ndy c6 thé dung trong hé thong lién mang

Multicast Ff00::/8 Prefix cua dia chi multicast

IPv4 ffff:w.x.y.z/96 bia chi twong thich IPv4-Mapped

IPv4 2002::/16 Dia chi tuong thich 6to4

IPv4 W.X.y.z/96 bia chi twong thich IPv4-Compatible

2001:db8::/32 Pia chi dugc st dung 1am vi du trong cac tai lidu vé

IPv6

Global Céc dia chi IPv6 con Pung dinh tuyén giita cac Site

lai
Vi du trién khai IPv6
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L ]
“pc-pT
PC3

IPv4; 102.168.2.2/24
IPva: 2001:db9:: 2132

f.-'
PC-PT
A PC4

IPv4: 102.168.2.3/24

IPv4: 102, 163.1.2124

. - -
IPvE: 2001:dba:232 IPv4: 102.168.1.1/24 |7 g P4 t02.188.2.1/24

23 ALUselsatlc2 1Pv6: 2001:db9::1/32

IPv4: 102.168.1.3(24 2950-24 2950-24
. . IPva: 2001:db9:: 3032
IPve: 2001:dbS::3/32 Switcho Switchl Y f
_J )
o i
PC-PT PC-PT
PCz PCE

IP+4: 102.168.2.4/24

IPw4: 102.168.1.4/24
IPwa: 2001:db9::4)32

IPwa: 2001 :db5: 432
Mang 2001:dbs:: /32 Mang 2001:db9:./32

Hinh 5. 28 - Trién khai IPv6 cho 2 mang
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C4u hoi va bai tap

1. V&bang tom tic 3 16p IP A, B, C?
2. Hay néu cac khai niém: network-id, host-id, subnet-id, subnet mask, subnet mask
default, broadcast?
Trinh bay cac dia chi IP cua 3 16p A, B, C khong duoc danh cho host?
V& bang tom tat IPv6?
Trinh bay khéi niém dia chi private va public, co ché nao cho phép chuyén dbi giira
hai dang dia chi?
6. V& hinh va trién khai mot mang véi 5 doan mang dung 1Pv6.
Phan tich cau “T6i thay chia IP con ton IP hon”, n6i vay dang hay sai?
8. Mot host trén mang dugc ghi nhan IP: 10.76.67.125/8

a.Chia mang trén thanh 6 mang con hop 18?

b.Cho biét s6 host trong mot mang?

c.IP trén thudc mang nao, broadcast va subnet mask clia n6?
9. Hai host trén mang duoc ghi nhan dia chi IP nhu sau

IP1: 159.104.194.21

a s w

~

IP2:159.104.187.22
SM: 255.255.224.0

a.Hai IP1 va IP2 c6 cung mang hay khéng?
b.NN, B ciia mang co IP1, IP2?
10. M6t host trén mang duoc ghi nhan IP nhu sau 129.154.130.55/16
a.Chia m&i mang con c6 t8i thiéu 1024 (host), cé bao nhiéu mang con, s& host trong mdi mang?
b.IP trén thuéc mang con nao NN, B, SM?
11.Tra loi c&c cau hoi sau:
a.Dia chi IP & I6p B c6 subnet mask 1& 255.255.255.224 C6 bao nhiéu mang con hop & va mbi
mang c6 bao nhiéu host?
b.Cho biét subnet mask thudc I&p B cho phép s& mang con hop |& trén 164 va s6 host trong moi
mang trén 150.
c.Cho biét dia chi IP ndo sau day |a dia chi IP cta I&p C?

= 1111

= 200.1.1.1

= 128.128.128.128
= 224111

= 223.223.223.255
d.Gid tri cla octet dau tién cda I&p A 1a doan nao?
12. Hay ghép cac IP sau day, sao cho cac host mang cac IP nay cung mang:
IP1: 178.226.42.44/22
IP2: 178.266.44.78/22
IP3: 178.266.35.82/22
IP4: 178.266.39.69/22
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PHAN 2 - QUAN TRI MANG
MO HINH WORKGROUP

* Tém tit ndi dung chwong 6
Quan ly user trong Windows 7.

Quan tri tai nguyén mang trong mdi trudng Workgroup (thw muc, 6 dia, may in).

* Muc tiéu chwong 6
Sau khi hoc xong sinh vién c6 kha nang:
Quan ly user trong Windows 7.

Chia sé, quan ly va bao mét cho folder, drive va printer.
Gidi thiéu hé diéu hanh (0S) dung cho client

Trong m6 hinh Workgroup, cac may cai dat cac OS dung cho cho client hoat dong
trong mang ngang hang (Peer to Peer). Cac may tinh sir dung loai OS nay chi c6 mét loai
user duy nhat dugc sir dung goi 12 local user. User ciia may nao chi cé thé dang nhap vao
may d6 ma théi.

Tai nguyén local muén trg thanh tai nguyén mang, phai duoc chia sé (share). Viéc
chia sé tai nguyén nay do Administrator cua tirng may quan ly. Khi mot may khac muon
sir dung tai nguyén mang ctiia may nao dé, thi phai c6 2 quyén chinh.

Quyén hé théng (rights): may dé phai chirng thuy'c bang mot user cia mdy dang gilt tai nguyén mang.

Quyén truy cap (permission): sau khi d3 chirng thuc vao hé théng bang mot user, thi viéc sir dung tai
nguyén phu thudc vao quyén cla user do trén hé théng.

Céac OS dung cho client cung cap mét sé dich vu co ban dé phuc vu cho cac may
khac trén mang (nhu: chia sé Internet, truy cap tr xa, dich vu web...). C&c dich vu nay
cung cap cho so6 it nguoi dung va it tinh nang ho trg ciing nhu bao mat.

* Cac OS dung cho client caa Microsoft: Windows XP, Windows Vista, Windows
7...

* C4c OS ma ngudn mé: Ubuntu, Slackware, Caldera Open Linux, Su.S.E Linux,
Debian, CentOS, Fedora...

Quan trj user account trén Windows 7

Mot may tinh ¢ thé c6 nhiéu ngudi sir dung. MSi nguoi sir dung s& dwoc quan tri
vién tao ra mot user account (goi tit 1a user). Mot user bao gom mot username va
password dé ching thyc vao hé thong. Mdi user s& co6 mét profile (1a mot folder cing tén
véi user) duoc luu trong %Systemdrive%\Documents and Settings\%Username% hay
%Userprofile% (xem bang 6.1).

Profile ctia user 1 noi luu tit ca c4c cau hinh (Start Menu, Desktop.. ), luu dir liéu
ciia nguoi dung (UserData, My Document...), ddng thoi luu cac thong tin 4n cla nguoi
dung (Internet Explorer, Microsoft Outlook...).
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User chi co quyén s dung profile cua minh (hodc All User), viéc nay dam bao
tinh ca nhan khi nhiéu nguoi sir dung chung may tinh. Administrator duoc quyén xem tat
ca cac profile.

= om 8 B R E R OK

Contacts Desktep Downloads Faverites Links My My Music My Pictures
Documents
: I
] v
My Videos Saved Searches
Games

Hinh 6. 1 — Profile caa ul

Bang 6.1: Bang mét s6 bién méi trwong hay dung trong Windows

Bién méi truong Y nghia Vidu
%Systemdrive% O dia hé thong C:
%Systemroot% Thu myc goc C:\WINDOWS
%Systemdirectory% Thu myc hé thong CAWINDOWS\SYSTEM32
%Username% Tén user ul
%Userprofile% Profile cta user C:\Documents and Settings\ul
%Programfile% Thu myc chuong trinh C:\Program Files

Tao user

Dé tao user, phai c6 quyén Administrator.
Vao <Start> - Chon <Control Panel> - chon <User Accounts> - chon <Manage another account>.

Hop thoai <User Accounts>. Mdc nhién khi cai Win7 xong c6 2 account. Account dwgc tao khi cai dat
<ul> cé quyén admin, account <Guest> bj khéa. > Chon <Create a new account> > Nhap tén user can
tao vao <New account name>.

Cé 2 loai account.

— Standard user:
Str dung hau hét cac phan mém va cac thay doi hé théng, nhung khdng thé tac
dong téi cac user khac va hé thong bao mat caa may tinh.
— Administrator
Quyén quan tri hé thdng, tac dong dén céc user khac.
Chon <Standard user> — Nhin nat <Create Account>.
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Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu,
L WO

@ Standard user

Standard account users can use most scftware and change system settings that do not affect other users or
the security of the computer.

() Administrator
Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked te provide their password or confirmation before
making changes that affect other users,
We recommend that you protect every account with a strong password.

Why is a standard account recommended?

@)

| Create Account J Cancel

Hinh 6. 2 - chon loai User account

User u2 duoc tao ra, logoff va logon vao u2, m¢ khong duoc profile cua ul vi
khong co6 quyén.

Thay doi moét user
Vao <Start> - Chon <Control Panel> - chon <User Accounts> - Trong hOp thoai <User Acccounts>,
cho phép thay déi tén, tao (hodc thay d6i) password, thay d6i Icon, thay d6i loai account (Administrator
hay Standard).

Make changes to your user account

Change vour passwerd B éiPassword cnanl ———

bl ul
Standard user
Password protected

Remove your password  Xoa password
l:hange VOLT FiCt'JI'E Thav doilcon luen tha
By Changeyour account name  Thay doi tén account (quyen admin)

_F&I Change your account type Thay doiloai acconnt -.111_1:611 adandn

B Mana ge ancther account Chuan 1y account kKhac (quyén admin)

'?:.ij' Change User Account Control settings Thayv 461 UAC ciiauser
Hinh 6. 3 - Thay déi User account

Xoba user

Dé tao user, phai c6 quyén Administrator.
Vao <Start> - chon <Control Panel> -> chon <User Accounts> -> chon <Manage another account> -
chon account can x6a > chon <Delete the account>.

C6 hai cach dé xo6a account.

— Keep Files: Trudc khi x6a account, Windows s€ tu dong luu ndi dung Desktop,
My Document... vao mét folder trén Desktop véi tén la tén account. Tuy nhién,
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Windows khdng lwu cac théng sb ciu hinh (Microsoft Outlook, Internet
favorites...).

— Delete Files: Trudc khi x6a account, Windows s& x6a tat ca cac thong tin lién
quan dén account.

Bao mat cho user
Pé thiét 1ap bao mat phai c6 quyén admin, thiét 1ap bao mat dé tranh hacker do tim
password.
Vao <Start> - Chon menu <Control Panel> > Chay <Administrative Tools> > Chay <Local Security
Policy>.

Hop thoai <Local Security Settings> > Click vao dau cdng <Account Policies> -> Chon <Account Lockout
Policy> - thiét |4p cac théng sé sau.

— Account lockout threshold: s6 1an dang nhap sai password, ltuc ndy tai khoan s&
bi khoa. Mac nhién la gia tri 0 (khdng str dung)
— Account lockout duration: thoi gian khoa tai khoan.
— Reset account lockout counter after: thoi gian reset lai bo dém, thoi gian nay
phai nhé hon Account lockout duration.
Trong hinh duéi: khda Account néu gé sai password 3 lan, 31 phit sau tai khoan
s& m& dong thoi véi viéc reset lai bo dém.

_i;, Lecal Security Policy E'E
File Action View Help
€755 = H=
- . . -
B Security Settings Policy Security Setting
48 'A_cc;:unt Pchlcl;rzzr Account lockout duration 31 minutes
& ‘a""l”c'c ooy - Account lockout threshold Finvalid legon attempts
» 4, Account Lockout Policy )
. .. - Reset account lockout counter after 31 minutes
a Local Policies

| Windows Firewall with Advanced Seci

Hinh 6. 4 - Account policies

Quan trij tai nguyén mang (6 dia, thw muc, may in)

Trong mo hinh Workgroup cdc may trén mang 1a may Peer (tu quan ly tai nguyén
cia minh), nén user c6 quyén admin s& chia sé tai nguyén cua minh cho cic mdy trén
mang su dung.

Cha y: cac user sir dung tai nguyén mang phai c6 password va cac quyén trén hé
théng va quyén truy cap tai nguyeén.

Chia sé tai nguyén 6 dia va thu myc
Viéc chia sé tai nguyén 6 dia thuong gap la cac 6 dia quang, 6 dia luin ly
(partition). Chia sé 6 dia va folder cach lam gidng nhau, cac may khac sir dung cic tai
nguyén nay nhu mét folder dung chung trén mang.
Phai chudt |én 6 dia can chia sé > Chon menu <Properties> - Chon tab <Sharing> > Nhan vao nut
<Share>
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Click vao miii tén xuéng <Type a name...> chon d6i twgng can chia sé (hodc ghi tén vao) <u1> > Nhén
nut <Add> > Cap quyén cho ddi tuwgng <Permission Level> - Nhan nut <Share> -> Nhan nut <Done> ->
Nhan nut <Close>.

s
) 22, File Sharing
Choose people to share with
Type a name and then click Add, or click the arrow to find semeone.
Marme Permission Level
42, Everyone Read +
2 me Owner
2u Read/Write + Read
v Read/Write
Remove
e ———

I'm having trouble sharing

I 1Byl Share J[ Cancel

Hinh 6. 5 - Chia sé thu muc

Cac may can s dung tai nguyén nay thi két néi vao may chia sé. Vao <Start> > Nhap vao \\IP cia mdy
chia sé (hoic tén clia may chia sé) trong <Search...> = Nhan phim <Enter>. & day, phai ding mét user
trén may chia sé dé két ndi (khéng dung user mdy minh).

' See more results

[\\192.168.1.100 @ < | | Shutdown | » |

Bue - O

Hinh 6. 6 - Truy cap tai nguyén

Luu yv: duwong dan \1192.168.1.100 duoc goi la dwong dan UNC 1a dwong dan dung dé truy
cap cac tai nguyén trong mang LAN.

C6 thé truy cap thang vao tai nguyén mang khi biét tén chia sé clia nd, vi
du:\\192.168.1.34\shared

DUung |énh net share dé xem céc tai nguyén duwoc chia sé trong hé théng

Chia sé tai nguyén may in
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May in 1a thiét bi van phong dit tién, chiém khong gian va tén chi phi bao tri. Bé
may in hoat dong hiéu qua, dang muc dich may in thuong dat tai mot noi tién loi, chia sé
cho cac may str dung chung.

Vao <Start> > Chon <Devices and Printers> - Phai chudt |&n mdy in can chia sé <HP LaserJet P2050
Series PCL6> - Chon menu <Printer Properties.> - Chon tab <Sharing> - Check vao <Share this
printer> > Dién vao tén tai nguyén goi nhd trong <Share name> -> Nhan nut <OK>.

) HP Laserlet P2050 Series PCL6 Properties [5m]
Secur 0 Device Settings About
General Sharing | Forts I Advanced Color Management

/I you share this printer, only users on your network with a username
% and password for this computer can print to it. The printer will not
be available when the computer sleeps. To change these settings,
use the Metwork and Sharing Center.

@ Share this printer
Share name:  HP2050_PKD 3

Render print jobs on client computers

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer,

I Additional Drivers... I

—
\I“}’JOH | [ Cancel || ey |

Hinh 6. 7 - Chia sé may in

Céc may can sir dung may in mang, Cac may can sl dung tai nguyén nay thi két néi vao may chia sé. Vao
<Start> > Nhap vao \\IP ciia mdy chia sé (hoac tén ciia mdy chia sé) trong <Search...> > Nhan phim
<Enter> - Phai chubt 1én may in mang <hp2050_pkd> -> chon menu <Connect...>.

k and Sharing Center View remote printers
4 hp2050_pkd Open
- Cn:nnnect...@
Create shortcut
Properties

Hinh 6. 8 - Sir dung may in mang

Anh xa 6 dia mang
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Khi thuong xuyén st dung mot folder trén mang nén anh xa ching thanh mét 6
dia trén may dé str dung nhanh chong va hiéu qua.
Phai chudt |&n folder mang can dnh xa <SharedDocs> -> Chon menu <Map Network Drive...>.
@ —
Shared Open
M,q! | Share Open in new window

Festore previous versions

Map network drive... @

Hinh 6. 10 - Anh xa 6 dia mang

Luu yv: tai nguyén mang cé biéu twong nhanh mang bén dudi.

Chon nhin cho 6 dia can tao trong <Drive> - nhan nut <Finish> dé hoan tat.

Specify the drive letter for the connection and the folder that you want to connect to:

®

Drrive: ’Z: v]

Folder 1192168 1.10045hared Trrosm.
Example: \V\serverishare
Reconnect at logon

[] Connect using different credentials

Connect to 3 Web site that vou can use to store vour documents and pictures,

[ Finish ][ Cancel

Hinh 6. 11 - Chon 6 dia 4nh xa

Vao <My Computer> sé thay 6 dia nay.
4 Devices with Removable Storage (2)

Floppy Disk Drive (A:)

@ DVD RW Drive (D:)

4 Network Location (1)

) Shared (\4192.168.1.100) (Z:)
- d— 8.57 GB free of 159 GB

Hinh 6. 12 - Truy cép 6 dia anh xa
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Lvu y: dung |&énh net use Z: \\192.168.1.34\SharedDocs dé anh xa 6
dia mang.

Bao mat tai nguyén mang (6 dia, thu muc, mdy in)

Bao mat cho 6 dia va thw muc
Céc tai nguyén mang duoc chia sé vai muc dich dung chung. Nhung né phai st

dung dung muc dich. Vay viéc bao mat trén cé4c tai nguyén rat quan trong.

— Gidi han nguoi truy cap (chia sé cho ai su dung).

— Gi6i han quyén truy cap (ai duoc quyén doc, thém, xda, sta...).
Phai chudt |&n tai nguyén can bado mat (vi du folder Shared) > Chon menu <Properties> -> Chon tab
<Security> > Nhan nut <Edit...> > Chon nhdm <Everyone> trong <Groups or users names>, nhém
Everyone cé quyén doc va thuc thi &> Nhan ndt <Remove>, 1Gc nay nhdm Everyone s& khéng ¢ quyén gi
trén tai nguyén nay nita (thir m& Shared ra s& dugc thdong bdo khéng cé quyén “You don’t currently
have permission to access this folder”).

. Permissions for Shared @

Securty

Object name:  C:\Shared

2 me (WINT\me)
2 ul WINTw)
52, Administrators (WINT\Administrators)

[ Add... ] [ Remove I

Pemissions for Evenyone /@:—;\! Deny

T T T T L
Modify [ H -
Fead & execute [ )
List folder contents <
Read | =
Write B -

Leam about access control and permissions

[ OK ][ Cancel ] Apply

Hinh 6. 13 - X6a quyén nhém Everyone

Bay gio cho phép ul doc va thuc thi folder nay, nhung cdm ghi 1én folder nay

(nghia 14 cAm tao thém folder va file bén trong).
Trong hdp thoai <Permission for Shared> - Nhan nut <Add...> > Hop thoai <Select Users or Groups>

hién ra > Nhap vao <ul> trong <Enter the object name to select> -> Nhan nut <Check Names>, néu ul
ton tai trong hé théng thi tén nay sé cé thém dwdng dan va gach chan > Nhan nat <OK>.
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. Permissicns for Shared

Securty

Object name:  C:\Shared

GI'CILID ar User names:

82, Everyone

82, 5YSTEM

2 me (WINT\ms)

82, Administrators (WIN7\Administrators)

@

Select this object type:

Users, Groups, or Built4n security principals

From this location:
WINT

Enterthe object names to select (2amples):

WINT w1

Check Na&;}s J

[—0@7 o]

| Add..

| (CRenowe ] | B

Hinh 6. 14 - Thém déi twong ul vao ACL

Chon <ul> trong <Group or user names> -> O cot <Allow> check vao <Read & Execute> (Iic nay c3 2

check <List Folder Contents> va <Read> dugc tu ddng check theo, vi quyén doc thuc thi bao gobm ca
quy&n ma folder va doc folder) > O cot <Deny> check vao <Write> - Nhan nut <OK>. Dung may khéc,
truy cap vao folder nay (Shared). M& thir folder, sau dé tao moét folder con va mét file.

Security

. Permizzsions for Shared

=5

Object name:

CMShared

ISI'CIUD Or User names:

'!-':?J Everyone

82 SYSTEM

2 me (WINTme)

g’J.-'—‘-dministlatDrs (WINTAdministrators)

Special permissions

& ul (WINTwT)
[ Add ] [ Remove ]
Pemissions forul Allow Deny
Read & execute \ |-
List folder contents @ B —
Fiead [ =
Virte R

1

Leam about access control and pemissions

( OK@[ Cancel || Apply |

Hinh 6. 15 - Cap quyén cho ul

Bao mat may in
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Tuong ty nhu bao mat 6 dia va thu muc. Viéc bao mat may in nham muc dich sir

dung may in mot cac hiéu qua, dang muc dich va tiét kiém chi phi van phong.

Vao <Start> > Chon <Devices and Printers> - Phai chudt [8n may in cin bdo mat <HP LaserJet P2050
Series PCL6> > Chon menu <Printer Properties> > Chon tab <Security> - Chon <Everyone> trong
<Group or user names>, Moi ngudi déu cé quy@n in trén may in nay-> O cot <Allow> bd check <Print>
- Nhéan ndt <Add...> - Nhap vao <ul> trong <Enter the object name to select> - Nhan nut <Check
Names>, néu ul ton tai trong hé théng thi tén nay s& cé thém dudng dan va gach chan - Nhan nat

<OK>.

Eﬁ HP Laserlet P2050 Series PCLG Properties

=

| Zeneral | Sharing | Parts I Advanced Colar Management

Securty | Device Settings

About

GI'CILIIZI ar User names:

#2 CREATOR OWNER
2 me (WINT'me)
.'E‘J_._.-’-‘-J:Iministlatnrs [WINTAdministrators)

Meerore @

Special pemmissions

3)
Add... | [ Femove ]
Pemigsions for Everyone Allow Dy
Print O O
Manage this printer ] [
Manage documerts [l ]

Leam about access caontrol and pemissions

For special pemissions or advanced settings, click Advanced.

| oK

][ Cancel ][ Apphy

)

Hinh 6. 16 - X6a quyén in caa Everyone

Chon <ul> trong <Group or user names> -> O cot <Allow> check vao <Print> va <Manage this Printer>,

cho phép ul in va quan ly mdy in - nhan nat <OK>.
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5 HP Laser)et P2050 Series PCLG Properties (3w

| General I Sharing | Ports Advanced Colar Managemerit
Security | Device Settings About

ISI'IZILIIZI ar user names:

82 Everyone

2 CREATOR OWNER

& me (WINT\me)

82, Administrators (WIN T\ Administrators)

.‘i

[ Add... ] [ Remove ]
Pemissions farul Allow Ceny
Prrt @ [
Manage this printer [
Manage documents ] |
Special permissions

For special pemizsions or advanced settings, click Advanced. et

Leam about access control and pemmissions

| oK )| Cancel || Apply |

Hinh 6. 17 - Cap quyén in, quan Iy may in cho ul

Cau hoi va bai tap

e Phan biét cac loai user trong Windows 7?

e Trinh bay cac bién méi truong hay sir dung trong Windows?

e Trinh bay y nghia cua Account lockout threshold, Account lockout duration, Reset
account lockout counter after?

e Trinh bay chi tiét cac budc chia sé mot folder?

e Trinh bay chi tiét cic budc chia sé mot printer?

e Trinh bay chi tiét cac budce anh xa mot folder thanh mét 6 dia mang?

e Lam sao dé user ul chi dugc doc khong duogc ghi trén thu muc data?

e Viét Iénh truy cdp vao tai nguyén mang trén server S1 véi thu muyc chia sé 1a
Public?

e Néu Administrator khong cai dat password, nguoi ding cé thé dung account nay
dé lay tai nguyén chia s€ tir mot may khac khong, tai sao?

e Hay tit chtrc nang share tai nguyén trong card mang dé bao mat cho may tinh?

e Hiy tién hanh cai ban va 15i méi nhat cho Windows 7?

e Hiy tit ché d6 Autorun dé bao mat khi cim thiét bi luu trit ngoai vao may?
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MO HINH CLIENT/SERVER

* Tém tit ndi dung chwong 7
— Hudng dan cai dit Windows Server 2003 SP2 va tao file tra 101 dé cai dat tu
dong.
— Gidi thiéu AD, thing cip mot server 1én DC va join mot workstation vao mién.
— Quan tri cac object trong AD.
— Share permission va NTFS permission.

* Muc tiéu chwong 7
Sau khi hoc xong sinh vién kha nang:
— Cai dat Windows Server 2003, tao file tra 101 tuy dong.
— Trinh bay kién triic AD, thudc tinh va chirc ning cua cac object.
— Thing cap mot server 1én DC va join mot workstation vao mién.
— Céap quyén share permission va NTFS permission.

7.1. Hé diéu hanh (OS) dung cho server

Cac OS thong dyng co hai loai chinh d6 la Windows va Linux, hién nay dé giam
chi phi va bao mat (tranh virus va hacker). Cac nha dau tu chon Linux lam OS cho may
chu ctia minh, nhung Windows cling c6 thé manh rat 16n (nhat 1a dich vu AD).

* Microsoft OS:
— Ho Windows NT: Windows NT 3.1, Windows NT 3.5, Windows NT 3.51,
Windows NT 4.0.
— Ho Windows 2000, c6 3 dong chinh tuy vao cac tinh nang mé rong: Windows
2000 Server, Windows 2000 Advanced Server, Windows 2000 Datacenter
Server.
— Ho Windows 2003, c6 4 phién ban st dung rong rai: Standard Edition,
Enterprise Edition, Datacenter Edition va Web Edition.
— Ho Windows 2008 ciing ¢ 4 phién ban thay thé cho 4 phién ban ctia Windows
2003, khi nang cdp phai chon ding phién ban: Standard Edition, Enterprise
Edition, Datacenter Edition hay Web Edition.
— Standard Edition: danh cho cac chuong trinh phuc vy nho khong can ty nhém
(clustering), c6 4 bo xur ly.
— Enterprise Edition: danh cho céc chuong trinh phuc vu 16n hon, cho phép tu
nhom , c6 8 bd xtr 1y.
— Datacenter Edition: danh cho may chi mainframe, c6 128 bd xu 1y.
— Web Edition cho chu web co ban, c6 2 bd xur 1y.

* Linux OS: cac phién ban thwong gap la.
— RedHat Linux.
— Slackware.
— Caldera Open Linux.
— Su.S.E Linux.
— Debian.
— CentOS.
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— Fedora.
7.1.1. Cai dat hé diéu hanh Windows Server 2003
Gidi thiéu

Windows Server 2003 (Win2K3) la m¢t OS danh cho may chu server cua
Microsoft, c¢6 rat nhiéu phién ban danh cho cac may chu ¢ chic nang khac nhau. Trong
Win2K3 tich hop hau hét cac dich vu mang, dich vu tng dung mang can thiét.

Cai dat

Cai dat Win2K3 c6 mot sd diém khac voi cai dat WinXP. Server sé c6 nhiéu client
két noi to1 va hé thong co nhicu server, vay phai hoach dinh cai dit nhu thé nao cho phu
hop voi quy mo cua to chire. Cac giai doan giong véoi cai WinXP s€ dugc trinh bay van
tat.

* Buée 1: Chuin bi cai dit
Khi cai dat phai cung cap cac thong tin can thiét cho qua trinh cai dat. Pé 1én ké
hoach cho vi€c nang cap hodc cai méi, nén tham khao hudng dan tir Microsoft Windows
Server 2003 Deployment Kit. Cac thong tin can biét trudc khi nang cap hay cai dat.
— Yéu cau hé thong: téc do t6i thiéu Pentium 233 MHz, ram t6i thiéu 64 MB,
ctng trong toi thiéu 1.5 GB.
— Tinh tuong thich phan cing va phan mém: c6 thé kiém tra bang chuong trinh
trong dia CD bang cach tai ddu nhac 1énh chay \i386\winnt32 /checkupgradeonly
hoic ¢6 thé kiém tra trén trang Catalog.
— Xac dinh 6 dia cai dat: 1a primary partition di active.
— Chon dinh dang dia: FAT, FAT32 hay NTFS. Khuyén cao chon NTFS.
— Chon cach quan ly 1a Workgroup hay Domain. Khuyén cdo chon Workgroup,
neu la may quan ly mlen thi thang cap 1én DC sau hodc néu 1a may con ctia mot
mién thi j Jom vao mién sau.
— Chon ché d6 str dung gidy phép
— Per Server Licensing: 13 lua chon tt nhat khi hé thong cO mot server phuc vu
cho mot sé luong client nhit dinh, luc nay phai xac dinh sO luong gidy phép luc
cai dit. SO luong gidy phép tuy thudc vao so lugng client két ndi t6i server, tuy
nhién trong khi sir dung c6 thé thay doi s6 luong két ndi cho pht hop véi thoi
diém hién tai.
— Per Seat Lincensing: la lya chon tét nhét trong truong hop mang co nhiéu
server. Trong ché do gidy phép nay, mdi client chi can mot gidy phep duy nhat dé
két ndi t4i tat ca cac server va khong han ché sb luong két ndi dong thoi toi
Server.
— Chon phuong an két ndi mang, ngdn ngir, mai gio...

* Buwdc 2: bit diu qua trinh cai dat.
— Kiém tra xem hé théng minh 13 cai dat méi, nang cap tir phién ban cii hay cai
song song hai OS.
— C6 thé cai dit tir dia CDRom, tir Source d c6 sin trong may hay trén mang
(thu myc i386). Dung 1énh winnt.exe dé cai dat.
— O day, sé& cai méi Win2K3 tir CDRom.
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— Pua dia CDRom vao va thiét 1ap may tinh boot tir CDRom nay.

* Budc 3: giai doan Text-based
— Khoi dong may tinh — dong chit “press any key to boot CD...” hién 1én bao
nhin mot phim bét ky dé boot tir CDRom, nhan phim bat ky — OS s& kiém tra
phan cimg néu thich hop sé& tién hanh cai dat.
— QuA trinh cai dit bao: néu ding 6 cimg SCSI thi nhan <F6> dé cai dat driver
cho 6 dia nay.
— Qua trinh cai dat bao: néu mudn tao mot backup thi nhén phim <F2>, Windows
Server Backup s€ tao image backup.
— Qua trinh cai dit tai cac file can thiét trong qua trinh cai va cac driver.
— Hop thoai <Welcome to Setup> bao dé tiép tuc cai dit nhan phim <Enter>, dé
stra 10i nhan phim <R>, dé két thuc qua trinh cai dat nhan phim <F3> — Nhan
phim <Enter>.
— Hop thoai <Windows Licensing Agreement> bao néu dong y thong tin ban
quyén nhin phim <F8>, khong déng y nhan phim <ESC>, nhan phim <Page
Down> dé doc trang ké tiép — Nhan phim <F8>.
— Hop thoai <Win2K3, Enterprise Edition Setup> bdo nhan phim <Enter> d¢ tiép
tuc cai dat, dé tao mot partition méi tir khong gian dia tréng nhan phim <C>, dé
x6a mot partition nhan phim <D> — Chon <partition> thich hop — Nhan phim
<Enter>.
— Truong hop cai trén mot partition mai. Qua trinh cai dat dé nghi xac dinh dung
luong cua partition nay. Nhap dung lugng vao <Create partition of size (in
MB)> — Nhén phim <Enter>.
— Qua trinh cai dat bao: nhin phim <Enter> dé cai dat 1én partition dugc chon, dé
tiép tuc tao partition khac nhan phim <C>, dé xo6a partition nhan phim <D> —
Chon <partition> thich hop — Nhan phim <Enter>.
— Qua trinh cai dat bao: dinh dang partition theo dang nao, chon dinh dang nhanh
NTFS — Chon <Format the partition using the NTFS file system (Quick)> —
Nhén phim <Enter>.
— Qua trinh dinh dang partition thuc hién. Sau khi dinh dang xong partition, cac
file can thiét trong qua trinh cai dat duoc chép vao may. Cac file nay la cac trinh
diéu khién, co s dit liéu, giao dién d6 hoa...
— Hé thong yéu cau khoi dong lai, dém ngugc trong vong 8 gidy hoic co thé
nhan phim <Enter> dé khoi dong lai ngay.

* Budc 4: giai doan GUI-based.
— Khi khoi dong lai, qua trinh cai dit chuyén sang giao dién d6 hoa — Cai cac
trinh diéu khién thiét bi (driver).
— Hop thoai <Regional and Language Options>, cho phép nhap vao: ngoén ngit,
don vi tién té, ngay thang nam... — Nhan nat <Next>.
— Hop thoai <Personalize Your Software> — Dién tén ngudi st dung vao
<Name>, tén t6 chire str dung va <Organization> — Nhan nat <Next>.
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— Hop thoai <Your Product Key> — Nh4p vao <Product Key> 25 chit s6 do
Microsoft cung cap — Nhan phim <Next>,

Windows Setup E

Collecting Your Product Key
information “Y'our Product Key uniquely identifies your copy of ‘wWindows.

Dynamic
Update

Preparing "= PRODUCTHEY. ' The 25-character Product Key appears on the yellow sticker
installation . on the back of your \Windows CD folder.

Type the Product Key belaw:

Setup will complete _ @
approximately: Froduct Key:

33 minutes QVEXT - | GY22K - [ DBMGR  © 4MD8E | BMVRG
2)
< Back I Mests |
Hinh 7. 1 - Nhap vao product key

— Hop thoai <Licensing Modes>, c6 2 loai ban quyén. <Per server Number of
concurrent connection> dung nhiéu trong truong hop hé théng co 1 server.
Server s& dém sb két ndi dong thoi va khong cho qua sé két ndi dang ky. SO
luong két ndi ciing mot lac 1a xac dinh, s6 nay co thé thay d6i sau. <Per Device
or Per User> dung nhiéu trong hé thdng nhiéu server, moi thlet bi hoac user co
thé ket nbi vao nhiéu server ciing mot lic. Lac nay khong can quan tim dén gioi
han s6 két ndi trén timg server, ma chi quan tim dén thiét bi va user ndo két ndi
v6i hé thdng — Chon option <Per server. Number of concurrent connections>
— Pé nguyén gia tri 5 Client Access Lincence (CAL) — Nhan nut <Next>.

Windows Setup .

Collecting Licensing Modes
information i I i

Windows Server 2003 supports two licensing modes.
Dynamic
Update

Preparing L), Select the licenzing mode pou want to use.
installation ‘ﬁﬂ

* Per server. Mumber of concurment connections:

E ach connection must have itz own Client Access Licenze.

. Finalizing

installation

" Per Device or Per User.
Setup will complete Each device or user must have its own Client &ccess License.

To avoid violation of the License Agreement, uze Licenzing [which iz located
in Adminiztrative Toolz] to record the number of Client Access Licenses

purchased.
< Back I et » [‘l@

Hinh 7. 2 - Chon ché @9 licensing

— Hop thoai <Computer Name and administrator Password> — Nhap tén may
tinh vao <Computer name> — Nhdp password cta quan tri hé thdng vao
<Administrator password> — Xac nhan lai password trong <Confirm
password> — Nhan nit <Next>.
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Win2K3 yéu cdu password phai phirc tap: tu 7 ky tu tro 1én, khong co tu
Administrator hay Admin va chira 3 loai ky tu trong bon nhém ky tu sau: chir thuong (a,
b, c...), chit hoa (A, B, C...), s0 (1, 2, 3...), ky tu dac biét (!, @, #...).

Computer name: 1 SERVERM

Setup creates a user account called Administrator. “'ou use thiz account when
you need full access ta pour computer.

Setup will complete

approximately: Type an Administrator passwoed:
33 minutes

Adrministrator pazsword: [ |eeesesse

Confirm password: LLIITTT L)

3)
=
< Back I Mexst > [\>I

Hinh 7. 3 - Nhap tén may tinh va password Administrator

— Hop thoai <Date and Time Settings> — Chinh lai ngay gid hé thong trong
<Date & Time> — Chon mi gio' cho phu hop trong <Time Zone> — Nhan nut
<Next>.

Luu y: mui gio cia Viét Nam 1a GMT +07
— Hop thoai <Networking Settings>, cho phép cai dat NIC thong thuong
<Typical settings> (gébm cé: Client for Microsoft Networks, File and Print
Sharing for Microsoft Networks, QoS Packet Scheduler va TCP/IP transport
protocol), hay cai dat tuy chon <Custom settings> — Chon option <Typical
settings> — Nhén nat <Next>.

— Hop thoai <Workgroup or Computer Domain>, cd 2 option. <No, this
computer is not ...> may tinh nay la may peer hoat dong trong mang workgroup.
<Yes, make this computer a member...> mdy tinh nay 13 phan tr cia mot mién —
Chon option <No, this computer is not on a net work...> — Dat tén cho nhom
lam viéc <DOLY> — Nhan nit <Next>.

Workgroup or Computer Domain
A warkgroup is a collection of computers that have the same workgroup name. &
domain iz a collection of computers defined by a network, administrator,

Do pow weant this computer to be a member of a domain?
[r'ou may need to obtain this information from your network. administrator. |

Ma, thiz computer is nat on a network, or iz on a nebwaork, without & dorait,
M ake thiz computer a member of the following workgroup:

{DoLy

" ‘ez, make this computer a member of the following domair:

2)
< Back Im\;i

Hinh 7. 4 - Pat tén cho nhom lam viéc
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— Qua trinh cai dit hoan tAt— mady tinh khdi dong lai — nhan t6 hop phim
<Ctrl> + <Alt> + <Del> hop thoai logon hién 1én — ding nhdp vao bing tai
khoan Administrator.
7.1.2. Ty d6ng hda qua trinh cai dat Win2K3
Viéc cai dat Windows cho nhiéu may vdi cac thong sé gidng nhau 1a mot viée tén
kém va nham chan. Pé ty dong hoa qua trinh nay c6 2 cach, mot 1a ding anh dia hoic
anh partition (disk image, partition image), hai 1a dung phuong phéap cai khong can theo
ddi (unattended installation) thong qua mét kich ban (script) hay tap tin tra 1o1.
Tao file tra 107 tw dong

File tra 10i ty 1a mot file ¢6 ciu tric, tra 15i sin cdc thong sb va thong tin khi cai
dat. File tra loi ¢ thé soan thao bang Notepad hodc dung cong cu cé trong dia source
Win2Kas.

— Mo dia source CD Windows Server 2003— Vao trong thu muc DEPOY.CAB
SUPPORT\TOOLS\DEPLOY.CAB — Chon hét tit ca céc file trong thu muc
DEPLOY.CAB — Phai chudt 1én ving bdi den — Chon menu <Extract> dé giai
nén DEPLOY.CAB vao mdt thu muc nao d6 (vd: C:\Unattended).

B D:\SUPPORT', TOOLS:DEPLOY.CAB

File Edit \ew Favorites Tools  Help

() Back :__,:_;_—I'-—l—,éeamh\_‘fgldew:l & @ X ) | HRRS

ngdresihi D:\SUPPORT| TOOLS|DEPLOY. CAB

| Size | Type | Date
~=E  Application 31242005 £:09 PM
KE  Compiled HTML Help..,  3/24/2005 6:00 PM
KB  Application 32412005 6:09 PM
49KE  mpplication 3242005 6:09 PM
12KB  Text Document 32412005 7:50 PM
1,005 KE  Compiled HTML Help...  3(24/2005 &:08 PM
27KE  Application 3i24/2005 £:09 PM
S3ZKE  Application 32412005 6:09 PM

o7 KD fimelimmbime A Mnine S min Mk

Hinh 7.5 - Giai nén DEPLOY.CAB

— M6 C:\Unattended — chay file setupmgr.exe.

— Man hinh <Welcome> — nhan <Next>.

— Hop thoai <New or Existing Answer File> co 2 option. <Create new> d¢é tao
méi mot file kich ban. <Modify existing™> sira mdt file kich ban c6 san — Chon
option <Create new> — Nhan nit <Next>.

— Hop thoai <Type of Setup> c6 3 option. <Unattended setup> tao file kich ban
Winnt.sif. <Sysprep setup> s& tao ra mot Mini-Setup (x6a hét SID nén c6 thé
chay trén cac may khac). <Remote Installation Services (RIS)> dung dé cai dat
Windows tir xa — Chon option <Unattended setup> — Nhan niit <Next>.

— Hop thoai <Product>, chon loai hé diéu hanh Windows — Chon option
<Windows Server 2003, Enterprise Edition> — nhan nut <Next>.

— Hop thoai <User Interaction>, mirc do tuwong tac khi cai dat, Chon <Fully
automated> — nhan nat <Next>.

— Hop thoai <Distribution Share>, kiéu phan phdi file kich ban — Chon option
<Setup from a CD> — nhén ntt <Next>.
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— Hop thoai <License Agreement>, chip nhan ban quyén— Check vao <I accept
the terms of the...> — Nhin nat <Next>.

— Hop thoai <Name and Organization>, nhap tén ngudi sit dung va tén to chirc.
Néu khong nhap thi Windows s& bat nhap trong qua trinh cai dit — Nhap tén
vao <Name> — Nhip tén t6 chirc vao <Organization> — nhan nut <Next>.

— Hop thoai <Display Settings>, thay doi cach hién thi — Dé nguyén cach hién
thi mic nhién — Nhan nit <Next>.

— Hop thoai <Time Zone>, chon mii gio — Nhin miii tén Xuéng chon <GMT
+07> — Nhén nat <Next>,

— Hop thoai <Product Key>, ma san phdm — Nhap vao 25 sb key san pham
trong <Product Key> — Nhén ntt <Next>.

— Hop thoai <Licensing Mode>, loai ban quyén — Chon option <Per server>
— Pé nguyén gi tri 5 Client Access Licence — Nhén ntt <Next>.

— Hop thoai <Computer Name>, nhdp tén maday tinh du dinh cai dat vao
<Computer name> — Nhéan nit <Add...> — Lan luot thém cic may khac vao
hop <Computers to be installed> — Nhan nut <Next>.

6 Setup Manager =]
[=- General Settings Computer Names
- Mame and Organization Each computer on a netwark must have a unique identifier.
- Digplay Settings
- Time Zone Type a name far each destination computer (15 characters maximum), and then click
- Praduct Key Add.

- Metwark Settings

. ) To import computer names from a text file [one computer name per line), click Import.
- Licensing Mode @

- Computer Mames LComputer narme:
- &dministrator Pagsword IServerDS @ add...
- Metwarking Components
- Wiorkaroup or Damain Computers to be installed:
[=- Advanced Settings Server(l Import.... |
- Telephony Serverl2
- Regional Sethings Bemove |
[N
- Installation Falder ™ Automatically gererate computer names based on the organization name specified
- |ngtall Printers on the Name and Organization page
- Additional Corrmands @
g
¢ Back | Meut » | Cancel

Hinh 7. 6 - Nhap tén cac may tinh dw dinh cai dat

— Hop thoai <Administrator Password> — Nhap password cua Admin vao
<Password> — Xac nhan lai password trong <Confirm password> — Check
vao <Encrypt the Administrator...> d¢ mi héa password Admin trong file tra 1oi
— Nhan niit <Next>.

— Hop thoai <Networking Components> c6 2 option. <Typical settings> dung
cac protocol mang mac nhién. <Custom settings> thém bdt cac protocol mang —
Chon option <Typical settings> — Nhan nat <Next>.

— Hop thoai <Workgroup or Domain>, may tinh thuéc moé hinh quan ly nao —
Chon opiton <Workgroup> — Nhap tén nhom lam viéc — Nhan nit <Next>.

— Hop thoai <Telephony>, cung cap sé dién thoai cho ngudi sir dung — Nhén
nat <Next>.

— Hop thoai <Regional Settings>, chi dinh ving — Chon option <Specify
regional settings in the answer file> — Chon <Vietnamese> — Nhéan nut
<Next>.
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— Hop thoai <Languages>, chon ngdn ngit — Chon <Vietnamese> — nhin nut
<Next>.
— Céac hop thoai tiép theo c6 thé dung mic dinh — Nhan <Next> cho dén hop
thoai chi dinh duong dan dé tao file kich ban— Chi duong din dén file
<unattend.txt> — Nhan nut <OK>.

x|

Setup Manager haz created an answer file with the settingz you provided. To zave the
file, enter a path and file name.

ath and file name:
C:\ nattendediunattend. bt Browse. . |

|f multiple computer names were specified, Setup M anager also created a udb file.
Lepending upon the pe of answer file created, Setup Manager might alzo have
created a zamole .bat scriot.

r___Eﬂz(Ei? Cancel

Hinh 7. 7 - Vi tri lwu file kich ban

— Ba file unattend.txt, unattend.udb, unattend.bat duoc tao ra, nhan nat <Cancel>
dé ket thuc.
=01 x|

Completing Setup Manager

You have successfully completed S etup Manager and
created the Follawing files:

B- General Seftings

- Mame and Organization
- Dizplay Settings

- Product Kep

B- Metwork Settings

- Licensing Mode

- Computer Mamas

- Administrator Password
- Metworking Components
- workgroup or Domain
B Advanced Settings

- T elephony

EXUnattendediunattend. tat

C:Mnattendediunattend, udb

C:\Unattendedunattend. bat

- Hegional Settings
- Languages:

Far infarmation abaut using the answer file, view the sample
- Browser and Shell Settings

batch script.

- Additional Commands

< Back I Tlest > I i Cancel |

Hinh 7. 8 - Ba file tra loi dwec tao ra

— Sau day la ndi dung cua file tra 101 tu dong, co thé stra lai cho ding bﬁng
Notepad. Cach thir 2 tao file nay la chung Notepad soan thao (luc nay phai biét rd
cau trac cua file va cac thong so).

File Edit Format Yiew Help

P SEtUpMgrTag
[Dataﬁ
AutorPartition=l
MsDbosInitiated="0"
UnattendedIinstall="ves"

[unattended]
Unattendmode=Fullunattended
oemskipEulas=yes
oemPreinstall=nNo
TargetPath="WINDOWS

Hinh 7. 9 - Ngi dung file tra loi
St dung file kich ban

Mang may tinh va quan tri mang Trang 114



Chwong 7 - M6 hinh Client/Server

7.2.

— Déi tén file unattend.txt thanh winnt.sif
— Chép file winnt.sif vao thu muc 1386 cua bd source cai dat.
7.2. Ky nang tao user, group va gdn quyén cuc bé trong méi truong
workgroup

1. Tao user
Khi vira cai dat xong, may tinh tré thanh moét may chu chua cung cap dich vu gi ca

va duge goi 13 may stand-alone (may chu doc 14p). Luc nay hé théng chi c6 3 user dugc

tao ra.

— Administrator: toan quyén quan tri hé théng, dang hoat dong (enable), co thé
d6i tén dé bao mat, khong thé xoa khoi hé thong (Built-in).

— Guest: bi giéi han quyén, chua hoat dong (disable), c6 thé dbi tén, khong thé
x0a dugc (Built-in).

— SUPPORT: 1a user bén ngoai dung cho dich vu Help and Support, c6 thé dbi
tén, chua hoat dong (disable), c6 thé x6a khoi hé thong.

— Trén Desktop, phai chudt 1én <My Computer> — Chon menu <Manage> —
Chon muc <Computer Management (Local)> — Click vao dau cong <System
Tools> — Click vao dau cong <Local Users and Groups> — Chon <User> —
Phai chudt 1én ving tring — Chon menu <New User...>.

E Computer Managemenkt =(0O] =
Q File  Action Wiew Window  Help | o =

e R | @

Q Carmputer Managernent: (Local) ame - Full Mame | escription
b :i:‘:f'__:; System Tools adriniskrakor Built-in account For administering
| ] v Viemier R cuest Built-in account for guest access

M=Microsoft Corporation...  This is a vendot's account For the

O @
Mewy Lser, ., |

Refresh

B sUPPORT _35...,

Local Users and Groups
Users

: [_‘_" Groups
Petformance Logs and Alert:
.. [, Mewvicre Mananar

Hinh 7. 10 - Tao méi mgt user

Luu ¥: ¢6 thé mé Computer Management bang 1énh compmgmt.msc
— Hop thoai <New User> — Nhap tén user vao <User name> — Nhép tén day
du vao <full name> — Nhap mo ta vé user vao <Description> — Nhap password
vao <Password> — Xéc nhan lai password trong <Confirm password> — Nhan
nit <Create> dé tao user — Tao cac user tiép theo — Nhéan <Close>.

Khi tao user, c6 4 chinh sach danh cho user:

— User must change password at next logon: khi Admin giao account cho nguoi
nao dé st dung, dé bao dam rang ngudi nay khong dung ludn password mic dinh
(vi myc dich bao mat). Admin bat budc user khi dang nhap lan dau tién phai thay
d6i password.

— User cannot change password: néu user nay duoc dung chung cho nhiéu ngudi
sit dung (vd: may tinh céng cong). Admin khéng cho phép user nay thay dbi
password.

Mang may tinh va quan tri mang

Trang 115



Chwong 7 - M6 hinh Client/Server

— Password never expires: password ndy khong bao gio hét han, dung cho céac
user cong cong khong can bao mat.
— Account is disabled: user dugc tao ra nhung chua dugc sit dung. Dung chinh
sach nay dé khoa tam thoi account.

Newuser 2l x|
Userrame: vl @
Full name: |
Descrigtior: |

Password: I"' @
LConfirm pagzword: I"'

[ User must change passwaord at next logon
[ User cannot change password

[ Password never expires
[~ Account is dizabled

@ Create I Cloze

Hinh 7. 11 - Tao user

Luu ¥: c¢6 thé tao user u2 password 123 bang dong 1énh: net user u2 123 /add

— Trong hop thoai <Computer Management> — Phai chu6t 1én <ul> — Chon
menu <Properties> — Chon tab <Member Of> user vira tao chi thudc duy nhat
moOt nhom Users.

m.ﬁ.dministratur Built-in account For administerin
%Guest Built-in account for guest acces
%SUPPO = h=Microsaft Corporation...  This is a vendor's account For t

ul Propetties 2>

Femafte contral Teminal Services Profile I Dial-in |
General tember OF Frafile Environment I Sessiohs |
al: @

EsUsers

Hinh 7. 12 - Xem nhém ma ul Ia thanh vién

— Trong hop thoai <Computer Management> — Phai chudt 1én <ul>, c6 thé dat
lai password cho account, d6i tén account va x6a account khi chac chan rang
account ndy khong con duoc str dung nira.
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E Computer Management

Q File  Action  Miew indow  Help

€~ O XEFB|2E

Q Computer Management (Local) Marme | Full Mare | Descripki
= ﬁg System Tools g.ﬁ.dministratur Builk-in a
- +-{g] Event Viewer %Guest Built-in a
¥l Shared Folders % SUPPORT _35... CH=Microsoft Carporation...  This is a
[=]- 3 Local Users and Groups
- Users Set Password...  Bbat password choe account
...... D Eroups
All Tasks 4
- #§ Performance Logs and Alert:
E’ .
""" == Device Manager Delete Xéa account
= @ Storage Rename .

Bdi tén account

- " Remaovable Skarage
g Disk Defragmenter Properties
Disk Management

E]--@ Services and Applications

Help

Hinh 7. 13 - X6a ul

Luu ¥: ¢6 thé x6a account ul bang dong 1énh net user ul /delete
7.2.2. Tao group
Viéc phéan ra nhém lam viéc (group) dé ho trg phan quyén trén hé thong. Thong

thuong phan quyén trén group, rat it khi phan quyén trén user. Khi cai dit Win2K3 xong
hé thong tu ¢6 cac group sau:

— Administrators: c6 toan quyén khong gi6i han truy cap vao mdy tinh va mién.

— Backup Operators: ¢ thé gan cac quyén vé muc dich sao luu va phuc hai file.

— Distributed COM users: cho phép khéi tao va s dung cac ddi twong COM

trong may tinh.

— Guests: bi giéi han quyén, twong ty nhém User mic nhién (chua thay doi).

— Network Configuration Operators: c6 mdt vai dic quyén quan tri dé quan 1y

c4u hinh mang.

— Performance Log Users: ¢o thé truy cap tir xa, quan 1y, 1ap lich cac log file.

— Performance Monitor Users: ¢6 thé truy cdp tir xa dé theo di may tinh.

— Power Users: ¢6 hau hét quyén ctia nhém Administrator (diéu khac 1a né chi ¢

thé x6a nhirng gi do no tao ra).

— Print Operators: ¢ quyén quan tri may in.

— Remote Desktop Users: ¢6 quyén logon tir xa (dé quan tri server tir xa).

— Replicator: hd trg dong bo file trén domain.

— Users: ¢6 quyén voi cac tng dung, nhung cAm nhiéu quyén trén hé thong

(nham bao mat).

— HelpServicesGroup: dung cho trung tdm Help and Support.

— TelnetClients: c6 quyén telnet dén server,

_Thuong cac nhom c6 san khong dap ung dung yéu cau ctia nguoi ding, nén déi

v6i m&i nhom 1am viée nén tao riéng mot group dé phan quyén.

— Trén Desktop, phai chudt 1én <My Computer> — Chon menu <Manage> —

Chon muc <Computer Management (Local)> — Click vao dau cong <System
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Tools> — Click vao ddu cong <Local Users and Groups> — Chon <Groups>
— Phai chudt Ién vung trang — Chon menu <New Group...>.

E Computer Management = |EI|1|
g File  Action  Wiew  ‘Window  Help |_|E’|i|

¢~ 8@ PR 2E

EI& Storage

g Computer Management {Local) Mame | Description
Elﬁ System Toals @Administrators Administrakors have complete and u..,,
@ Event Wiewer Bau:kup Operatars Backup Cperators can override secu..,
E Shared Folders M Distributed COM Users Members are alawed ko launch, acti,.,
E‘ 3 Local Users and Groups @Guests Guests have the same access as me..,
i g Users @Network Configuration ... Members in this group can have sanm. ..
) i @Perfnrmance Log Users Members of this group have remote ...
&% Performance Logs and Alert: @F‘ i . )
e ) erformance Monitor U...  Members of this group have remote ...
------ e, DEviCE Manager o
gPower Users Power Users possess most adrministr..,.

'-G-ruu'p for the Hn'a||:'| and Sl.llppcnft Cenker
Members of this group have access ...

2 X
Refresh

S 1

@HélﬁS-&rvice'sGroup
@Telnetclients

Mew Group. .,

Hinh 7. 14 - Tao group

— Trong hop thoai <New Group> — Nhép tén group can tao vao <Group name>
— Nhap mo ta cho group vao <Description> — Nhan nat <Add...> — Hop thoai
<Select Users> hién ra — Nhap <ul> vao <Enter the object names to select> —
Nhan nat <Check Names> — Nhan nit <OK> — Bay gid ul 1a thanh vién cua
nhom Sinhvien, nhan nut <Create> dé tao group — Khi tao xong tit ca céc
group, nhan nat <Close>,

ﬂﬁl ers are allowed to launch, activate and use Distributed COM ob
s have the same access as members of the Users group by def:

EIDUD name: |S|"'||"'|"‘4'I|E”"I o e Fhic mweaim m s b e meens o emimiebe sk e mainsileone beoeeoe
selectusers 21|
Dezcription: I
1 Select thiz object type:
| . I
| Members: IUSEIS or Built-in security principals Obiject Types... |
Erom thiz location:
1 IF'CE” Locations... |
! r
Enter the object names to zelect (eXamples);
PCOT4u1 @ Check MNames I
Advanced... | ﬁ Ok | Cancel |
Add.. | Etemove | 5 A
] — e/

LCreate | Cloze |

—©

Hinh 7. 15 - Thém ul vao group
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* Pé thém mot hoic nhidu user c6 sin vao group c6 sin, c6 2 cach:
— Phai chudt 1én tén user — Chon menu <Properties> — Chon tab <Member
Of> — Nhan nat <Add...> d¢ thém group vao.
— Phai chudt Ién tén group — Chon menu <Properties> — Chon tab <Member>
— Nhén nat <Add...> dé thém user vao.

‘ Luu ¥: c¢6 thé tao local group SV bang dong l1énh net localgourp SV /add ‘
7.2.3. Gan chinh sach cuc bd (local policies)
Sau day s& trinh bay mot sd chinh sach thong dung, dé mé ctra s6 thiét 1ap chinh
sich, vao <Start> — Chon <Run...> — Chay lénh secpol.msc
Chinh sach vé password (password policy)

Nham st dung password ding muc dich va bao mat (khuyén cdo 1 thang phai dbi
password mot 1an, sir dung password phiic tap, password khong dudi 7 ky tu).

Security Settings/ Account Policies/ Password Policy
— Enforce password history: s6 1an d6i password khong duogc trung lai password
cll. (mac nhién la 0, khong st dung).
— Maximum password age: thoi gian toi da ciia mot password, sau thoi gian nay
phai thay d6i lai password khac (mac nhién la 42 ngay).
— Minimum password age: thoi gian ti thiéu cho phép doi password khac (mic
nhién l1a 0 ngay, khong str dung).
— Minimum password length: s6 ky tu t6i thiéu ctia password, mic nhién 1a 0 ky
tu.
— Password must meet complexity requirements: password phai phtc tap (mac
nhién khong str dung). Password phtrc tap 1a khong c6 céc tir Administrator hodc
Admin, trong password phai ton tai 3 loai trong 4 nhom ky tu (chit thudng, chit
hoa, s, ky tu dic biét).
— Store passwords using reverible encryption: luu trit password & dang ma hoa
nguoc (mdc nhién khong sur dung).

‘i Local Security Settings

File  Action Wiew Help
& = | B @
Security Settings ,Pﬁfcy A | Security Setking
Bl '—‘ C H EnFnrce password histary 0 passwards rememﬁred
= g Password Poli Maximum passward age 42 days
LS .cu:-:c..uf-.t Lockaout Policy Minimum password age 0 days
EI@ Local PD_"E'ES_ Minimum password length 0 characters
@ Audit Policy Password miust meet complexity requirements Disablzd
{8 User Rights Assignment ; ) ) ) )
[ . . Sture passwords using reversible encrvption Disabled
@ Security Options o

Hinh 7. 16 - Password policy
Chinh sach vé account (Account Lockout Policy)

Nham bao vé account tranh viéc do password...

Security Settings/ Account Policies/ Account Lockout Policy
— Account lockout duration: thoi gian khoa tai khoan tam thoi (méc nhién khong
su dung).
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— Account lockout threshold: sé 1an cho phép nhap password sai, qua s 1an nay

tai khoan s€ bi lock tam thoi (méc nhién 1a 0, khong st dung).

— Reset account lockout counter after: thoi gian reset lai bo dém, phai nho hon
Account lockout duration (mac nhién khong str dung).

‘i Local Security Settings

File  Action ‘iew Help

= | @@ B 2 mE

=0

[ @ Pacsword Po
o [ @ Account Lockaut Palicy
E{} Local Folicies

o L8 audit Policy

Hinh 7. 17 - Account lockout policy

Chinh sach vé kiém toan (Audit Policy)

.f\ccuunt lockout threshold
Reset account lockout counter after

Mot Applicable

@ Security Setkings Pplify/ £ | Security Sel:?fn“g\
-"'-CDUI'It Policies F\ccuunt lockout duration Mot Applicable
1 P ] ' M ) s

0 invalid logon attempks

Ghi lai cac hoat dong trong hé théng, dung cho viéc theo doi bao mat hé théng.
Security Settings/ Local Policies/ Audit policy
— Audit account logon events: ki€m toan viéc dang nhéap (logon, logoff, két ndi

tor mot may tinh khac).

— Audit account mangement: kiém toan viéc thay doi cac thong s6 account (do6i
tén, doi password, enable account, disable account, tao account, x6a account...).

— Audit directory serviece access: kiém toan viéc truy cap AD.

— Audit logon events: kiém toan cac sy kién khi logon vao hé théng (Logon

Script, Roaming Profile...).

— Audit object access: kiém toan viéc sir dung céac object (file, folder, printer...).
— Audit policy change: ki€m toan viéc thay doi cac chinh sach h¢ thong.
— Audit Privilege use: ki€ém todn mot so0 thuc thi dac quyén (cap quyén, xda

quyén...).

— Audit process tracking: kiém toan céc tién trinh hoat dong.

— Audit system events: kiém toan viéc tac dong dén hé théng (Shutdown, restart,

mot tién trinh ¢6 gan thuc thi khi khong c6 quyén...)

'fii Local Security Settings

File Action  Yew Help

= | @@ xR 2

@ Securiby Settings Polity 7 | SEcurity\S\s{ting
EI@ Account Policies .ﬁ.udit account logon events Success
@ Passward Policy .ﬁ.udit account management Ma auditing
-8 ":"':':C"-'!"t Lockout Policy .ﬁ.udit directory service access Mo auditing
E_" .ﬁ.udit logon events SUCCESsS
ol X 28] audit object access Mo auditing
= .|g = .ssugnmen .ﬁ.udit palicy change Mo auditing
@ Security Options " L .
] - F'-lelt privilege use Mo auditing
=27 Public key Policies . ) . .
: . .ﬁ.udlt process tracking Mo auditing
------ I:l Encrypting File System = ) o
P e Ebr et moms Mobvibimm Flimine @.ﬁ.udlt syskem events Mo auditing
Hinh 7. 18 - Audit policy
Chinh sach hé théng cha user va group (User Rights Assignment)
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Dy 1a cac chinh sach vé hé thong duoc gan cho cac user va group, thuong thi gan

chinh sach cho group. O day chi khao sat mot s6 chinh sach thong dung.

Security Settings/ Local Policies/ User Rights Assignment
— Access this computer from the network: cac user va group c6 trong chinh sach
nay duoc phép dung may tinh khéc trén mang truy cap vao may nay.

— Allow log on locally: dugc phép logon vao may tinh nay.

— Allow log on throuht Terminal Services: dugc phép logon may tinh tur xa.
— Backup files and directories: dugc phép sao luu file va folder.

— Change the system time: duoc phép thay d6i ngay gio hé thong.
— Restore files and directories: dugc phép phuc héi file va folder.

— Shut down the system: dugc phép shutdown may.
— Take ownership of files or other objects: duoc phép chiém quyén sé hiru cia

file hodc cac dbi tuong khac.

'fii Local Security Settings

File  Action Miew Help

= | BaHE B 25

@ Security Settings

= @ Account Policies

----- -8 Password Policy

----- LZ8 Account Lackout Policy
=- @ Lacal PD|IEIES

R0} e 5 fss ||:|r|rr!§g_r|t",'
..... @ 5.3.;|_|r|ty Optu:uns

=N |:| Public key Policies

------ |:| Encrypting File System

----- (2 Software Restriction Policies

Folicy ¢

| Security Setking

,_g IP Security Policies on Local Computer

.ﬁ.ccess this computer From the netwaork,

.ﬁ.ct as part of the operating swskem
.ﬁ.u:h:l workskations to domain
.ﬁ.djust memory quokas For a process
.ﬁ.IIDw log on locally

.ﬁ.llcuw log on through Terminal Services
Bau:k up files and directaries
Bypass traverse checking

Change the swskem time

Create a pagefile

L

Hinh 7. 19 - User rights assignment

Everyone, Administrataors, L

LAl SERVICE, NETWORE
Administrators, Users, Power
Administrators, Remote Desh
Administrators, Backup Oper
Everyone, Administrataors, L
LOCAL SERMICE, Administrat
Administrakors

7.3. Thang cdp 1én Domain Controller véi Active Directory
Trong md hinh workgroup (chwong trudc), tat ca cac thong tin vé account déu luu
trong may tinh cuc b va may tinh cuc b tu ching thuc nguoi dung dang nhap vao hé
thong. Thong tin nay dugc luu trong file SAM (Security Accounts Manager) va file SAM

duoc ma hoa dé bao mat.

Khac v6i mé hinh workgroup, mé hinh domain hoat dong theo co ché
Client/Server. Co it nhat mot may dleu khién mién DC (Domain Controler) chia co sO dir
lidu cua tat ca tai nguyén thudc mién. Dich vu AD dugc cai dat trén DC s€ quan ly tat ca
cac tai nguyén thudc mién va chimg thuc cho tat ca cac user ding nhap vao mién. Co s
dir liéu nay duoc luu trong NTDS.DIT, c6 thé luu trit hang triéu ngudi dung (workgroup

luu khoang 5000 nguoi dung).
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5]
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Domain Controller

Hinh 7. 20 - Chirng thuc trong mé hinh domain
O hinh 7.1, user  mudn ding nhap vao hé théng @ phai thong qua DC chung
thue @, DC s& truy van @ ¢o s¢ dit lieu AD © xem thir user nay c6 quyén ding nhap vao
hé théng hay khong ©
7.3.1. Kién tric cia AD

Domain Tree

Domain

Organizational Unit

Y
Forest

Hinh 7. 21 - Kién tric cia AD

d

Cac ddi twong (Object)

ColorPrinterl [ KimYoshida
{ Attributes Values ‘ ‘ Attributes Values 1
IP address 172.16.0.0 Name Kim Yoshida
Name ColorPrinterl Building 117
Building 147 Floor i
X Location 1342 :

Hinh 7. 22 - Object printer va object user
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Mbi dbi tuong déu coé mot thude tinh (attirbuted) riéng (name, office localtion...)
cac dbi twong cung loai thi co cac thudc tinh gidng nhau tao thanh mot 16p ddi tuong
(ob]ect class). Céac 16p ddi tuong thong dung la User, Group, Printer, Computer... AD luu
san cac 16p dbi trong nay, khi tao mot ddi twong thudce 16p nao thi déi twong tao ra thira

huong tit ca cac thudc tinh cua 16p ddi teong do.
DPon vi t6 chirc (Organization Unit)

Goi tat 1a OU, 1a don vi nho nhat trong AD. OU chira cac object va chira cdc OU
con. O hinh 7.4, c6 mot OU cha la c6ng ty. Trong OU cdng ty tao ra 3 OU con 1a Sales
(phong kinh doanh), Management (phong quan ly), Research (phong nghién ctu thi
truong) va Uy quyén cho cac Sub-administrator (Sales Admin, Management Admin,
Research Admin) quan tr1 3 OU con nay. Viéc nay giam bot ganh nang cho Admin quan
tri toan hé théng, tang hiéu qua quan ly. Pong thoi thiét 1ap cac chinh sach nhom (GPO)
dé ap dat cac chinh sach cong ty va cac phong ban mot cach chinh xac va hiéu qua.

e N
| ]
=
F VPE';;':V" /'7 ‘:') >
I~ / Management

Sales Management
Administrator Administrator

40, o
~J 'JPIP I

| —J
AT~ |
L \/ Research

Research
Administrator

Hinh 7. 23 - Pon vi té chirc (OU)
Mién (Domain)

La don vi nong cdt cta ciu tric Logic cua AD, & d6 co cac chinh sach chung
gidng nhau déng vai tro nhu mot khu vuc quan tri (administrative boundary). C6 chung
mot so so dit lidu, Gy quyén va dong bo dir liéu gitra cac server. Domain chira OU va cac
Object.

Vi du: Truong Cb KT Ly Tu Trong 1la mdt don vi gido duc c6 céc khoa va céc
phong ban churc nang, c6 mién 1a lytc.edu.vn. Tao ra cac OU: CNTT, CK, OTO... dé truc
tiép quan tri timg don vi nay.

e
\‘4 = & | i Domain Controller
& | = = / / '\
o il _ \
e [ ‘
’ oo~ .,
Domaln Controller \ ‘ ‘T

e s

Domain Controller
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Hinh 7. 24 - Cac chirc nang ciia domain
Cay domain (Domain Tree)

La mot cay dao ngugc cac nut 1a cac domain (khong dugce trung tén), c6 mot goc
goi la root domain va quan h¢ cha (parent domain) con (child domain). Tén domain duoc
viét nguoc, mién sales.memese.com 14 con ciia mién memese.com.

~al}——glomain root

=N i
MEMose. Com

1=

='sy

sal s momose. com testing. momcse. com

domain con

Hinh 7. 25 - Domain tree
Rirng (Forest)

Rumng 13 tap hop nhiéu cay, c6 quan hé Gy quyén 1an nhau.

=y i !
B

w _ﬂ. s oA, MGimcoe corm testling mcim cie. com

techiutorial s.com // /\ xyzabc.com
o 1] ]

irmining sales. citca, lesfing.  complia. esting

':Ii MGG CoMm IMGMGSE. G PGB GO [

corplechtutonals. com admin. xyrzahc Goim

/\
iﬂ fﬂ Li_'. :?ﬂ

Hinh 7. 26 - Forest

MCIRcia, Cor

Thang cép Server Ién DC

Viéc thang cap 1én DC twong duong véi viée cai dit dich vu AD va bién server
thanh may quan Iy mién.

Trude khi thing cip 1én DC can chuan bi mot mién dé DC diéu khién (vi du mién
doly.vn) va c6 DNS server dé phan giai mién nay (Vén dé nay sé duge hoc sau). Trong
phan huéng dan nay dau tién s& cai DNS Ién server dé phan giai mién doly.vn, sau d6
m&i thing cap server ndy 1én DC nhdm muc dich hoan thién bai thuc hanh.
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Cac diéu kién can nh¢

— Server ludn phai co IP tinh.
— Preferred DNS Server phai tré vé chinh minh (d€ phan giai mién doly.vn).
Cai dat

* Bwéc 1: cAu hinh IP tinh, DNS tré vé chinh minh, chuin bi mién quan ly
(Premary DNS Suffix).
— Trén <Desktop> — Phai chudt 1én <My Network Places> — Chon menu
<Properties> — Nhéan dip chudt 1én <Interface> can cdu hinh — Nhan nut
<Properties> — Chon <Internet Protocol (TCP/IP)> trong <This connection uses
the following items> — Nhan niit <Properties>.
— Hop thoai <Internet Protocol (TCP/IP) Properties> — Nhap IP vao <IP
address> — Nhap IP DNS vao <Preferred DNS server> — Nhin nat <OK>.
2 x|

General I

‘fou can get IP settings assigned automatically if vour network supports
this capability. Otherwise, wou need to ask wour netwaork administrator
for the appropriate IP settings,

" Obtain an IP address automatically

—{% Use the following IP address:

IP address: 192 168 . 1 . 11 et
Subnet mask: 285 , 255 ,255 . O
Default gateway; I . . . ey . A
IP phaitrd vé
) Obtain DMS server address autamatically c h | nh mi nh
—% Use the following DMS server addresses:

Preferred DMS server: @ 192 168 . 1 .11 ——
Alternate DM server: I . . .
O Advanced. ., |
| oK I Cancel |

Hinh 7. 27 - Tré Preferred DNS vé chinh minh

— Trén <Desktop> — Phai chudt 1én <My Computer> — Chon menu
<Properties> — Chon tab <Computer Name> — Nhan nat <Change...> —
Nhan nat <More...> — nhdp vao tén mién <doly.vn> trong <Primary DNS
suffix of this computer> — Nhan nat <OK> — Nhan nat <OK> — Khdi dong
lai may tinh.

DNs suffix and NetBIOS Computer Name Blx

Brimary DMNS zuffis of thiz computer:
Idu:ul_l,l.wi

¥ Change primary DMS suffis when domain membership changes
MetBIOS computer name:
|PED1

Thig name iz uzed for inkeroperability with olde @puters and gervices.

| (1]4 I Cancel
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Hinh 7. 28 - DNS suffix

* Buwdc 2: cai dat DNS.
— Vao <Start> — Chon <All Programs> — Chon <Control Panel> — Chay
<Add or Remove Programs> — Nhidn nat <Add/Remove Windows
Components> — HoOp thoai <Windows Components Wizard> hién ra — Chon
<Networking Services> trong khung <Components> — Nhan nat <Details...>.

& add or Remove Programs

Currently installed programs: [T show updates Sork bey: IE

¥Mware Tools
Click he Windows Components Wizard

Windows Components
Y'ou zan add or remove components of Windows.

To remc

To add or remowe a component, click the checkbox. A shaded box means that only
part of the component will be inztalled. To zee what's included in a compaonent, click

Detailz.

LCompaonents:

[[] 3P Indewing Service 00ME =)
[w] é Intermet Explarer Enhanced Securty Configuration 0.0OME |

Eg] Management and Manitaring Toals

1 E'D'I Mther NPIwnrk File: and Print S ervires 111 kR

Dezcription:  Containg a variety of specialized, network-related services and protocols.

Total disk space reguired: 4 4 B Details |

Space available on dizk: 141627 ME @

Hinh 7. 29 - Networking services

Luu y: Dé mo hop thoai <Add or Remove Programs> dung 1¢nh appwiz.cpl
Dé di chuyén nhanh dén muc <Networking Services> nhan phim N.
Khoéng check vao muc <Networking Services> vi cac dich vu bén

trong s& chon hét.

— Hop thoai <Networking Services> — Check vao <Domain Name System
(DNS)> — Nhan nit <OK> — Nhan nut <Next>, qua trinh cai dat yéu cau
source 1386 cua Win2K3 — Nhan nut <Finish>.
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Networking Services x|

Subcampanents of Metworking 5 ervices: @

| . D_I,Inamlc Host Eu:unhguratlon F'rotu:u:ol [DHCF]
[ ™ Simple TCPAP Services 0.0 MEe
O Windu:uws Internet Mame Service MIMS] 09mMe ™

Tatal disk space reguired: 6.0 MB Dietails.. |
Space available on dizk: 14162 8 MB @
4 I Cancel |

Hinh 7. 30 - Cai dich vu DNS

* Bwée 3: cau hinh DNS phén giai mién doly.vn.
— Vao <Start> — Chon <Admini§trative Tools> — Chon <DNS> — Hop thoai
<dnsmgmt> mé ra — Click vao dau cong tén server — Chon <Forward Lookup

Zones> — Phai chudt 1én <Forward Lookup Zones> — Chon menu <New
Zone...>.

_i._ dnsmgmt - [DNS'PCO1'Forward Lookup Zones]

'_E,‘ File  Action  MWiew Window  Help
<:=->||||§|E ENEY

o1, DNS Forward Luukup Zones
@ Event Yiewer @

or ookup Zones A~ lu.-... Zone

{:I Reverse Lnu:ukup Zones  MEW Zone

Hinh 7. 31 - Tao Forward lookup zones

— Hop thoai <Welcome> — Nhan nat <Next> — Hop thoai <Zone Type>, chon
option <Primary zone> — Nhan nat <Next> — Hop thoai <Zone Name>, nhap
tén domain <doly.vn> vao <Zone hame> — Nhan nut <Next>.

x

Zone Name Q
What is the name of the new zone? !

The zone name specifies the portion of the DMS namespace For which this server is
authoritative, Ik might be wour organization's domain name (For example, microsoft.com)
or a pottion of the domain name (for example, newzone.microsaft,com). The zone name is
niok the name of the DNS server.

Zone name;
daly.wn @

Faor more information about zone names, click Help.

2

< Back I Mext = I Cancel Help

Hinh 7. 32 - Nhap tén caa zone
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— Hop thoai <Zone File>, dé mic nhién nhin <Next> — Hop thoai <Dynamic
Update>, chon option <Allow both nonsecure and secure dynamic update> —
Nhan nat <Next> — Nhan nat <Finish> dé hoan tit. Zone doly.vn duoc tao ra
vo1 cac record bén phai (hinh dudi).

| Tvpe
[£}same as parent Folder) Skart of Authaority (S08) [1], peot.
{same as parent folder) Mame Server (NS} pcO1.doly.vn.
Host (A} 192,165,111
Host (A} 152.1

@ Event Yiewer
= ard Lookup Zones

VT

Hinh 7. 33 - Céc record cua Forward lookup zone

— Hop thoai <dnsmgmt> — Chon <Reverse Lookup Zones> — Phai chudt 1én
<Reverse Lookup Zones> — Chon menu <New Zone..> — Hop thoai
<Welcome>, Nhan <Next> — Hop thoai <Zone Type>, chon option <Primary
Zone> — Nhéan nat <Next> — Hop thoai <Reverse Lookup Zone Name>, nhap
vao 16p mang <192.168.1> trong option <Network ID> — Nhin nat <Next>.

MNew Zone Wizard ]|

Reverse Lookup Zone Name Q
& reverse lookup zone translates IP addresses inko DMS names. ‘

To identify the reverse lookup zone, tyvpe the network ID of the name of the zone.
% Network 1D
|1 92 168 1

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order,

" Reverse lookup zone name:
| 1.168,192.in-addr.arpa

For more information on creating a reverse lookup zone, click Help.

= Back I Text >@. Cancel | Help

Hinh 7. 34 - Tao Reverse lookup zone

— Hop thoai <Zone File>, nhin nit <Next> — Hop thoai <Dynamic Update>,
chon option <Allow nonsecure and secure dynamic updates> — Nhan nut

<Next> — Nhan nut <Finish>. Zone 192.168.1 dugc tao ra trong hinh dudi.
192.168.1.% Subnet 2 record(s)

| Tvpe Biata
{same as parent folder) Start of Autharity (SOA) [1], pcO1 .dar\?ﬁ‘.}
ame as parent Folder) Mame Server (M) pcol,

Hinh 7. 35 - Cac record caa Reverse lookup zone

— Zone 192.168.1 con thiéu mot record can thiét dé phén giai tén, tién hanh
update bang dong I1énh ipconfig /registerdns
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|H C:hWINDOWS' system32 cmd.exe =]

[Microzoft Windows [Uersion 5.2.37981
CC» Copyright 1985-2083 Microsoft Corp.

C:xDocument=s and SettingssAdministratorripconfig Aregisterdns

Windows IP Configuration

Regiszstration of the DHES resource records for all adapters of - mpL 1
een initiated. Any errors will be reported in the Event Viewér in 15 minutes..

Hinh 7. 36 - Cap nhat DNS server

— Quay lai hop thoai ,<dnsmgmt> — Chon zone <192.168.1> — Nhin nut
<Prefresh>, lGc nay xuat hién thém mdt record Pointer.

_l._ dnsmgmt - [DNS'PCO1Reverse Lookup Zones’, 192.168.1.x Subnet]
2 File  Action  Yiew iindow  Help

'E,l i} 3 record(s)
=3 paot
T ’ Marne Type Daka
[+ Ewent Wiewsr =
E| Forward Lookup Zones (same as parent Folder) Start of Autharity (SOA) [2], pc01.daly.vn.,
. 1 a5 narent-Folde ra g i ocl doke . wn.
a.1.11 Poinker (PTR) pcdl doby,wn,

Hinh 7. 37 - Record pointer

— Pé kiém tra viéc phan giai tén c6 thanh cong hay khong dung 1énh nslookup,
néu nhu hinh bén dudi 1a thanh cong.
e AW INDOWS' system32hcmd.exe - nslooky

C:wrnslookup
Default Server: pc@l.doly.un
Address:- 192.168.1._.11

}-

Hinh 7. 38 - Kiém tra phan giai tén ra IP

* Bwéc 3: thiang cap 1én DC
—Vao <Start> — Chon <Run..> — Chay lénh dcpromo — Hop thoai
<Welcome>, nhan nat <Next> — Hop thoai <Operating System Compatibility>,
canh bédo cac version cli (Windows 95, NT 4.0 SP3 va cii hon) s€ bi loai bdé khoi
mién, nhin nat <Next> .
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Active Directory Installation Wizard

Operating System Compatibility
Improved securnty zettings in Windows Server 2003 affect older verzions of
Windows.,

Dormain controllers running YWWindows Server 2003 implement zecurity zettings that
require clientz and other zervers to communicate with those domain controllers in a mone
FECUIE WA,

Some older verzions of Windows, including Windows 95 and Windows MT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, zome nonbindows systems, including
Apple Mac 05 ¥ and SAMBA clients, might not meet these requirernents.

Far mare information, see Compatibility Help,

Hinh 7. 39 - Canh bao twong thich cac phién ban HPH cii

— Hop thoai <Domain Controller Type> c6 2 option. <Domain Controller for a
new domain> DC tao ra quan Iy cho mién méi. <Additional domain controller
for an existing domain> thém mdt DC cho mot mién c6 sin — Chon option
<Domain Controller for a new domain> — Nhan nat <Next>.

Active Directory Installation Wizard |
Domain Controller Type /
Specify the role you want this server to have.

Do you want thiz zerver to become a domain controller for a new domain ar an
additional domain contraller for an existing domain?

i= i_Ql:umain contraller for a new domairt

Select thiz option to create a new child domain, new domain tree, ar new fonest,
Thiz zerver will become the firzt domain contraller in the new damain.

" Additional domain controller for an existing domain
& Proceeding with thiz option will delete all local accounts on this serer.

All cryptographic keys will be deleted and should be exported before
continuing.

Al encrypted data, such as EFS-encypted files or e-mail, should be decrypted
before continuing ar it will be permanently inaccessible.

W=
¢ Back I Hewt > I Cancel

Hinh 7. 40 - Dung DC cho mgt mién méi

— Hop thoai <Create New Domain> cé 3 option. <Domain in a new forest> mién
nay trong mot cdy hoan toan moi. <Child domain in an existing domain tree>
mién la con cua mot cay co san. <Domain tree in an existing forest> mot cay
trong mdt rimg c6 sdn — Chon option <Domain in a new forest> — Nhén nut
<Next> .
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Active Directory Installation Wizard x|

Create Hew Domain /
Select which type of domain to create.

Create a new:
o {Domain in & new forest

Select thiz option if thiz iz the firzt domain in pour organization or if pou wank the new
domain o be completely independent of your current forest.

™ Child domain in an existing domain tree

|f pow want the new domain to be a child of an exizting domain, select this option.
For example, you could create a new domain named
headguarters. example. microzoft. com az a child domain of the domain
example. microzoft. com.

" Domain tree in an existing forest

If pou don't want the new domain to be a child of an existing domain, select thiz
option. Thiz will create a new domain tiee that iz separate from any existing trees.

2

< Back I Mext = I Cancel

Hinh 7. 41 - Dung DC trong mét riing mai

— Hop thoai <New Domain Name> — Nhép tén domain day du doly.vn vao
<Full DNS name for new domain> — Nhan nut <Next>.

Active Directory Installation Wizard

.
Mew Domain Name /
Specify a name for the new domain.

Type the full DMNS name for the new domain
[far example: headquarters. example. microzoft. com).

Full DME narme for new domain:

Idu:ul_l,l.vn @

2

< Back I Hext = I Cancel

Hinh 7. 42 - Nhap tén mién day da

— Hop thoai <NetBIOS Domain Name>, tén khong phan cp NetBIOS tuong
thich cho céc version cii (Windows NT), dé nguyén — Nhan nut <Next> .
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Active Directory Installation Wizard

X
MetBl0S Domain Name /
Specify a MetBI0S name for the new domain.

Thiz iz the name that users of earlier versions of Windows will uze to identify the new
domain. Click Mest to accept the name shown, or type a new name.

Domain MetBI0S name: I
< Back I Next: | Cancel

Hinh 7. 43 - Nhap tén NetBIOS

— Hop thoai <Database and Log Folders>, duong dﬁnrlu'u database folder va
Log folder — B¢ mac dinh C:\WINDOWS\NTDS — Nhan nat <Next>.

Active Directory Installation Wizard ]

Database and Log Folders
Specify the falders bo cantain the Active Directory databasze and log files. ;‘u'

J' i

-...

For best performance and recoverability, store the databaze and the log on separate
hard digks.

“Where do you want to store the Active Directory databaze?

D atabase folder:

Browse. ..

“Where do you want bo stare the Active Directary lag?
Log folder:

CAWINDOWSSHTDS Browsze. .. |

v
< Back I Meut > I Cancel |

Hinh 7. 44 - Vi tri lwu co so dir ligu AD

— Hop thoai <Shared System Volume>, duong dan luu thu myc SYSVOL. Tét
ca dir liéu trong thu myc SYSVOL s& dugc tu dong sao chép sang cac DC khac
trong mién. C6 thé thay d6i nhung luu y thu myc nay phai nam trén mot NTFS
volume — Pé mic dinh C:\WINDOWS\SYSVOL — Nhan nut <Next>.
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Active Directory Installation Wizard x

Shared System Yolume
Specify the falder to be shared az the sustem volume. J!
a

i P

The S¥'SW0L folder stares the zerver's copy of the domain'z public filez. The contentz
af the S¥SWOL falder are replicated ta all domain controllers in the domain.

The S¥'5%0L falder must be located an an WTFS walume.

Enter a lozation for the SYSY0OL folder.
Enlder location;

Browse. .. |
< Back I Mest = I Cancel |

Hinh 7. 45 - Vi tri lwu SYSVOL

— Hop thoai <DNS Registration Diagnostics>, kiém tra DNS hoat dong chua
(néu chua co6 s€ hién hop thoai cai dit DNS) — Nhan nat <Next>.

Active Directory Installation Wizard x|

DHS Reqistration Diagnostics /
Wernfy OMS support, or install DNS on thiz compker.

Diagnostic Results

The reqgiztration diagnostic haz been min 1 time.

DMS registration support for this domain controller haz been verfied. To continue, click
fext.

Details

The primary DHS server tested was: po01.daly v [192.168.1.11]
The zone was: daly.wn

The tezt for dynamic DNS update support returned:
"The operation completed succeszsfullp.*

(1)
v
< Back I Hest = ' Cancel

Hinh 7. 46 - Kiém tra DNS server

— Hop thoai <Permissions> c6 2 option. <Permission compatible with pre-
Windows 2000 server operating systems> s& tuwong thich véi cac version trudc
Windows 2000. <Permission compatible only with Windows 2000 or Windows
Server 2003 operating systems> khi chic chan trong hé théng mang chi cé cac
version tr Windows 2000 tré 1én — Chon option <Permission compatible only
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with Windows 2000 or Windows Server 2003 operating systems> — Nhin nit

<Next>.
Active Directory Installation Wizard =|

Permissions
Select default permizzions for uzer and group objects. .!-;.."
e

g

Some server programs, such as Windows NT Remote Access Service, read information

stored on domain contrallers,

" Permissions compatible with pre-wfindows 2000 server operating systemns
Select thiz option if you run server programs on pre-Windows 2000 server operating
gugtemnz or o Windows 2000 o Windows Server 2003 operating sustems that are
members of prewindows 2000 domains.

& Anonvmous users can read information on this dornain,

{* Permissions compatible only with ‘Windows 2000 ar Windows 5 erver 2003
operating systems

Select this option if you run server programs only o wWindows 2000 or Windows
Server 2003 operating aystems that are members of Active Directory domains. Only
authenticated uzers can read information on this domain. O

< Back I Mewt » 1 Cancel |

Hinh 7. 47 - Loai cac server truéc Windows 2000

— Hop thoai <Directory Services Restore Mode Administrator Password> —
Nhap vao password can thiét khi server chay ché d§ <Directory Services Restore
Mode> — Nhan ntit <Next>.

Active Directory Installation Wizard e

Directory Services Restore Mode Administrator Password ’
Thiz pazsword is used when you start the computer in Directory Services Bestore
Mode.
Type and caonfirm the passward pou want to azzign o the Adminiztrator account uzed
when thiz zerver iz started in Directony Services Restore Mode.

The reztore mode Adminigtrator account iz different from the domain Adrminiztrator
account. The pazswords for the accounts might be different, 2o be zure to remember

bath.
Restore Mode Passward: Iﬂﬂuu| @
LConfirm password: I-"-"u

For mare infarmation about Directory Services Restore Mode, see Active Directory Help.

2

< Back I Mext » I Cancel

Hinh 7. 48 - Tao password cho ché dé restore

— Hop thoai <Summary>, téng két lai cac thong tin, néu sai x6t nhan nat <Back>
dé stra lai — Nhan nat <Next>.
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Active Directory Installation Wizard x
Summary ¢
Feview and confirm the options you zelectad. :‘E‘:.'

You chose ta:
Canfigure this zerver as the firzt domain cantraller in a new forezt of damain trees. ;I

The new domain name is doly.vn. Thiz iz alzo the name of the new forest.
The MetBIOS name of the domain i DOLY
D atabase folder: C:YWINDOWSANTDS

Log fil folder: C:AWINDOWSSHTDS
SrEVOL folder: C:AWIMDOWSNSYSWOL

Tao change an option, click Back. To begin the operation, click Nest.

¢ Back Mest. i Cancel |

Hinh 7. 49 - Théng tin tong két
— Qua trinh thing cap thuc hién — Nhan <Finish> dé hoan tit — Khdi dong lai
may tinh.
Active Directory Installation Wizard

The wizard iz configuring Active Directane. Thiz process can take several minutes o
congiderably longer, depending on the options pou have selectad,

Startig...

Hinh 7. 50 - Qué trinh thang cap 1én DC
7.3.2. Gia nhap may tram vao domain (join domain)
Mot may tram gia nhap vao mot domain 14 viéc thiét 1ap mot mdi quan hé tin cay
(trust relationship) gitra may tram d6 va DC. Piéu kién gia ‘nhép la may tram phai co
quyén Administrator trén may tram, user trén DC dung dé join phai c6 quyén Add
Workstation to Domain.
— My tram cau hinh IP c6 Perferred DNS server tré vé may DC. Mdy tram phai
ping phai thay may DC.
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Internet Protocol {TCP/IP} Properties 2=

General

‘ou can get IF settings assigned automatically if wour network supports
this capability, Otherwise, wou need ko ask your netwark, administratar
for the appropriate IP settings.

£~ Obtain an IP address automatically
' Lise the following IP address:

IF address: 19z 168 . 1 .12
Subnet mask: 255 . 255 .255 . 0
Default gateway: |

£ Obtain DS setver address autamatically

{* Ise the Following DNS server addresses:

Alkernate DMS server:

! 1
Preferred DMS server: 192 168 . 1 . 1QTI oV

Advanced. .. |

K I Cancel |

Hinh 7. 51 - Tré preferred DNS vé DC

— Trén <Desktop> — Phai chudt 1én <My Computer> — Chon menu
<Properties> — Chon tab <Computer Name> — Nhan nat <Change...> —
Trong <Member of>, chon option <Domain> — Nhap tén mién <doly.vn> vao

<Domain> — Nhan nut <OK>.
2%

'ou can change the name and the memberzship of this
computer. Changes may affect access to netwark resources.

LComputer name:
|Pcnz

Full computer narme:
PCOZ.

Mare... |

 Member of
% Diomain; 1
Idcnl_l,l.\-'r]

 wWorkgroup:
IWDHKGHDLIF'

(1] 4 I Cancel |

Hinh 7. 52 - Join vao mién doly.vn
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— Hop thoai ching thyc hién 18n, phai dung mot user trén DC dé join, user nay
phai c6 quyén Add Workstation to Domain. M3di user chi dugc phép join 10 lan.
Diéu nay tranh truong hop user khi nao can dung tai nguyén thi join vao, khi
khong can khong join dan dén DC khong quan 1y dugc — Chung thuc bang
Administrator — Nhan niit <OK> dé tién hanh join.

=
A

Enter the name and password of an account wikth permission
ko join the domain,

Liser name: | € admiisteator =

Password; I

2| I

(0] I Zancel |

Hinh 7. 53 - DUng Administrator dé join domain

— Hop thoai <Welcome to the doly.vn domain> bao join vao mién thanh céng —
Nhan nit <OK> — Nhan nut <Finish> — Khoi dong lai may tinh.

Computer Name Changes il
"
- | ) Welcome ko the[)\g;rly.vn daormain,

Hinh 7. 54 - Join thanh cong

— Hop thoai <Log On to Windows> — Nhan nat <Option> — Click miii tén
xudng ctia <Log on to> — Chon logon vao mién <DOLY> — Nhin nat <OK>.
Log On ko Windows

' I WmdowsServerzﬂos
'. Entamnse Edition

Lser name: | Adminiskrator
Password:
Log on ko: IDOL'f'

Cancel | St D, . | Cptions =:<:|

’ Hinh 7. 55 - Piang nhap vao mién
Quan tri doi twong (Object) trong AD
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Tao OU

Trong md hinh Workgroup da khao sat ¢ chuong 6. Tao user trong Computer
Managerment trén chinh may local (mdy nao luu user ctia may do, user may nay khong
thé dang nhap may khac).

Trong moi truong Domain, tat ca cac workstation va user do DC quan ly. User c6
thé dung bit ctr may nao trong mién dé logon vao mién.

DPé quan 1y mot to chirc l6n nhu vay phai phan ra nhiéu t6 chirc nho. Vi du:
Truong lytc.edu.vn co cac don vi t6 chic 1a Ban gidm hiéu, céc khoa, cac phong ban
chtrc nang... Trong cac khoa c6 Khoa CNTT... Trong khoa CNTT c6 t6 mang... Dé quan
1y mot cach d& dang phai phan cip ra cac don vi t6 chirc OU (Organization Unit). Céac
Object (user, computer, printer...) ctia to chirc nao thi nam trong OU do.

— Vao <Start> — Chon <All Programs> — Chon <Administrative Tools> —
Chon <Active Directory Users and Computers> — Hdp thoai <Active Directory
Users and Computers> hién ra — Phai chuét 1€n tén mién <doly.vn> — Chon
menu <New> — Chon menu <Organizational Unit> — HO0p thoai <New Object>
hién ra — Nhap tén OU vao <Name> — Nhéan nat <OK>.

MNew Object - Organizational Unit x|
Create ine  daly.wn/

M arne:

Iku:ntt @

(] 4 | Cancel

Hinh 7. 56 - Tao OU

‘ Luu ¥: ¢6 thé tao OU béng dong 1énh dsadd ou “ou=cntt,dc=doly,dc=vn” ‘
tao tai khoan nguoi dung

O mo hinh domain ngudi ding do AD quan Iy trong Active Directory Users and
Computer. Tén user khong chira cac ky tu: “/\[];:[ =, +*? <>,¢o6 thé chira cac ky
tu: khoang trang, diu gach ngang, ddu gach dudi. Khuyen cdo khong dung ky tu dac biét
vi s€ gay kho khan trong viéc dung dong Iénh hay kich ban.

—Vao <Start> — Chon <All Programs> — Chon <Administrative Tools> —
Chon <Active Directory Users and Computers> — Hop thoai <AD Users and
Computers> hién ra — Click vao ddu cong tén mién <doly.vn> — Chon
<Users> — Phai chudt 1én ving tring — Chon menu <New> — Chon menu
<User>.
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£% hctive Directory Users and Computers

@ File  Action Wew ‘Window Help
& BE B FDR| @ E

@ Active Directory Users and Computer
-2 Saved Queries

il v4g @

E@ daly.vn Marme Twpe Description |

-2 Buikin € Administrator  User Builk-in account for admind .,

|:| Computers ﬂECert Publishers  Security Group ... Members of this group are...

@ Domain Controllers !ﬁDns.ﬁ.dmins Security Group ... DMS Administrators Group

(23] ForeignSecurityPrincipals mDnsUpdatePr. o Security Group ... DNS clients wha are permi..,

a Users ﬂEDDmain Admins  Security Group ... Designated administrataors, ..
mDomain Car.,.,  Securty T Allsnmeleckobinmg and sepye, .,
!ﬁDDmain Cont...  Security Dle_legate Contral... ollers in th...
mDDmain Guesks  Security A o0 ]

mDomain Users  Security @n Computer
!ﬁEnterprise ... Security &l Tasks 3 Caonkack

ﬁGrDup Palicy ... Securit, Group
% Guest u Refresh

= = . InetOrgPerson
!ﬁHeIpSer\-’ices. o Securiky B L. MSMGQ Queue Alias

ﬂESchema Admins  Security User
%SUPPORT_%- o User .ﬁtrrange Lrons Shared Falder
!ﬁTeInetClients Security  Ling up Icons EFap Tid .,

ﬂ ul ser Propetties

@ Help

Hinh 7. 57 - Tao user trong AD

€RAS and IAS ... Security  yiew O Printer

Luu ¥: ¢6 thé md Active Directory Users and Computers bang 1énh dsa.msc ‘

— Hop thoai <New Object — User> — Nhap tén user <u2> trong <First name>
— Nhap vao tén dung dé logon <u2> trong <User logon name> — Nhan nut
<Next>.

MNew Object - User x|

ﬁ Create in:  dolwwn/Uzers

First name: |u2 Initialz: I
@

Lazt name: I

Full narne: |u2
Uzer l[ogon name:

I'-J2 I (@daly.vn j

Uzer logon name [pre-Windows 2000]:
IDIIILY'\ |u2

:

< Back Mest »

Cancel

Hinh 7. 58 - Nhap thong tin cho user
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— Tiép tuc nhip vao password (phuc tap) trong <Password>, <Confirm
password> — Gan cac chinh sach cho account — Nhan nat <Next> — Nhin nut

<Finish>.

Mew Object - User x|
g Create in:  doly.vn/)zers

Pazzword: Iu.uu. @
LConfirm pazsword: I“““"
™ ser must change password at nest lngord

@r |1zer cannot change pazzword

[ Password never expires

[~ Account is disabled

< Back I Mest i3> Cancel

Hinh 7. 59 - Gan cac chinh sach cho user

Luu y: c6 thé tao user bang dong lénh dsadd user
“cn=u2,ou=kcntt,dc=doly,dc=vn” —pwd P@ssword (tao user
u3@doly.vn, nam trong OU kentt, c6 password 1a P@ssword).
Cac thudc tinh tai khoan ngudi dung

Cac thudc tinh cua user duoc dung dé phuc vu cho cong tac quan tri. Sau day gigi
thiéu mot s thudc tinh thong dung cua user.
— Trong <Active Directory Users and Computers> — Phai chuét 1én tén user —
chon menu <Properties> — Hop thoai <User properties> hién 1én véi 13 tab
— Tab General: nhiing thong tin chung vé user.
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tdember OF I Dial-in I Ehvironment I Seszions
Remate control I Teminal Services Profile I COM+
General | Address I Account I Frafile I Telephones I Organization

g ul
Téen First name: IDun Iritials: ID Téan viet tat

Ho wva chiv 16t Last name: |Ngu_l,len Wan
Tén hien thi Display name: INVan
I ti tén  Description: INgu_l,len Yan Don
Lam & dau  Office: [HCM

Sa dién thoai Telephone number: IDEIEBEISD335I Other... |

Bia chi E-mail E-mai [rvdon@yahoo com

Bia chi Web site Web pags: Ivndnn.dyndns.ord Other... |

0k I Cancel | Apply |

Hinh 7. 60 - Cap nhat théng tin chung cho user
— Tab Address: Dia chi cua user.

bemmber Of | Dial-in | Enwironment I Sessions
Remate contral I Terminal Services Profile | COM+
General ~ Address I Account I Praofile I Telephones I Organization

Bia chi  Strest: 16/29/1 Duang 34 P Link Dang B.Thu Duz ﬂ

[~

S hép thw P.O. Box |

Thanh phao Gt [HCM

Tinh  Statedprovince: IHI:M

M viing Zip/Postal Code: |ne

Quoc gia County/region:

k. I Cancel | Apply

Hinh 7. 61 - Cap nhat thong tin dia chi cho user

— Tab Account: cac chinh sach danh cho Account.
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Password khéng bao gié héthan | [ Passwerd never expites

ul Properties 2|
tember OF I Dial-in I E nvironment I Seszions
Remote cantrol | Terminal Services Profile I COk+

General I Addiess  Account | Profile I Telephones I Organization

Ten dang nhap, user ci the  Userlagon name:

dang nhap bang tén nay I |@d,3|_,l,_vn =l

vidon@doly.vn

Ilzer logon name [pre-windows 2000]:

Tén dang nhap choe version |DE|LY\ |u1
trwire Windows 2000
Lap lich dang nhap | Logon Howrs... | LogOnTo.. |Gic’r'i han dang nhap

™| Aceount iz locked out

5. T, . o: Account ophions:
Phai thay déi password & lan

dang nhap tigép theo ™ User must change passward at nest lagon ﬂ
Khéng thé thay i password I User cannot change passward

Mi héa password khi luwu triv I™ Stare password using reversible encryption LI
Théi han chia Account [ Account expires
' Mever
" End of: | Sunday . July 24,2011 =]

(] I Cancel | Spply |

Hinh 7. 62 - Cap nhat thong tin vé account

= Lap lich dang nhap (Logon Hours):

o Nhén nit <Logon Hours...> trong tab <Account>. Mic nhién
Account dugc phép ding nhap 24/7. Thiét 1ap cho phép Account
dang nhap tir 6 dén 17 gid cac ngay tir thir 2 dén thir bay.

o Hop thoai <Hours for user>, nhan nut <All> — Chon option
<Logon Denied> — Kéo chon vung nhu hinh bén dudi — Chon
option <Logon Permited> — Nhén niit <OK>,
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x
i« 4 ok, @
@ 1224+ G-B-10-12+ 2+ 4+ G- 8-10-12 |:
I R R R AR RREER

Sunday

—

bd otday

Tuezday
Wiedneszday
Thurzday
Friday

Saturday

Monday through Saturday from 5:00 Ak ta 5:00 PR

Hinh 7. 63 - Lap lich dang nhap

* Gi61 han dang nhap (Log On to):

o Nhan nit <Log On to...> trong tab <Account>. Mdc nhién Account
nay dugc phép dang nhdp vao tit ca cac may trong mién. Do tlnh
chat bao mat nén chi cho phép Account nay ding nhap vao mot sb
may: PC01, PCO2.

o Hop thoai <Logon Workstations>, chon option <The following
computers> — Nhap tén mdy vao <Computer name> — Nhén nit
<Add> — Lip lai cho cac tén may khac — Nhan nat <OK>.

Logon Workstations 2=

| Computer name, type the computer's MetBI0S or Domain Mame
System [DMNS] name.

This uzer can lag on ko
Al computers

— 1% The following computers @

Computer name:;

F @

FCM Edit
PCoz2

Bemave

LR

] I Cancel |

Hinh 7. 64 - Giéi han may tinh diang nhap
— Tab Profile: noi luu thong tin, dir li¢u ctia nguodi dung.
= Profile: 1a thuy muc chitra théng tin vé méi truong 1am viée cta ngudi ding
nhu: desktop, menu start, background, kiéu biéu tuong, sip xép biéu tuong...
Mic nhién nguoi dung s& dung profile chuan va dugc luu trong thu muc
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%Systemroot%\Documents and Settings\%Username%. User thuong chi ¢6
quyén mé profile ciia n6 ma thoi.

ul Properties e |
Mermber OF | Diakin | Ernvironmment | Sessions |
Remote contral I Terminal Services Profile | COk+ I

General | Address | Account  Profile | Telephones | Organization

— Uzer prafile

Buwdng dan Profile Profile path:

Buwing dan csript file | Logon seript: |c:“~nvdnn

Puwing dan Home —Haome falder

folder trén may  Localpath: |

Buwang ‘I_‘-:'“ Home * Connect: IE: j Tar I'\'\pcm.duly.vn\nvdu:un'\u'l
folder trén mang

0k I Cancel | Ay

Hinh 7. 65 - Nhap thdng tin profile

= Script file: 1a noi chira cac kich ban khi dang nhap, dung trong truong hop
can thyc hién mot cong viéc nao dé khi dang nhap (vi du: anh xa mét 6 dia
mang). Kich ban nay c6 thé viét bang céac ngoén ngtr nhu VBScript, JScript...
= Home folder: la thu myc danh riéng cho moi user dé luu trit dir lidu.
Trong mdi truong domain cac thong sb trén khong thiét 1ap tai day, ma thuong
duoc ap dat bang GPO.
— Tab Telephones: chi tiét cac sd dién thoai ciia account.

ul Properties 2=l
tdember Of I Dial-in I Environment | Sessions I
Femaote contral | Terminal Services Praofile | COk+ I

General I Address | Account I Frafile Telephones | Organization

Telephone numbers

Dién thoai nha Home  [0833403718 Other... |
Mav nhan Tilll Pager: |11E 789373 Dther... |

Bién theai di ﬂ{)ngll b abile: 0983090339 Other... |
S Fﬂxl Fa |08 22403715 Other.. |

|
VOIP IP phone: I2EI3.'IE2.4.1E|EI Other... |
0K I Cancel | Apply |

Hinh 7. 66 - Cap nhat thong tin vé dién thoai

— Tab Organization: thong tin vé t6 chuc.
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ul Properties
b embier Of I Dial-in I E nvironment I Seszionz
Remate cantral I Terminal Services Praofile I COM+

General I Addrezs I Account I Profile I Telephones ~ Drganization

2=

Chire nang cia cong ty Title: |Kinh doanh

Phang ban trec thudc Department: |F'KD

Tén cing ty Company: Idu:ul_l,l.vn
— Manager
Mgwdi quan ly trgec tiep | Name: |u8
Change... Properties Clear

Direct repoarts:

s I Cancel

Hinh 7. 67 - Cap nhat thong tin vé té chirc

— Tab Member of: cic nhém ma user 1a thanh vién. User thugc nhom nao thi thira

hudng quyén ctia nhom do.

R emote contral I Terminal Services Profile I COM+

eneral I Addresz I Account I Prafile I Telephones I Organization I

tember OF | Drial-if I E nvironment I Seszziong

ember of La thanh vién cia nhém nao

M ame Active Directary Falder

Domain Users doly. vn/Users

|lzers daoly. wn/Builtin
Add... Bemove |
Théem nhdam thanh vién Xda nhom thanh vién
Frirary group: Dramain Lsers

There iz no need ta change Primary aroup unless
wau have Macintozh clients or POSEH-compliant
applicationsz.

Set Erhmany Graup |

OF. I Cancel Apply

Hinh 7. 68 - Thong tin nhom lam viéc
M6t s6 chinh sach bao mat
Domain security policy
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La cac chinh sach duoc ap dit trén domain, dé bo chinh sach thiét 1ap do dai va do
phtrc tap ctia password:

—Vao <Start> —» Chon <Administrative Tools> — Chon <Domain security
policy> — Hop thoai <Default Domain Security Settings> hién ra — Click vao
ddu cong <Account Policies> — Chon <Password Policy> — O ctra s6 bén phai,
double click vao <Minimum password length> — Chinh vé 0 (nghia 1a khong st
dung) — Double click vao <Password must meet complexity requirement> —
Chinh vé <Disable> — Chay 1énh gpupdate /force.

't Default Domain Security Settings

File Action Yiew Help

= BE X B @ E

£ Falicy / | Policy Setting
i " EnFu:uru:e password history 24 passwords rememt
Ma><|mum passyward age 42 days
LR P':'"':V 58] Mirimum 1 days
¢ Kerberos Palicy -i inirunn password length 0 characters
g Local Policies 8] Password musk meet u:u:umplexﬂ:y requlrements Disabled
bt E\jint_l'f% _— St-:ure passwards s

Hinh 7. 69 - Password policy

Domain Controller Security Settings

La cac chinh sach ap dung cho DC. Mac nhién cac user dugc tao ra khong dugc
phép logon va hé théng. Cho phép nhom Users dugc phép logon:
—Vao <Start> — Chon <Administrative Tools> — Chon <Domain Controller
Security Settings> — Click vao diu cong <Local Policies> — Chon <User
Rights Assignment> — Cira s6 bén phai, double click vao <Allow log on
locally>.

'iii Default Domain Controller Security Settings

File  Action Wiew Help

&= BmE X TR 2E

@ Security Settings Policy  / | Palicy Setting |
l f;; Accoun P'2'|I'II'35 F\ccess this computer from the netwark, Pre-windows 2000 Compatible Acc. ..
!3 .F\ct as part of the operating system
i =.ﬁ.dd workstations to domain Authenticated Users
E‘ _ L T _

Account Operators, Administrators, .,

I 5 Event Log

Hinh 7. 70 - User right assignment

— Hop thoai <Allow log on locally Properties> — Nhan nat <Add User or
Group...> — Hop thoai <Add User or Group> hién 1én — Nhap vao Users (nhd
c¢6 ky tu s sau cung) trong <User and group names> — Nhén niit <OK> — Chay
lénh gpupdate /force. Luc nay cac user thudc nhom users méi cé thé logon vao
hé théng.
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allow log on locally Prop i

Security Palicy Setting | Explain Thiz Setting

E%" Allawy log on locally =
0

v Define these policy settings:

Account Operatars Add User or Grou 2| w
Adririztrators 2 21

Backup Operatorz
Print Operators lzer and group names

Server Operatorg |u$ers:| @ Browse .. |

R Cancel |
@ strakors,L. ..
Add User or Group... Bemove
& Faodifying thiz setting may affect compatibiliby with clients, services,
and applications.
For more information, see Allow log on locally, [(823653)
al
@) i
Ok | Cancel Apply

Hinh 7. 71 - Cho phép nhédm Users diang nhap

7.4. Share permission va NTFS permission

7.4.1. Share permission
Céc tai nguyén hé thong nhu thu myc, 6 dia, may in chia sé trén mang cho ngudi
dung str dung chung. Céc tai nguyén nay duoc phan quyén dé dam bao rang tai nguyén st
dung hiéu qua va dung muc dich. Trong Windows, khi user ching thuc vao hé théng
bang quyén rights. Pé sir dung duoc tai nguyén mang user do6 phai c6 quyén Share
permlssmn.
— Pé thiét 1ap Share permission cho tai nguyén mang, phai chudt I1én tai nguyén
— Chon menu <Properties> — Chon tab <Sharing> — Mac nhién tai nguyén
khong dugc chia sé <Do not share this folder>, chon option <Share this folder>
dé chia sé tai nguyén — Nhap tén tai nguyén trén mang vao <Share name> —
Nhap ghi chi va <Comment> — Mac nhién khong gidi han user truy cap cung
lac, chon option <Allow this number of users> — Nhép vao chi cho phép 10
user truy cdp cung lac — Nhan nat <Permisstions> dé thiét lap quyén Share
permission.
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Public Properties @— 2

General Sharng |5&|:urity| I:u&h:urnizel

[ =5 “Youcan share this folder with other users on vour
IS.J network. To enable sharing for thiz folder, chck Share this
folder.

" Do not share this folder

@-F Share this falder @

Share name:; IF'uhIic
User limit; = Mazimum allowed

&+ Allow thi ber of J =
oy this number of uzers 10 =

To zet permizsians for LIZETS who access this Permizsions 5
folder aver the netwark, click Permissions. e

To configure settings for offline access, click
Caching.

Ok | Cancel | Apply |

Hinh 7. 72 - Share permission

— Hop thoai <Permission for Public> — & day <Everyone> dugc quyén chi doc,
nhan nat <Add...> — Nhap tén user vao <Enter the object name to select>, cac
tén cach nhau déu cham ghéy — Nhéan nat <Check Name> — Nhéan nat <OK>,

[

iz object type:

Select

IU&ers, Groups, or Built-in security principals

Permissions fa From thiz location:

Object Types. ..

i

Share Permizsions I Id'2'|.'-J-‘~"n Locations...
Group or user names:; Enter the object names to zelect [examples):
ﬁj Evervone w10 [l DcEddoby, vl ; ul [hsdondEdaly, vi) @ Check Nan@]

Advanced... 0k | Cancel I
| a ,

1 Add... | Bemove |
Permizsions for Everyane Allaw Deny
Full Contral O |
Change O O
Read ] M
0k | Cancel | Spply |

Hinh 7. 73 = Thém ul va ul0 vao ACL

— Hop thoai <Permissions for Public>, cho phép 1ap danh sach cac ddi tugng
can di€u khién truy cap, con goi 1a Access Control List (ACL) — Chon <ul> —»

Gan quyén chi doc <Read> cho ul. Cé 3 quyén:

— Full Control: dugc toan quyén doc va thay d6i ndi dung bén trong (thém, x6a,

sua)
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— Change: duoc quyén thay doi thém, xoa, sua (vi du: dbi vdi folder co thé tao
Sub-folder hay file bén trong...). Néu chon quyen nay thi quyén <Read> tir dong
chon luén (khong c¢6 quyén doc thi khong thé thay doi du:oc)

— Read: 1a quyén chi doc, chi xem khong dugc thay ddi gi ca.
— Quyén <Deny> (cdm) cao hon quyén <Allow> (cho phép), néu c6 2 quyén
dung nhau thi quyén <Deny> dugc ap dung.

Share Permizzions | Share Permizzions |
Group or user names: Group of Uger names:
ﬁi Evemaone ﬂi Evemaone
€ [T 1 € 1 inudondaly v
€ 10 (ul0Gdaly.vn) <4111 (L1 0Gdaly. ) 3 R
Add... | Bemove | Add... | Bemove |
Permizzions for ul Allay Dery Permizzions for u10 Allow Dieny
Full Control a O Full Contral O O
Change @ O O Change @ O
Read O Read O
0k I Cancel | Apply | QK I Cancel | Apply |

Hinh 7. 74 - Phan quyén share cho ul va u10

NTFS Permission

NTFS Permission chi ap dung cho cac tai nguyén dinh dang NTFS, cac ALC cua
NTFS Permission dugc luu cung tai nguyén d6 nén co thé giir lai du hé diéu hanh c6 thay
d6i. Cac ALC sé& kiém soat quyén truy cép tai nguyén.

— Phai chudt 1€n tai nguyén dinh dang NTFS — Chon menu <Properties> —
Chon tab <Security> — Chon nhém <Users> — Trong hop thoai <Permissions
for Users> nhom Users ¢6 cac quyén <Read & Execute> <List Folder Contents>
<Read> <Special Permisstions>, khong thé bé cac quyén niy vi no ké thira
quyén tir object cha. C6 cac quyén chung sau:
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Public Properties ilﬂ

Generall Sharing  Security | Custu:umizel

Group or uzer names:

m Adminigtrators [DOLY W Adminiztrators)
€7 CREATOR OwNER

€7 SYSTEM
ﬁ Uzers | DOl zer= |
Add | Remove |
Permizzionz for Uzers Al Deny
Full Contral [l | d
Maodify O O
Read & Execute O
Lizt Folder Contents O
Fead O
Wfrite a O
Special Permiszions O ﬂ
For special permizzions or for advanced zettings, Advanced |
click Advanced. =

(] 4 I Cancel | Spply |

Hinh 7. 75 - Quyén NTFS ciia nhom Users

— Full Control: toan quyén, check vao muc nay toan bo cdt déu bi check theo.
— Modify: c6 thé xem thudc tinh va dinh dang, thém x06a stra. Nhung khong duogc

chiém quyén chii s¢ hitu va thay d6i NTFS Permission.

— Read & Execute: ¢ thé chay cac file thuc thi (dé chay dugc phai co quyén

doc).

— List Folder Contents: c6 thé mé mot folder xem ndi dung bén trong.

— Read: ¢6 thé doc va xem thudc tinh file.
— Write: c6 thé thay d61 nd1 dung file.

— Special Permissions: cac quyén dac bi¢t, dé hién cac quyén nay nhan nut

<Advanced>.

Thong thuong de phan quyén cho C&c user nén xoa nhom Users, va thém cac
object vao dé phan quyén. Vi nhom Users duoc thira hudng quyen tor object cha nén
khong thé x6a nhém Users. Mudn lam duoc diéu nay, phai bé quyén thira hudng.

— Trong hop thoai <Public Properties> — Nhéan nit <Advanced> — Hop thoai
<Advanced Security Settings for Public> hi¢n ra — Bo check <Allow inheritable
permissions from the parent...> — Hop thoai <Security> hién ra — Nhéan nut

<Copy> — Nhéan nit <OK>, bay gio c6 thé x6a nhom Users.
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x

Selecting thiz option means that the parent permizsion entries that apply to i
D child objectz will na longer be applied to thiz object. ck Edit.
2)

-To copy the permizsion entries that were previously applied from the
parent ta thiz abject, click Copy.

-To remove the permizzion entries that were previouzly applied fram the | -

parent and keep only thoze permiszions explicith defined here, click subfalder...

Remowve. and files

-To cancel thig action, clhick Cancel. subfolder. ..

and subfo...

@ Remave | Cancel | subfolder...
subfolder...

— e R — rrreroreers slbfalder. .
Allows CREATOR OwWHER Full Contral C:A Subfalders and files ... LI

agd.. | Edt. |  Bemove |

@l— Allowy inherntable permizzions from the parent to propagate to thiz object and all child objects. [nclude
these with entriez explicitly defined here.

[™ Replace permission entries on all child objects with entries shown here that apply b child objects

Learn more about access control.

3

, Hinh 7. 76 - B6é quyén thira hwéng ciia nhém Users
Két hop Share permission va NTFS permission

— Két hop 2 quyén cung loai thi cho quyén 16n hon (phép hoi).
— Két hop 2 quyén khac loai thi cho quyén nhé hon (phép giao).

(]9 | Cancel | Apply

7.5. Cdu hdoi va bai tap
1. Hay phan biét quyén hé thong (rights), quyén truy cap Share permission va NTFS
permission?
2. Hay tat chinh sach password phai 16n hon 7 ky tu va phai phire tap.
Hay thiét 1ap chinh sach cho phép nhém users dang nhap vao hé thong.

w

4. Tai sao khi thing cip 1én mién phai cai dich vu DNS va tro IP Preferrerd DNS vé
chinh minh?
5. Trinh bay diéu kién dé mot may c6 thé gia nhap vao mién?
6. Trinh bay kién triic ciia AD?
7. Trinh bay khai niém Profile va Home directory?
8. Cho bang NTFS permission nhu sau
Folder C:\Public Folder C:\Private | Folder C:\Limit
ul doc, ghi chi doc cam doc
u2 doc, ghi chi doc chi doc

al Hay tao thu muc va thiét 1ap quyén nhu trong hinh trén?
b/ Thiét 1ap quyén sao cho ul, u2 chi dugc quyén xoa file va folder do minh tao ra
trong thu muc C:\Public?
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9. Cho biét két qua cua viéc két hop cac quyén permission?

Share permission NTFS permission Két qua
Full Modify
Read Read & List Folder Content
Change Read
Read Write
Change Modify

10. Hay tao ra mot file kich ban cai dat, tim hiéu va ghi nhan lai cac thong $O trong

file nay?
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Chwong 8 - Dich vu DHCP

DICH VU DHCP

* Tém tit ndi dung chwong 8
e Gidi thiéu, trinh bay nguyén tic hoat dong caa DHCP.
e Huéng dan chi tiét cac budc cai dat, cau hinh dich vu DHCP trén Windows Server
2003, router ADSL.
e Céac 15i thuong gap va cach khéc phuc.
* Muc tiéu chwong 8
Sau khi hoc xong sinh vién cé kha nang:
e Trinh bay duoc nguyén tic hoat dong cua dich vy DHCP.
e Cai dat va cau hinh dich vu DHCP trén Windows Server 2003 va trén cac router.
o N&u céc 16i thuong gap va cach khéc phuc.

Gidi thiéu

DHCP (Dynamic Host Configuration Protocol) 1a dich vu cdp IP dong cho céc
host trong mang do IETF phat trién trong cac RFC 1533, 1534, 1541, 1542. Tién than cua
DHCP la BOOTP, van con st dung trong hé thong Bootrom. DHCP su dung port UDP
67.

* Mot s6 wu diém ciia dich vu DHCP:
e Tiét kiém chi phi quan tri cap phat dia chi IP.
e Tranh viéc dung do IP trén mang giup cac host nhan IP mot cach dé dang.
e Trong mdt mdi truong cc host khong c¢b dinh (vi du: nha ga, sin bay cac may tinh
chi gia nhap mang mot 1an) thi viéc cap phat IP trd nén hiéu qua, tién loi.
e Cac ISP cap IP public dong cho ngudi sir dung, viéc nay tiét kiém IP mot cac hiéu
qua.

Luu y: tit ca cac server déu sur dung IP tinh.

Hoat dong cia DHCP

DHCP hoat dong theo mé hinh Client/Server, qué trinh hoat dong cia DHCP gém
4 budec:

* Buéc 1: may Client cin thué IP sé broadcast goi tin DHCPDISCOVER Ién toan
mang yéu cau mdt server cung cap IP cho minh. Trong géi tin nay cé dia chi MAC
cua client.

* Buéc 2: cac DHCP server trén mang déu nhin dwoce goéi tin nay. Néu server cé
kha niing cung cip IP né sé giri cho client gdi tin DHCPOFFER dé nghi cho thué IP
trong khoang thoi gian nhit dinh, kém theo cic thong sé (default gateway, dns...).
IP nay s& khong dwoc chao moi cho cac client khac trong thoi gian thwong thuyét.
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* Buge 3: client chon mot IP trong s0 cac IP dé nghi va broadcast goi tin
DHCPREQUEST yéu cau server cho thué IP. Cac server khong dwgc thué IP s€ rut
IP lai.

* Bwdc 4: server giri cho client mgt géi tin DHCPACK xac nhin viéc cho thué IP
kém theo cac thong so.

client server

Disco VERY
Droadezg

OFFER

|

REQUEgT
broadeag

ACKNOWLEDGE

uricast

<+ B}

Y Y

Hinh 8. 1 - Hoat dong ciia DHCP
Cai dat DHCP trén Win2K3

Yéu cau
— CAc interface ctia server dung dé cap IP phai cau hinh IP tinh.
— User dung c4u hinh phai c6 quyén Admin.
— Phai c6 dia source Win2K3.

Cai dat
¢ VVao <Start> — Chon menu <Control Panel> — Chay <Add/Remove Programs>
— Nhan nit <Add/Remove Windows Components>.

Luu ¥: ¢6 thé dung 1énh appwiz.cpl
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® Add or Remove Programs Rl - - o |D|£|

Currently installed programs: [~ Show updates Sort by: |Name -vI
+ Adobe Flash Player 10 Plugin -
Click here For support information.
To remove this program From your computer ) click Remove. m
BB Adobe Reader 6.1.3 Size  86.60MB
B Calendarium v2.72 Size  4.38MB
- FLY Player 2.0, build 24 Size  1.91MB
4l HD Tach version 3 Size  5.22MB
Windows
e HS Intel(R) PRO Network Connections Drivers
(—D €& «-Lite Codec Pack 2.52 Full Size  17.28MB

Hinh 8. 2 - Add/Remove programs

¢ Trong hop thoai <Windows Components>, Chon muc <Networking Services> —
Nhan nat <Details...>,

Luu y: khong check vao <Networking Services> luc do6 cac dich
vu bén trong s€ dugc cai dit gy ton tai nguyén hé thong.

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that only
Bmﬁﬁc«mmwﬂbahstﬁad. To see what's included in a compaonent, click

Components:
¥ 48 Intemet Explorer Enhanced Security Configuration 00MB +f
C E:] tanagement and Monitaring Tools E.3MB

2 X2 Networking Services (1 ) e

(] 89 0ther Network File and Print Services 0.0MB
(1 &4 Remate Starane 4 7 MR ;’
Descaption: Contains a variety of specialized, network-related services and protocols,
Total disk space requited 4418 S @
Space available on disk: 9109.2 MB =

< Back Nest » Cancel | Heip |

Hinh 8. 3 - Networking services

e Trong hop thoai <Subcomponents of Networking Services>, check vao <Dynamic
Host Configuration Protocol (DHCP)> — Nhan nit <OK>,
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Networking Services - x|

To add of remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details,

= components of Networking Services:
@Domm MName System [DNS) 1.7 MB ﬂ
™ & Dynamic Host Configuration Protocal [DHCP) 0.0MB
[ .@ Simple TCPAP Services 0.0MB
] ) \windows Internet Name Service (WINS) 0sme x|

Descriptiore  Sets up a DHCP server that automatically assians temporary [P
addresses to client computers on the same network.

Total disk space required: 44 ME
Space available on disk: 9109.2 MB

Hinh 8. 4 - Cai dat DHCP

e Tr lai hop thoai <Windows Components Wizard> — Nhan n(t <Next>.

e Windows sé& tién hanh cai dit DHCP, kiém tra IP tinh cua Server, doi hoi dia
source Win2Ka3.

e Cai xong hdp thoai <Completing the Windows Components Wizard> hién 1én —
Nhan ndt <Finish>.

Cau hinh DHCP
Céu hinh DHCP d¢ tao ra pham vi cap IP, cac thong sé cap kém theo IP.
e Chon <Start> — Chon <Programs> — Chon <Administrative Tools> — Chon
<DHCP>.

Luu yv: ¢ thé dung |énh dhcpmgmt.msc.

e Trong hop thoai <DHCP>, phai chudt 1én tén server — Chon menu <New
Scope...>.

He Acion Yen o
e |/INXER |2

%::ICP pecd1.nvdon.org [192.168.1.20]

BN oc01 pudoc oD taa ool

{55 Display Statistics.., =)
Mew Scope. .. I

Mew Mulkicask Scope..,

Add a Scope

Hinh 8. 5 - Tao scope

e Hop thoai <Welcome> xuét hién — Nhén nit <Next>.
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e Trong hop thoai <Scope Name> — Nhip vao tén ctia scope mudn tao trong
<Name>, thuong la tén goi nhé (vd: PKeToan) — Nhéap vao mo ta cho scope trong
<Description>, mé ta chirc nang ctua scope nay (vd: cap IP dong cho phong ke

toan).

Scope Mame —
Vou have to provide an identifying scope name. vou alzo have the option of

prowiding a dezcription.
Type a name and dezcription for this scope. This information helps you quickly identify
how the scope is to be used on your nebwark.

M ame: IF'KETDan @
Icap IF dong cha phang ke toar

Deszcription:

< Back I Hest :@ Cancel |

Hinh 8. 6 - Nhap tén va mo ta cho scope

e Hop thoai <IP Address Range> xuét hién, yéu ciu nhip vao pham vi cip IP tur
<Start IP address> dén <End IP address> va Subnet mark trong <Length> hay
<Subnet mark> — Nhan nut <Next>.

Luu y: Pham vi cap IP phai tranh céc server trong mang, 16p
mang cua scope phai trung 16p mang cua DHCP Server.

Mew Scope Wizard .

IP Address Range
“'ou define the scope address range by identifying a set of consecutive IP

addresses.
Enter the range of addiesses that the scope distributes.

Start IP address: |1S2.1EB. 1 .100

@ nhap pham vi cap IP

End IP address: |192.153_ 1 . 200

& subnet mask defines how many bits of an P address to use for the network/subnet
105 and how many bits to use for the host ID. You can specify the subnet mask by
length or a3 an IP address.

Length: |24 _,3 @ nhap Subnet mark

Subnet mask: |255.255.255. 0

Hinh 8. 7 - Pham vi cp IP cia scope
e Trong hdp thoai <Add Exclusions>, thém vao 1 IP hoac mot day IP bi loai ra
trong pham vi trén. Cac IP nay thuong la IP dac bi¢t dung cho cac truong hop dac
biét (vd: dung cho cac server...) — Nhap IP vao <Start IP address> — Nhan nut
<Add> dé loai trir mot IP (néu 1a ddy IP thi ghi thém phan <End IP address>) —
Nhan nat <Next>.
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Mew Scope Wizard
Add Exclusions
Excluzsions are addrezses or a range of addreszes that are not distibuted by the \

TEIYEL,
Type the IF address range that you want to exclude. [F pou want to exclude a zingle
address, type ah zin Start |P address onlw.

Start P address: End IP address:

| Add

Exchuded address range:

Address 192 168.1.100 Fiemone |

192 168.1.198 to 192.168.1.200 —
G 3"\
w2

< Back | Mext > | Cancel

Hinh 8. 8 - Loai trir cac IP trong pham vi cap

e Trong hop thoai <Lease Duration>, quy dinh thoi han cho thué IP, thuong 1a 8
ngay (sau mot tuan lam viéc client thué IP lai). Néu thoi han nho, cac client s&
broadcast thué IP nhiéu lam bang thong mang giam. Néu thoi han 16n, cic may bén
ngoai vao chi dung IP mot 1an 1am mat IP. Vay tiiy theo nhu cau ma xac dinh thoi
han nay — Nhén ntt <Next>.

MNew Scope Wizard

Lease Duration e
The leaze duration specifies how long a client can uze an IP address from this @J
ICOPE.

Lirnited ta:
Drays: Hours: Minutes:

=N

2)
< Back I Mest > I Cancel

Hinh 8. 9 - Théi han thué IP

e Hop thoai <Configure DHCP Options>, héi ¢ cdu hinh cap cac thong s6 kém
theo khong. C4u hinh cap ludn default gateway va DNS cho client — Chon option
<Yes, | want to configure these options now> — Nhan nat <Next>.

New Scope Wizard
Configure DHCP Options
Yiou have o configure the most common DHCP options before clients can use the \

ECONeg
Do you want to configure the DHCF options for this scope now?

{* es | want to configure these options now

™ Mo, | will configure these options later

(2}
h=
< Back I Mest » I Cancel

Hinh 8. 10 - Cap céac thdng sé kém theo
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e Trong hop thoai <Router (Default Gateway)> — Nhap IP default gateway vao
<IP address> — Nhén nat <Add> — Nhan niit <Next>.

Router [Default Gateway] o
Yiou can gpecify the routers, or default gateways, to be distributed by thiz scope.

To add an [P address far a router uzed by clients, enter the address below.,

IP addiess:
| | .. . Add
19216811 Eemove

[Tt

dils

< Back I MHewt » I Cancel

Hinh 8. 11 - Cap default gateway

e Trong hop thoai <Domain Name and DNS Servers> — Nhap tén mién vao
<Parent domain>. Khi client nhan dugc IP, t€n may cua client sé bién thanh dang
day du 1a tén mdy.tén mién (vd: may01.doly.vn). Tén day du nay s& duoc ding ky
vao DNS server mot record c¢6 IP 1a IP cta client. Muc <Server name> khong can
khai bao, dung trong truong hop quén IP cia DNS server — Nhap IP cua DNS
server vao <IP address> — Nhan nat <Add> — Nhan nat <Next>.

MNew Scope Yizard

Domain Name and DNS Servers T
The Domain Mame System [DMNS] maps and translates domain names used by

clients on pour netwark.

Y'ou can zpecify the parent domain you want the client computers on your netwark, to use for
DMS name resolution. @
Parent domait: Q.
To configure scope clients to uze DMS servers on your netwark,, enter the |P addresses for thoze
TEIYErE,
Server name: IF address: @
| _ _ _ Add]
Fezolve | 192.168.1.1 Bemaove |
Up |

@ [ovin

< Back I Mext > | Cancel |

Hinh 8. 12 - CAp DNS server
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e Trong hop thoai <WINS Servers>, dién vao IP cua WINS server. Dich vu WINS
chay trén cac h¢ théng Win2K tré vé trude, cic version sau nay khong can cai
WINS nén bé qua budc nay — Nhan nat <Next>.

New Scope Wizard

WINS Servers e
Computers running *indows can use WINS servers to convert MetBIOS computer

names to [P addresses.

Entering server IP addreszes here enables Windows cligntz to queny WINS befare they use
broadcasts bo register and resalve HetBI0S names.

Server name: IP address:

[ - - Add |

Resolve | Bemoye |
Up |
Down |

Tao change thiz behavior for Windows DHCP clients modity option 046, 'WIMS/MNEBT Hode
Type, in Scope Options.

0
< Back I Mewt = I Cancel

Hinh 8. 13 - Cap WINS

e Trong hop thoai <Activate Scope> — Néu mudn scope vira tao hoat dong cap IP
thi chon option <Yes, | want to activate scope now> — Nhan nat <Next>.

Mew Scope Wizard

Achvate Scope e
Clients can obtain address leazes only if a scope is activated,

@ Do you want to activate this scope now?
@ ¥es, | want to activate this scope now

™ Mo, | will activate this scope later

@

< Back I Mest » I Cancel

Hinh 8. 14 - Kich hoat scope

e Trong hop thoai <Completing the New Scope Wizard> — Nhan nut <Finish> dé
hoan thanh viéc tao mot scope.
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@ DHCP Address Pool

= co01 [192.1658.1.11
@Ip L a ] Sk 55 =

= Scops [192.168,1.0] PKeTo.
T il es< Pool B E19z.168.1.195 192.168.1,200 1y IP loai trir
| (@) Address Leases 8402, 1681 100 19716 ay IP loal tru

EE Reservations C::|ﬁ‘)! Ip Célp

Address Leases

Client IP Lease Expiration Twpe | Unigue ID
192.168,1,101 PCOZ, & 6f28/2011 3:55:11 PM DHCP  000c29z234466

O ddrese oo - Z
da cap cho PC02

Bl Reservations

P

----- (@ Scope Optians

&3 pHCP
= [y pe01 [192.168.1.11]
=1 Scope [192.168.1.0] PKeTo.

Hinh 8. 15 - Thang tin vé scope

* C&c thong tin trong scope:
— Address Pool: cac pham vi cip IP va loai trir IP.
— Address Leases: danh sach cac IP da cho thué.
— Reservations: danh sach cac IP cap riéng.
— Scope Options: cac thong sb cap kém theo IP.

Céc thdng sb trong dich vu DHCP

* Scope Options: cic thong sé ciAp kém theo IP, cic thong so nay chi c6 tic dung
trong scope nay. Scope Options sé ghi de 1én Server Options.
* Server Options: twong tw Scope Options nhung cac thong s0 nay sé dwoc cip
trong cac scope khong cau hinh Scope Options.
e Trong hop thoai <DHCP>, phai chudt Ién <Scope Options> — Chon menu
<Configure Options...>.

E® pHCP

Eile  Action Wiew Help
& = B A R 2| &
@ DHCP Scope Options
- [2) o1 [192,166.1,11] — vord val q
- 2ption Mame endar alue ass
=] Scope [192.168.1.0] PKeTo. g — -
: Address Poal a auter Standard  192.1638.1.1 4 MNone
LF@ Lddress Leases 87 006 DMNS Servers Standard  192.1638.1,1 Mone
EE Resarvations B UTS-BNS Domain Mame  Standard _doke= Mone
: @ '_:ll:I:IFIE! |Z::||:|tl'y:u'--'
CE Server Optiont_=anfigure Optians. .. K
Wiew k
Refresh
Expork Lisk. ..
Help
T

Hinh 8. 16 - CAu hinh cac théng sé cho scope
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e Trong hdp thoai <Scope Options>, c6 thé check dé chon cac théng sé cho scope
— Nhan niit <OK> d¢é x4c nhan.

G eneral | Advanced I

Awaiable Options | Description =

003 Router Lray of rout

O 004 Time Server @ Array of time
Array of nan

O 005 M ame Servers
06 DMS Servers Array of DM! -
| 3

Q (1] 4 :' Cancel | Apply

Hinh 8. 17 - Cap default gateway va DNS server

Cau hinh IP danh riéng
Mot s6 client sir dung IP trong mot thoi gian dai va cd dinh can cap IP danh riéng
theo dia chi MAC.
e Trong hop thoai <DHCP>, phai chudt 1én <Reservations> — Chon menu <New

Reservation...>.

Do

- [ pe0t [192,168.1.11]
=1 Scope [192.168.1.0] PreTa.

L3
(7] Address Pool \y Reseryations

ol

— Data entry

Address Leases

REBE] R eservationg® :
@ Scope Optio Mew Beservation. ..

ln ensures that a DHCP clienl

Hinh 8. 18 - Cau hinh IP danh riéng

e Trong hdp thoai <New Reservations>, nhap tén cia Reservations vao muc
<Reservations name> — Nhap IP ctia may client can cap IP riéng vao muc <IP
address> — Nhap dia chi MAC ctia may client can cap IP riéng vao muc <MAC
address> — Nhap mo ta chic nang cua IP riéng nay vao muc <Description> —
Chon option <Both> trong <Supported types> dé ap dung cho ca hai giao thirc
DHCP va BOOTP — Nhan niit <Add> — Nhén nut <Close> dé dong hop thoai lai.
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2x
Frovide information for a reserved client.
Beservation name: IKTF‘rinter
P address: |192. 168, 1 .01
MAC address: IIJEIEII:2EI2B4455
Drescription:; Imay in phong ke toan
Supported types

&+ Both

" DHCP only

" BOOTP only

bdd | Clese |

Hinh 8. 19 - IP cép riéng cho mét dia chi MAC

KTPrinter c6 cac option ké thira cta scope, néu mudn cip céac option khac.
e Phai chudt 1én <KTPrinter> — Chon menu <Configure Options..> dé c4u hinh
cac thong sb6 cho KTPrinter.

&2 DHCP [192.168.1.101] KTPrinter

= [y pe0t [192.168.1.11] = —
h 1an MName O SO
=20 Scope [192.168.1,0] PKeToan 1
P 03 Raouter Standard 192.165.1.1

{3 Address Pool
DMS Servers Standard 192,168,

{3 Address Leases
EIEE Reservatin g§5015 DM Domain Marne SEandard daly.vn

..... SSCTE| 1 >, 168,1,101] KTPrinter
(@ Scope Options
L Server Options

Zonfigure Options. .,

Yiew k

Hinh 8. 20 - Céc thong s6 cap kém theo IP

C4u hinh Client thué IP tir Server

e Trén man hinh <Desktop>, phai chudt 1én <My Network Places> — Chon menu
<Properties>.

Open
Explore
Seatch For Computers, ..

Map Metwark Drive. ..

Disconnect Metwark Drive. .,

Create Shaortout
Delete
Rename

Hinh 8. 21 - Mé& Network Connections
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e Trong hop thoai <Network Connections>, phai chudt 1én interface can thué IP
<WAN> — Chon menu <Properties>.
LAN or High-Speed Internet

............... . u_| LM
e Zonnecked

Disable RC
Status
Wizard Repair

Bridge Connections
Mew Connection Wizard

Create Sharkouk
[elete

Fename 9

Hinh 8. 22 - Cau hinh cho card mang WAN

e Trong hop thoai <WAN Properties>, chon muc <Internet Protocol (TCP/IP)> —
Nhén ntt <Properties>.
1]

General | Authentication I Advanced I

Connect using:

E&@ Intel[R] PRO/A000 MT Metwark Can

Thiz connection uzes the following items:

g Cliet for Microsoft Metwark s
O .@ Metwark Load B alancing
.@ File and Frinter Sharing for Microsoft Metwaorks

stal.. | Unineisl | Froperties

Hinh 8. 23 - Cau hinh dia chi IP

e Trong hop thoai <Internet Protocol (TCP/IP) Properties>, chon option <Obtain
an IP address automatically> dé nhan IP dong — Chon option <Obtain DNS
server address automatically> néu muén nhan DNS dong — Nhan nat <OK>. Lc
nay qué trinh thué IP cua client dugc thuc hién.

Luu ¥: ¢6 thé dung céc 1énh sau
ipconfig /release xo6a IP cua client.
ipconfig/renew thué lai IP.
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Internet Protocol (TCP/IP) Properkies e |

Genersl |.ﬁ.lternate Configuration |

‘ou can get IP settings assigned automatically if wour netwaork: supports
this capability, Otherwise, vou need to ask your netbwork, administrator
fFor the appropriate IP settings.

@;n; IF address automaticallys” @

"~ Use the Following IP address:

IF address: I

Subnet mask: |

Default gaketans: I

+ Cbbain DMS server address aukomaticall 9

" Use the Following DNS server addresses:

Ereferred DN server; I

Altermate S server: I

Advanced. .. |

- | K Cancel |

Hinh 8. 24 - Cau hinh thué IP déng

e Dung 1énh ipconfig /all dé xem IP va cac thong s6 dugc cap phat
Ethernet adapter WAN:

doly.un
Intel{R> PRO-18ABA MT Network Connection
BA-BC-29-28-44-66

Connection—specific DHNS Suffix
Descrdiption . . . . . . . . .
Physical Address. . . . .

DHCP Enabled. . . . . . . . . . . Yes

Autoconf iguration Enabled . . . . Yes

IP Address. . . . . . . . . . . . 192 _168.1.181

Subnet Mask . . . . . . . . . .. 255.255.255.8
BUYAY - = = = = = = = = T2 5

HCPF Server . . . . & &« &« o o = & 1922.168.1.11

Monday, June 28, 2@11 2:55:88 PM
Tuesday, June 28, 2811 3:55:88 PH

Lease Obtained. . . . . . . . . .
Lease Expires . . . . . . . - . .

Hinh 8. 25 - Xem IP dwoc cip
DHCP tich hgp trong hé diéu hanh va thiét bj

TAat ca cac hé diéu hanh mang Windows, Linux, Unix... déu tich hop dich vu
DHCP dé cung cip cho client. O phan trén da trinh bay dich vu DHCP cia Win2K3.
Trong Linux dich vu nay c6 tén la dhcpd, 1a mot dich vu chay nén co san trong dia cai dat
Linux.

Tat ca cac hé diéu hanh client déu c6 chirc ning thué IP dong.

* Chirng thuc dich vu DHCP trong AD ctia Win2k3
DPbi v6i Win2K3, trong moi trudng domain dé dam bao cac server dugc ching
thuc mo1 duoc cép IP, dich vu DHCP phai dugc chung thuc. Viéc nay tranh tinh trang
cac DHCP server khéac cap IP khong chinh x4c 1am anh huéng dén hoat dong ciia mang.
Dbi véi cac hé diéu hanh khac Windows NT, Unix... khong can ching thyc.
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e Trong hop thoai <DHCP>, chon <DHCP server> can chung thuc — Chon menu
<Action> — Chon menu <Authorize> — Chon lai menu <Action> — Chon menu
<Refresh> dé 4p dung tac vu ching thuc.

T
i

Wiew Help

¢= = Displare Skatistics. ., Mg

Mews Scope. .. m

(B}
=4 Ii_: MNew Superscope..
E  Mew Multicast Scope.,.

=

Hz]

Define User Classes, ,,
Define Mendor Classes, .,
Set Predefined Ciptions. ..

&l Tasks K

Hinh 8. 26 - Chirng thuc DHCP server trong AD

* DHCP ciing dwgc tich hop trong cac router, sau diy 1a dich vu DHCP cua router
ADSL Zyxel P-600 series.

% Metwork = LAM = DHCP Setup

DHCP Setup

DHCP Setup
IP Pool Starting Address 1192 168.1.33 |

Pool Size

Rermote DHCP Server

DMS Server
DMNE Servers Assigned by DHCP Server
Primary DNS Server |710.245,31.20 |
Secondary DNS Server |8.8.8.8I |

% _____________________________ S

Hinh 8. 27 - C4u hinh IP cho router ADSL Zyxel P-600 series

— DHCP: ¢6 gia tri <Server>, nghia la router dong vai tro 1a DHCP server dé cip
phat IP.

— IP Pool Starting Address: c6 gia tri bat dau pham vi cap <192.168.1.33>

— Pool Size: cép cho <32> host tir 192.168.1.33 dén 192.168.1.65
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— Primary DNS Server: option cap kém theo Perferred DNS [a <210.245.31.20>,
day 1a DNS server cua nha cung cap dich vu mang FPT.
— Secondary DNS Server: Alternate DNS la <8.8.8.8>, day la DNS server m¢&
cua Google.
Cac gateway, router va access point déu ciu hinh DHCP twong tu nhau. O day
khong thay cap default gateway, vi tit nhién default gateway tro vé thiét bi nay.
Mot s6 sy ¢d va cach khdc phuc

Su ¢b hay gap phai nhét’la‘l thué IP khong duoc, do DHCP server da cép hét IP. Loi
nay xay ra co thé do pham vi cap IP qua nho, thoi gian thué IP qua dai. Bé khac phuc vao
DHCP server mo rong pham vi, giam thoi gian cho thué.

e D¢ xem thong tin str dung IP bang cach, trong hop thoai <DHCP> phai chudt 1én
<Scope> — Chon menu <Display Statistics...>.

8 pHCp

File  Action  Wiew Help

= | BEXFERE | @2 E ®

owcr 1) e 1oz E
=[Gy peo1 [13 .t Deserptio__ 1 Dretails_|
E.'—:'E':'l:'e [192,168,1,0] PKeToan Sl Total Addiesses 37
| I tddressPos Display Statistics. ., InUsze 101%)
@ Address Leases . i Awailable 96 [SBZ]
. E-[E Reservations Reconcile. ..
(@ [192.188. 1. 101TKTPY  Daactivate
“ (@ Scope Options -
“[[7 Server Options Wi

Delete Refresh |

Refrach

Hinh 8. 28 - Thong tin cap phat IP

Sy ¢d cling thuong gip 13 trong mot mang c¢6 qua nhiéu DHCP server, cip IP
nhiéu mang khic nhau véi cac thong sd khac nhau. Khi Client thué IP thi khéng vao
dugc mang minh can vao. Cach khic phuc 13 phai quan 1y cic DHCP nay va cau hinh
dung. Néu trong mai truong domain thi kiém tra lai cac DHCP server duoc chang thuc.

DHCP cung cip 2 chuc ning backup va restore, dé sao luu du phong va phuc hoi
khi can thiét.

e Phai chudt 1én <DHCP server> — Chon menu <Backup...> hoac <Restore...>.
File  Action Wiew Help

el Display Statistics. .. B

& = | @

Mew Scope. ..
@ CHCP = 1[192.16
=-

ew SUDErSCope, ..
B- " Mew Multicast Scope... tents of DF

hoope [192,
Sddre Eackup. .. i _
@ Addr heryer Opki
Reskare. ..

=& Reser
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Hinh 8. 29 - Sao lwu dw phong DHCP
DHCP luu lai file log DhcpSrvLog-Mon trong C:\WINDOWS\system32\dhcp moi
ngay phat sinh ra mét file, qua tudn sau ghi lai file ciia tuan trudc. Nén theo ddi log file
dé khac phuc céac 16i phat sinh.
& C:\ WINDOWS', system32'dhcp

File Edit Wiew Faworites Tools  Help

QBack L i Search Folders | = x H’ | E
fddress (£ CWINDOWS system32idhcp

Mame ~ B Size | Tvpe

[_Jbackup File Folder

dhep. mdb 1,032KE MDE Filz

| dhcpe GKE PAT File

3EKE  Text Dacument
8 KB FRecovered File Frag

[=]:DhepsrvLog-Man.log

@l 50, log 1,024 KB Text Document
[;j jE0tmp.Jog 1,024 KB Text Document
r.;fl 8000006, log 1,024 KB Text Document
Efl resl.log 1,024 KB Text Document
Efl resz.log 1,024 KB Text Document
= tmp.edb 1,032 KB EDE File

Hinh 8. 30 — Tén va vi tri lwu log file

Luu y: tha ty wu tién IP trong client: IP tinh, IP dong (DHCP),
Apipa (IP tu cap phat), User configure.

C4u hoi va bai tap

Trinh bay qua trinh hoat dong cua DHCP?

Néu céc diéu kién dé cai dat DHCP?

Trinh bay mot s6 thong s6 cap kém IP ma ban biét?

Trinh bay khai ni¢m IP reservation?

Néu cac su c¢b hay gip va cach khic phuc su cb d6?

Trong mdi truong domain (Win2K3) muén DHCP hoat dong phai lam gi, vi sa0?
Trinh bay va giai thich do uu tién cap IP trong hé thdng mang?

Trinh bay y nghia cta: Address Pool, Address Leases, Reservations, Scope
Options.

N WNE

Mang may tinh va quan tri mang Trang 163



Tai liéu tham khao

TAI LIEU THAM KHAO

[1] Duong Bao Ninh. Mang mdy tinh. Truong Pai Hoc Pa Lat, 20009.

[2] Tran Van Thanh, Mang Thanh Trung. Mang mdy tinh. TTTH Truong Pai Hoc
KHTN TP.HCM. 2004.

[3] Trung tdm khoa hoc ty nhién va cdng nghé qudc gia. Thiét ké va xdy dung mang
LAN va WAN, Vién c6ng nghé thong tin. 2004.

[4] Cisco. CCNA Exploration 4.0.

[5] Microsoft. Advanced MCSA Full Labs.

[6] Microsoft. TechNet.

Mang may tinh va quan tri mang Trang s6 162



